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|Top Attackers | n DDoS- Def ence |

Site

Device Action

Count

Attacker Address

|Attacker Country

|Target Address

Signature

82.145. 211. 18 Eur ope 147.237.72. 166 aka.idf.il Bl ock_Ip Véb I n drop 7
31.168. 133. 226 | srael 147.237.72. 166 aka.idf.il B ock_Udp Al _Nets dr op 3
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il B ock Udp Al Nets drop 2
212.71.235. 23 Uni ted Ki ngdom 147.237.0. 17 m ny- kosher -kravi .idf.il B ock Udp Al Nets drop 1
89. 248. 172. 207 Net her | ands 147.237.8. 14 e.orchot.idf.il B ock Np Al Net drop 1
173.234. 39. 194 Lhited Sates 147.237.77. 234 hal ag.idf.il B ock Np Al Net dr op 1
52.53.222.9 Lhited Sates 147.237.0. 35 akaws. i df . il B ock Np Al _Net drop 1
89. 248. 172. 207 Net her | ands 147.237. 8. 46 e.chinuch.idf.il B ock Np Al Net dr op 1
184. 105. 247. 251 Lhited Sates 147.237.77.212 e.dover.idf.il B ock Wdp Al Nets drop 1
89. 248. 172. 207 Net her | ands 147.237.72. 167 ishurimaka.idf.il Bock Np Al Net drop 1
185.94.111.1 147.237. 8. 50 e.tikshuv.idf.il Bl ock Wp Al Nets drop 1
89. 248. 172. 207 Net her | ands 147.237.77. 234 hal ag.idf.il B ock Np Al _Net drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry get Address |Site |Sgnature Devi ce Action |Count |
69. 30. 214. 46 Lhited Sates 147.237.77.216 |dover.idf.il C1000074: HITP. naj estic bot B ock 15
81.218.135.170 |[lIsrael 147.237.0. 34 tikshuv.idf.il |Cl000138: HITP. prefix 1.01 in the UR B ock 8
188.120. 151. 217 |Israel 147.237.0. 34 tikshuv.idf.il |C1000138: HITP: prefix 1.01 in the UR B ock 7
37.26. 146. 217 I srael 147.237.0. 34 ti kshuv.idf.il |C1000138: HITP. prefix 1.01 in the LRL B ock 4
79.183.191.168 |Israel 147.237.0. 34 tikshuv.idf.il |Cl000138: HITP. prefix 1.01 in the UR B ock 4
2.54.167.17 | srael 147.237.77.176 |nat pash.i df.i| [14170: HITP: B ank User-Agent (descriptor but no string) Bl ock 3
37.26.147.181 I srael 147.237.0. 34 ti kshuv.idf.il |C1000138: HITP. prefix 1.01 in the LRL B ock 3
162.210.196.98 |Uhited Sates 147.237.77.216 |dover.idf.il C1000074: HITP. maj estic bot B ock 2
136.243.152.18 |Ger many 147.237.76.86 |navy.idf.il C1000074: HTTP. maj estic bot Bl ock 2
80. 179. 15. 225 I srael 147.237.0. 34 ti kshuv.idf.il |C1000138: HITP. prefix 1.01 in the LRL B ock 2
136.243.152.18  |Ger many 147.237.77.216 |dover.idf.il C1000074: HITP. maj estic bot B ock 2
62.210.170. 165 |France 147.237.77.216 |dover.idf.il C1000074: HTTP. maj estic bot Bl ock 2
80. 246. 133. 45 I srael 147.237.0. 34 ti kshuv.idf.il |C1000138: HITP. prefix 1.01 in the LRL B ock 2
162.210.196.98 |Uhited Sates 147.237.72.166 |aka.idf.il C1000074: HITP. maj estic bot B ock 2
62.212.73.211 Net her | ands 147.237.77.216 |dover.idf.il C1000074: HTTP. mnaj estic bot Bl ock 2
87.117.15.10 Russi an Federation [147.237.0.34 ti kshuv.idf.il |C1000016: HITP. adninistrator in UR Bl ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qount ry |Ste |Signature |Count ‘
218.57.11.7 147.237.76. 38 Chi na e.eneitav.idf.il ET SCAN Potential SSH Scan 1
68. 168. 213. 121 147.237.76. 42 Lhited Sates refuah.idf.il ET SCAN NVAP -f -sS 1
192.117.171. 50 147.237.77. 216 I 'srael dover . idf il portscan: TCP D stributed Portscan 1
37. 60. 42. 244 147.237.77. 216 I srael dover.idf.il portscan: TCP DO stri buted Portscan 1
132. 66. 152. 226 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
37.26.148. 201 147.237.77. 216 I 'srael dover . idf il portscan: TCP D stributed Portscan 1
109. 67. 61. 116 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
2.54.142. 104 147.237.72. 166 I srael aka idf.il portscan: TCP O stributed Portscan 1
91. 201. 236. 113 147.237.8. 14 krai ne e.orchot.idf.il ET SCAN NVAP -sS w ndow 1024 1
84.108. 25. 37 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
80. 246. 138. 35 147.237.72. 166 I srael aka idf.il portscan: TCP O stributed Portscan 1
79.176. 112. 112 147.237.77. 216 I 'srael dover . idf il portscan: TCP D stributed Portscan 1
218.57.11.7 147.237. 76. 147 Chi na chi nuch. aka. i df .i ET SCAN Potential SSH Scan 1
68. 168. 213. 121 147.237.76. 42 Lhited Sates refuah.idf.il ET SCAN NVAP -sS wi ndow 2048 1
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW wth fake user agent 1
61.244. 49. 137 147. 237. 76. 147 Hong Kong chi nuch. aka. i df .i | ET SCAN NVAP -sS w ndow 1024 1
176.13. 3. 156 147.237.72. 166 I srael aka idf.il portscan: TCP O stributed Portscan 1
37.26. 148, 244 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
109. 75. 156. 161 147.237.77. 216 Czech Republic dover.idf.il portscan: TCP Distributed Portscan 1
5.102. 196. 228 147.237.72. 166 I srael aka idf.il portscan: TCP O stributed Portscan 1
91. 228. 248. 251 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
2.54.36. 94 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
87.70. 36. 161 147.237.72. 166 I srael aka idf.il portscan: TCP O stributed Portscan 1
80. 246. 138. 220 147.237.77. 216 I 'srael dover . idf il portscan: TCP D stributed Portscan 1
79.182. 152. 69 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
77.127. 84. 204 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

A tacker

scal e

count ry Target Address |Ste Signature
194. 218. 27. 162 |Sweden 147.237.72. 166 |aka.i df i Bad TCP sequence Invalid ACK nunber nonitor |75
194. 218. 27. 162 |Sweden 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid AGK nunber aert 41
Sreaming Engine: TGP Invalid i i ssi
212.179. 21. 194 |I srael 147. 237. 72. 167 |i shuri maka. i df . | 9 =g Invalid segment retransmssion. Packet | 24
Ret ransnm ssi on dr opped.
79.178.1.34  |israel 147.237.77. 234 |nal ag.icf.il  |Bad TCP sequence S retrensmt with different wndow oo [21
41. 33. 231. 90 Egypt 147.237. 77. 216 |dover.idf.il dr op SAMrul e drop 19
2.54.36.55 | srael 147.237.72. 166 |aka.idf . i SYN Attack SYN -> SYN-ACK -> RST rej ect 15
Sreamng Engine: TCP Invalid i i ssi
2.54.3. 46 | srael 147.237.72. 167 |i shuri maka. i df . i g _g nvalid segnent retransmssion. Packet drop 12
Ret r ansm ssi on dr opped.
Sreanming Engine: TCP Invalid i i ssi
109. 253. 195. 99 |1 srael 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssion. Packet |, 12
Ret ransnm ssi on dr opped.
Sreamng Engine: TCP Invalid i i ssi
87.68.76.48  |Israel 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. Packet |, 9
Ret ransm ssi on dr opped.
reanming BEngine: TCP Invali i i ssi
46.19.85.48 |Israel 147.237.72. 166 |aka. i df . i Streaming Engi ne: TCP Invalid invalid segnent retransnission. Packet drop 9
Ret ransm ssi on dr opped.
Sreaning Engi ne: TCP i
80. 215. 227. 251 |France 147. 237.77. 216 |dover. i df .1 9 =g TCP segnent out of naxi mmalloved |, 8
Segrent Limt Enforcenent sequence. Packet dropped.
reanming BEngine: TCP Invali i i ssi
185. 120. 126. 53 147.237.72. 166 |aka. i df . i Streaming Engi ne: TCP Invalid invalid segnent retransnission. Packet drop 6
Ret ransm ssi on dr opped.
2.54.36.55 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid AGK nunber nonitor |6
Sreaming Engine: TGP Invalid i i ssi
176.13.16.96 |l srael 147. 237.72. 166 |aka i df . i | 9 =g Invalid segment retransmssion. Packet | 6
Ret ransnm ssi on dr opped.
Sreamng Engine: TCP Invalid i i ssi
46.19.85.10  [Israel 147. 237. 77. 243 |mobi l e. i f . i 9 =g Invalid segnent retransmssion. Pecket | . 6
Ret ransm ssi on dr opped.
i Sreaming Engine: TGP Invalid i i ssi
141.8.132. 112 |¥ssian 147. 237.72. 166 |aka i df . i 9 =g Invalid segment retransmssion. Packet | 6
Federation Ret r ansn ssi on dr opped.
2.54.36.55 I srael 147.237.72.166 |aka i df .i | Bad TCP sequence Inval id sequence nunber nonitor |6
66.102.9.3 Lhited Sates |147.237.76.202|e.halag.idf.il |Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop
2.54.166.75 I srael 147.237.72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect
Sreamng Engine: TCP Invalid i i ssi
5.28.184.195 |israel 147. 237. 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. Pecket | . 6
Ret ransm ssi on dr opped.
Sreaming Engine: TGP Invalid i i ssi
37.26.149. 212 |israel 147. 237.72. 166 |aka i df . i 9 =g Invalid segment retransmssion. Packet | 6
Ret ransnm ssi on dr opped.
212.199. 34. 114 | srael 147.237.77. 216 |dover.i df .i drop First packet isn't SW drop
2.52.181.19 | srael 147.237.72. 166 |aka.i df .i SYN Attack SYN -> SYN-ACK -> RST rej ect
Sreanming Engine: TCP Invalid i i ssi
77.125. 148. 250 |1 srael 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssion. Packet |, 6
Ret ransm ssi on dr opped.
Sreamng Engine: TCP Invalid i i ssi
31. 168. 246. 128 |l srael 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. Packet |, 6
Ret r ansm ssi on dr opped.
62.0.244. 129 I srael 147.237.72. 166 |aka. i df . i dr op First packet isn't SN drop
84.111. 170. 206 |l srael 147.237.76. 42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect
2.54.36.55 I srael 147.237.72.166 |aka.i df .i | Bad TCP sequence I'nval i d ACK nunber alert
Sreanming Engine: TCP Invalid i i ssi
31.168.17. 161 |Israel 147.237.0.34  |tikshuv.idf.il 9 =g Invalid segnent retransmssion. Packet |, 6
Ret ransm ssi on dr opped.
Sreamng Engine: TCP Invalid i i ssi
77.126. 26. 228 |l srael 147.237.72. 167 |i shuri maka. i df . i g _g nvalid segnent retransmssion. Packet drop 6
Ret r ansm ssi on dr opped.
62.90. 153. 242 |l srael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Inval i d sequence nunber noni t or 5
. . SYNPAXK retransmit with different .
80. 246. 136. 94 |l srael 147.237.72. 166 |aka.i df . il Bad TCP sequence vi ndow scal e noni t or 5
2.54.36.55 I srael 147.237.72. 166 |aka.i df i SYN At tack SYN -> SYN-ACK -> Ti neout rej ect
212.143.142. 56 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
. . SYNPAXK retransmit with different .
185.32.179.70 |[Israel 147.237.72. 166 |aka.i df .i Bad TCP sequence vi ndow scal 6 nonitor |5
79.178.51.70  |[Israel 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 4
94.230. 86. 216 |lIsrael 147.237.72. 166 |aka. i df . il Bad TCP sequence I'nval i d ACK nunber noni t or 4
212.199. 34. 114 || srael 147.237.77. 216 |dover.idf.i | Bad TCP sequence I'nval i d ACK nunber nonitor |4
2.54.179.104 |[Israel 147.237.77. 243 |mobi le.idf il SYN At tack SYN -> SYN-ACK -> RST rej ect 4
37.26.149.165 |[Israel 147.237.76. 42 |refuah.idf.il Bad TCP sequence nonitor |4
185. 24. 207. 38 |[lIsrael 147.237.72. 166 |aka.i df .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
2.54.174.140 |[lsrael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 4
37.26.149.255 |[Israel 147.237.72. 166 |aka. i df i Bad TCP sequence nonitor |4
Sreaming Engine: TGP Invalid i i ssi
157.55.39. 253 |Wited Sates |147.237.76.200 |eitan. aka. i df.il 9 =9 Invalid segnent retransmssion. Packet |, 4
Ret r ansn ssi on dr opped.
2.54.172. 156 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
2.54,27.209 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
212.199. 34. 114 |l srael 147.237.77. 216 |dover.idf .i Bad TCP sequence Inval i d ACK nunber alert 4
188. 238. 95. 106 |F nl and 147.237.72. 156 |anan.idf . il dr op Frst packet isn't SN drop 4
2.54.174.140 |[Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval id AGK nunber noni tor |3
37.26.149.207 |Israel 147.237.76.42 |refuah.idf.il  |Bad TCP sequence StNretransmt wth different wndow |, o, 3
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A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
46. 19. 86. 219 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 144
46. 19. 85. 36 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 96
109. 253. 206. 252 |1 srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 78
2.54.135. 180 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 75
37.26.149.168 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 73
109. 253. 141. 185|I srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 39
46. 19. 86. 146 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 31
109. 253. 129. 161l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 18
37.26.147.166 |[Israel 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 15
176.13. 20. 52 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 9
87.71.21.122  |israel 147.237.72. 166 |aka. i df . i | g";'. ;il?lzi,Lf;ZUt hori zed Nethod for Known UR. from B ock 7
5.20.103.206  |Israel 147.237. 72. 166 [aka. i df . i | P, athort zed Nethod for Knoan LRL from Bl ock 6
134.191.232. 71 |lIsrael 147.237.77.216|dover . i df . il O stributed Lhaut hori zed URL Access on waw i df.il/error. htm B ock 4
2.54.22.36 I st ael 147.237. 72. 166 [aka. i df . i | chaut hor] zed het hod PCST /ff‘;rq_ asox Bl ock 4
212.25.107. 145 |Israel 147.237.77. 243 |nobi | e. i df . i | ﬁ;ﬂt :?r(;fz‘f? , g;esgrcy‘im oo/ st ohi | ddocurent s 1431 Bl ock 4
176.13.0.27  [israel 147.237. 77. 243 [nobi | e. i df . i | [l ot but od Paranet er /Eyhp:n:eggiivgf o var et er NowPassuord Bl ock 4
46. 19. 86. 129 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 3
46.118. 155. 216 |Wkrai ne 147.237.76. 147 |chi nuch. aka. i df . i | Ml tipl e Unaut horized URL Access from 46. 118. 155. 216 B ock 3
46. 19. 85. 99 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 3
37.26.146.239 |lIsrael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 3
2.54.13. 63 I srael 147.237.77. 243 |nobi | e. i df . i | Ez[)?rzt ?;Tﬁ’fs\gcﬂaiicﬂ;nggazfﬁjwd n B ock 3
109. 253. 136. 104|I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 3
37.26.148.144 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 3
176.13.20. 164 |l srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 3
46.19. 86. 195 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 3
46. 19. 86. 19 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 3
79.182.56.113 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/sip_storage/files/ 9/ B ock 3
5.102.196.228 |lsrael 147.237.72. 166 |aka. i df . i | Mil tipl e Unhaut horized URL Access from 5. 102. 196. 228 B ock 3
80. 246. 136. 182 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 3
2.52.145. 153 I srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 2
176. 13. 10. 69 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 2
212.25.107. 145 |[Israel 147.237.77.243|nobi l e.i df . i | Mil ti pl e Unaut hori zed URL Access from 212. 25, 107. 145 B ock 2
5.20.103.206  |Israel 147.237. 72. 166 [aka. i df . i | chau hort zed /'\’:;jr:/";i mgﬂ‘; . apx Bl ock 2
46.19. 85. 21 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 2
87.117.15. 10 gs::;”i on 147.237.0.34 |ti kshuv.idf.il PHP Att enpt B ock 2
5.102.196.228 |[lsrael 147.237.72. 166 |aka. i df . i | Dstributed PHP At enpt Bl ock 2
80. 246.136.94 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 2
31.154. 235. 163 |[lIsrael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 2
2.54.60. 105 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 2
84.108.7.119  |israel 147.237. 72. 166 |aka. i df . i | m”;’k‘“; izaf‘r.?'rftn;r nf;;g?:;‘jtgaggffEZﬁSECDhsaChar$°t' 590n None 1
212.76.98. 80 I srael 147.237.72. 166 [aka. i df . i | Ml tiple Unaut horized URL Access from 212. 76. 98. 80 B ock 1
192.118.78.57 |Israel 147.237.77. 216 |dover . i df . i | Unhaut hori zed LRL Access to wawidf.il/rul es. abe B ock 1
80. 161. 191. 25 Denmar k 147.237.0. 17 ][n inly- kosher -kravi . id Unaut hori zed URL Access to 147.237.0. 17/robot s. t xt B ock 1
5.102.196.228 |lsrael 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to aka.idf.il/aj ax/ updat est at us. php B ock 1
64.62.219.148 |[thited Sates [147.237.72.166|aka.idf.il Untraceabl e SSL Sessi ons: Qpen Mde None 1
87.117. 15. 10 g;z:;”i o 147.237.0.34 |tikshuv.idf.il Adnin Bl ocki ng B ock 1
212.25.102.182 Israel 147.237.76.42 |refuah.idf.il O ted et rorized ﬁaﬁcg‘fp‘:‘( on Bl ock 1
81.218.22.216 [Israel 147.237.77.74 |lawi df .i| amer Uhe ;ﬁg'ﬁi:;’;g;::eip;” Bl ock 1
79.178.103. 187 |israel 147.237.72. 166 |aka. i df . i | i‘sgtégzﬁajspﬁngﬁ: &;DETiﬁicﬁng; on None 1
54.213.103.226 |Wited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to 147.237.77. 216/ B ock 1
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