03-01-2016-11:04:09 to 03-01-2016-12:04:09

1"PT SwNn Q.
Ov IDF Under Attack
www.gov.il Da”y Report

|Top Targets |
8, 000+
6, 0004
B dover.idf.il
4 000k W aka.idf.il
’ M nadi matal.idf.il
1. B obi le.idf.il
Number 2, 000 B tikshuv.idf.il
Att(zlcks M hal ag.idf.il
- : [Meitan. aka.idf.il
. X & & X \ N N
\& O \& \& ’\6 N .\6 & & S M nat pash.idf.il
> . e Q- O Q N N \
& ¥ LN & & P S ~ o
S > O o Q o~ & ¥ /&é\ wwn chamat z. aka. i df . i |
S L &® N W@ R 14
) A > & > MW aman.idf.il
8 &
&
Top Tar get
[Top Attackers |
8. 000+
6, 000-
W 185.5. 223. 12
i 46. 19. 85. 214
4, 000- I 194. 218. 27. 162
37. 26. 146. 146
Nurrber - B 149. 88. 215. 142
a M 2.52. 15. 163
Atacks 2, 000y W 81. 218.57. 61
] M 185. 32. 179. 80
46. 19. 85. 215
0- 109. 65. 175. 247
U & S ¥ q/bf\ H
o R AN AR SN C RN O o
2 X AN N > N S 3
& & USRS S
N © S K ¥ \/&

Top Attackers



03-01-2016-11:04:09 to 03-01-2016-12:04:09

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country

Target Address|Site

Signature

Device Action|Count|

185. 5. 223. 12 Pal estinian Territory, Qcupi ed|147.237.77.216 dover.idf.il DC5- HTTP-fi ref | ood dest - reset 7805
185. 5. 223. 12 Pal estinian Territory, Qcupi ed|147.237.77.216 dover.idf.il Bl ock_Udp All _Nets drop 3563
185. 5. 223. 12 Pal estinian Territory, Qccupi ed|147.237.77.216 dover.idf.il DOS- LA C- TCP- 80- cat dest - reset 255
209. 126. 122. 20 Lhited Sates 147.237.77. 170 naar achot . i df .i | Bl ock_Udp Al Nets drop 5
209. 126. 122. 20 Lhited Sates 147.237.77. 212 e.dover.idf.il Bl ock_Up Al _Nets drop 4
217.26.171.188 Ml dova, Republic of 147.237.77. 176 nat pash. i df . i | L4 Source or Dest Port Zero drop 2
89. 248. 172. 207 Net her | ands 147.237. 76. 86 navy.idf.il B ock Np Al _Net drop 1
185.94.111. 1 147.237.77. 234 hal ag.idf.il Bl ock_Udp All _Nets drop 1
184. 105. 247. 235 Lhited Sates 147.237. 8. 27 e.nadi matal .idf.il B ock Wp Al Nets drop 1
41.178. 246. 157 Egypt 147.237.77.216 dover.idf.il HTTP- M sc- BadBl ue-Di r - Trave- 2 |dest - reset 1
217.26.171. 188 Mol dova, Republic of 147.237.76. 176 test.ncore.idf.il L4 Source or Dest Port Zero drop 1
185.94. 111. 1 147. 237. 76. 147 chi nuch. aka. i df . il ock Wp Al _Nets drop 1
89. 248. 172. 207 Net her | ands 147.237.77. 226 wan chanat z. aka. i df . i | B ock Np Al _Net drop 1
1.34.18. 227 Tai wan 147.237.0. 15 kasher-kravi .idf.il Bl ock_Udp All _Nets drop 1
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 1
185.94.111. 1 147.237.77.121 e.navy.idf.il Bl ock_Udp Al Nets drop 1
184. 105. 139. 110 Lhited Sates 147.237.77. 205 prisha.idf.il B ock Np Al _Net dr op 1

1. 34.18. 227 Tai wan 147.237.0. 16 ny-kosher-kravi .idf.il ock Wp Al _Nets drop 1
209. 126. 122. 20 Lhited Sates 147.237.77.176 nat pash. i df .i | ock_Wdp Al _Nets dr op 1
89. 248. 172. 207 Net her | ands 147.237.76. 44 e.refuah.idf.il B ock Np Al Net drop 1
185.94.111.1 147.237.77. 205 prisha.idf.il B ock Wp Al Nets drop 1
184. 105. 247. 219 Lhited Sates 147.237.77. 179 e.nazi.idf.il Bl ock_Udp Al Nets drop 1

1. 34.18. 227 Tai wan 147.237.0. 17 mny-kosher-kravi.idf.il |B ock Wp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site Devi ce Action |Count
82. 80. 193. 236 I srael 147.237.0. 34 tikshuv.idf.il [ClL000138: HITP. prefix 1.01 in the LR B ock 9
79.176.30.9 I srael 147.237.0. 34 tikshuv.idf.il |Cl1000138: HTTP. prefix 1.0l in the URL B ock 8
109. 64. 125. 249 | srael 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the URL B ock 8
46. 19. 86. 56 I srael 147.237.0. 34 tikshuv.idf.il [ClL000138: HITP. prefix 1.01 in the LR B ock 5
194. 114. 146. 227 I srael 147.237.0. 34 tikshuv.idf.il |Cl1000138: HTTP. prefix 1.0l in the URL B ock 3
173. 234. 153. 122 Lhited Sates 147.237.72. 166 aka.idf.il C1000074: HTTP. naj estic bot B ock 2
5. 102. 220. 231 I srael 147. 237.72. 166 aka.idf.il C1000008: HTTP: Xenu User Agent B ock 2
69. 30. 215. 130 Lhited Sates 147.237.77. 216 dover.idf.il C1000074: HTTP. naj estic bot B ock 2
144.76.12. 75 Ger many 147.237.77. 216 dover.idf.il C1000074: HTTP. naj estic bot B ock 2
81.218. 151. 130 I srael 147.237.0. 34 tikshuv.idf.il [ClL000138: HITP. prefix 1.01 in the LR B ock 1
213.57.218. 226 I srael 147.237.76. 86 navy.idf.il C1000008: HTTP: Xenu User Agent B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Qountry |Signature

66. 249. 66. 184 147.237. 0. 34 Lhited Sates tikshuv.icf.il ET SCAN NVAP -sA (2) 26
37.26.147. 221 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
109. 67. 155. 115 147.237. 72. 166 I 'srael akaidf.il portscan: TCP DO stributed Portscan 1
2.54.51.198 147.237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
89. 138. 108. 199 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
2.52.182. 240 147.237. 72. 166 I 'srael akaidf.il portscan: TCP DO stributed Portscan 1
84.111. 65. 41 147.237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
79.182. 190. 32 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
79.178. 106. 181 147.237. 72. 166 I 'srael akaidf.il portscan: TCP DO stributed Portscan 1
212. 150. 190. 98 147.237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
41.41.29. 238 147.237.77. 216 Egypt dover.idf.il ET SCAN NVAP -sS w ndow 2048 1
188. 120. 148. 150 147.237.77. 216 I 'srael dover.idf.il portscan: TCP DO stributed Portscan 1
40.117. 149. 78 147. 237. 76. 198 Lhited Sates e.yohal an.idf.il ET SCAN NVAP -sS wi ndow 1024 1
146. 185. 250. 2 147.237.77. 74 Russi an Federation lawidf.il ET SCAN NVAP -sS w ndow 1024 1
31.168. 172. 147 147.237.77. 216 I 'srael dover.idf.il portscan: TCP DO stributed Portscan 1
109. 65. 120. 202 147.237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
2.54.28.136 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
84.228. 87. 232 147.237. 72. 166 I 'srael akaidf.il portscan: TCP DO stributed Portscan 1
82. 80. 193. 236 147.237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
79.182. 135. 178 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
77.126.235. 71 147.237. 72. 166 I 'srael akaidf.il portscan: TCP DO stributed Portscan 1
213.57.101. 190 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
46. 19. 86. 102 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW wth fake user agent 1
41.41.29.238 147.237.77. 216 Egypt dover.idf.il ET SCAN NVAP -f -sS 1
183. 3. 202. 115 147.237.0. 33 (hi na Pdf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Devi ce

Attacker Address [Attacker Gountry |Target Address |Ste Signature Action ‘Count
Pal esti ni an
185. 5. 223. 12 Territory, 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 1315
Qccupi ed
194.218.27. 162 |Sweden 147. 237. 72. 166 |aka.i df . i | Bad TCP sequence I'nval i d ACK nunber nonitor |78
194. 218.27. 162 |Sweden 147.237.72. 166 |aka i df .i | Bad TCP sequence I'nval i d AGK nunber alert 43
149. 88.215.142 |Israel 147.237.77. 234 |hal ag.i of .1 Bad TCP sequence Sretransmt wth i fferent moni tor |40
wi ndow scal e
S reanmng Engi ne: TCP i i ssi
81.218.57.61  |Israel 147.237.76. 200 |ei tan. aka. i df .i mng ngine. Invalid segnent retransmssion. | 34
Inval i d Retransmission Packet dropped.
109. 65. 175. 247 |Israel 147.237.72. 166 |aka. i of .| Bad TCP sequence SN retransmt wih different moni tor |27
wi ndow scal e
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 20
S reaning Engi ne: TCP i i ssi
46.19.86.218  |Israel 147. 237. 72. 166 |aka. i of . i | mng tngine. Invalid segnent retransmssion. | 18
Inval i d Retransmission Packet dropped.
Sreamng Engi ne: TCP i i ssi
46.19.85.198  |israel 147. 237. 72. 166 |aka. i f . i mng tngine: Invalid segnent retransmssion. 18
Inval i d Retransnission Packet dropped.
213.229. 65. 183 |nited Kingdom |147.237.77.226 ”’i ““I“ha”atz'aka"df dr op First packet ism't SWN drop 13
Pal esti ni an
185. 5. 223. 12 Territory, 147. 237.77. 216 |dover.idf .i SYN Attack rej ect 12
Qcecupi ed
S reanmng Engi ne: TCP i i ssi
85. 130. 240. 165 || srael 147.237.72. 166 |aka i df .i mng Engine. Invalid segnent retransmssion. | 12
Inval i d Retransmission Packet dropped.
reamng Engi ne: T i i ssi
2.54.163.182  |israel 147.237.77. 243 |nobi l e. i df .| Streamng Engi ne: TCP Invalid segnent retransmssion. g, 12
Inval i d Retransnission Packet dropped.
S reanmng Engi ne: TCP i i ssi
46.19.85.83  |Israel 147.237.77. 243 |nobi le. i o . i1 mng ngine. Invalid segnent retransmssion. | 12
Inval i d Retransmission Packet dropped.
reamng Engi ne: T i i ssi
46.117.250. 172 |Israel 147.237.72. 166 |aka. i of . Streanng Engi ne: TCP Invalid segnent retransmssion. g 12
Inval i d Retransnission Packet dropped.
S reanmng Engi ne: TCP i i ssi
87.71.54.16  |Israel 147.237.72. 166 |aka i df .i mng ngine. Invalid segnent retransmssion. | 9
Inval i d Retransmission Packet dropped.
reamng Engi ne: T i i ssi
109.67.123.71 [ srael 147.237. 72. 166 |aka. i df . i Streamng Engi ne: TCP Invalid segnent retransmssion. g, 9
Inval i d Retransnission Packet dropped.
S reanmng Engi ne: TCP i i ssi
109. 253. 200. 1621 sr ael 147.237.77. 243 |nobi le.i o . i1 mng ngine. Invalid segnent retransmssion. | 9
Inval i d Retransmission Packet dropped.
62.0.206. 1 | srael 147.237.72. 156 [anan.idf .il dr op First packet isn't SN drop 7
. . SN retransmt wth different
85. 65. 24. 26 I srael 147.237.77. 234 |nal ag.idf. il Bad TCP sequence wi ndow scal e alert 7
46. 19. 85. 13 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence I'nval i d AGK nunber nonitor |6
ream n ine: T i i ssi
109. 253. 159. 60 |Israel 147.237.72. 166 |aka i f .11 Streamng Engi ne: TCP Invalid segnent retransmssion. g, 6
Inval i d Retransmi ssion Packet dropped.
o SYNVACK retransmt wth different .
37.26.149.186 |Israel 147. 237. 72. 166 |aka.i df . | Bad TCP sequence wi ndow scal e nonitor |6
ream n ine: T i i ssi
212.235.113.35 | srael 147.237.72. 166 |aka.i df . i Streamng Engi ne: TCP Invalid segnent retransmssion. g, 6
Inval i d Retransmi ssion Packet dropped.
Sreamng Engi ne: TCP i i ssi
109. 253. 137. 106/l srael 147. 237.77. 243 |nobi l e. i f . | mng ngine. Invalid segnent retransmssion. | 6
Inval i d Retransmi ssion Packet dr opped.
ream n ine: T i i ssi
37.26.147.221 |israel 147.237.72. 166 |aka.i df . i Streamng Engi ne: TCP Invalid segnent retransmssion. g, 6
Inval i d Retransmi ssion Packet dropped.
Sreamng Engi ne: TCP i i ssi
31.168.13.78  |israel 147. 237. 72. 167 |i shuri maka. i of . i mng ngine. Invalid segnent retransmssion. | 6
Inval i d Retransmi ssion Packet dr opped.
Sreaning Engi ne: TCP i i ssi
94.230.93.211 | srael 147.237.0.34  |tikshuv.idf.il mng tngine. Invalid segnent retransmssion. g 6
Inval i d Retransmi ssion Packet dropped.
Sreamng Engi ne: TCP i i ssi
204.12.251.37 |wited Sates 147. 237. 72. 166 |aka. i of . i | mng ngine. Invalid segnent retransmssion. | 6
Inval i d Retransm ssion Packet dr opped.
Sreaning Engi ne: TCP i i ssi
2.52.143. 64 I srael 147. 237. 72. 166 |aka. i of . i | mng tngine. Invalid segnent retransmssion. g 6
Inval i d Retransmi ssion Packet dropped.
S reamng Engi ne: TCP i i ssi
31.168. 183. 202 |Israel 147. 237. 72. 166 |aka. i of . i | mng ngine. Invalid segnent retransmssion. | 6
Inval i d Retransmi ssion Packet dr opped.
85. 65. 24. 26 I'srael 147.237.77. 234 |hal ag. i . i Bad TCP sequence SNretransmt with i fferent moni tor |6
w ndow scal e
S reamng Engi ne: TCP i i ssi
82.80.61.179  |Israel 147. 237. 72. 166 |aka. i of . i | mng ngine: Invalid segnent retransmssion. | 6
Inval i d Retransmi ssion Packet dr opped.
195. 160. 242. 40 |l srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
46.19. 85. 41 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber aert 5
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 5
46. 19. 85. 13 I sr ael 147. 237. 77. 176 |nat pash. i of . i | Bad TCP sequence I'nval i d AGK nunber nonitor |5
212.235.98. 139 |Israel 147.237.72. 166 |aka. i df .il Bad TCP sequence Invalid sequence nunber moni tor |5
94.230.86.128 |lsrael 147.237.72. 166 |aka.i df .i | Bad TCP sequence I'nval i d AGK nunber nonitor |4
5. 29. 109. 105 I srael 147.237.72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect 4
46. 19. 85. 148 | srael 147.237.76. 42 |refuah.idf.il drop First packet isn't SN drop 4
S reaning Engi ne: TCP i i ssi
2.52.182.229  |israel 147. 237. 72. 166 |aka. i of . i | mng tngine. 1 Invalid segnent retransmssion. | 3
Inval i d Retransmission Packet dropped.
S reamng Engi ne: TCP i i ssi
79.176. 181. 142 | srael 147. 237. 72. 166 |aka. i f . i mng tngine: Invalid segnent retransmssion. 3
Inval i d Retransnission Packet dropped.
S reaning Engi ne: TCP i i ssi
109. 253. 130. 206/l srael 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. | 3

Inval i d Retransnissi on

Packet dropped.
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Attacker Address [Attacker Gountry |Target Address |Ste Signature
Sreaning Engi ne: TCP i i ssi

2.52.130.239  |Israel 147. 237. 72. 166 |aka. i of . i | mng tngine. Invalid segnent retransmssion. g 3
Inval i d Retransnission Packet dropped.
Sreamng Engi ne: TCP i i ssi

37.26.147.148 |Israel 147.237.72. 166 |aka. i df .| mng tngine: 1 Invalid segnent retransmssion. 3
Inval i d Retransmi ssi on Packet dr opped.
Sreaning Engi ne: TCP i i ssi

46.19.85.100  |Israel 147. 237. 72. 166 |aka. i of . i | mng tngine. Invalid segnent retransmssion. g 3
Inval i d Retransnission Packet dropped.

. o Streamng Engi ne: TCP TCP segnment out of naxi num

93.113.125.11 |Ronani a 147.237.77.176 [nat pash.idf . il Segnent Linit Enforcenent |alloved sequence. Packet dropped. drop 3
Sreaning Engi ne: TCP i i ssi

2.54.130.219  |Israel 147. 237. 72. 166 |aka. i of . i | mng tngine. Invalid segnent retransmssion. g 3
Inval i d Retransnission Packet dropped.
Sreamng Engi ne: TCP i i ssi

79.180. 163. 204 |Israel 147.237.72. 166 |aka. i df .| mng tngine: 1 Invalid segnent retransmssion. 3
Inval i d Retransm ssi on Packet dr opped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
46. 19. 85. 214 | srael 147.237.0.19 |madimatal .idf.il{Ostributed Suspicious Response Code B ock 131
37.26.146.146 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 43
2.52.15. 163 I srael 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code B ock 37
185.32.179.80 |Israel 147.237.0.19 |madimatal .idf.il{Ostributed Suspicious Response Code B ock 31
46. 19. 85. 215 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 29
2.54.23.38 | srael 147.237.77. 243 |nobi | e. i df . i | Eoiti:'et_"i‘td? mrsra'glz: /I{f;g\:;;;sa;'ﬂgf dogaram r Fepeat Passvor d B ock 8
176.13.9. 49 I srael 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code B ock 6
149.88.63.114 |l srael 147.237.77. 243 |nobi l e. i df . i | Eg[)ﬁtt o T?/Ffsrcﬁla?; icﬁgngim\%%d tn Bl ock 4
37.26.147.143 |lsrael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 4
37.26.146.188 |[Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 4
109. 253. 197. 119]I srael 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code B ock 4
2.52.32.195 | srael 147.237.0.19 |nmadimatal .idf.il{Ostributed Suspicious Response Code B ock 4
176.13.13.73 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
80. 246. 136. 223 |[Israel 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code B ock 3
2.54.163. 182 | srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 3
66. 249. 69. 26 Lhited Sates |147.237.77.216|dover.idf.il Mil ti pl e Unaut horized URL Access from 66. 249. 69. 26 B ock 3
109. 253. 200. 162]I srael 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code B ock 3
2.52.14. 252 | srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 3
46. 19. 85. 83 I srael 147.237.77.243|nobi | e.i df . i | DO stributed Suspici ous Response Qode B ock 3
176.13.20. 155 |Israel 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code B ock 3
185.32.179. 103 |Israel 147.237.0.19 |madimatal .idf.il{Ostributed Suspicious Response Code B ock 3
80.178.157.52 |[Israel 147.237.77.243|nobi | e.i df . i | DO stributed Suspici ous Response Qode B ock 3
37.26.146.221 |[Israel 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code B ock 3
109. 253. 199. 57 |l srael 147.237.77.243|nobi l e. i df . i | Mil tipl e Wnaut hori zed URL Access from 109. 253. 199. 57 B ock 3
87. 68. 255. 89 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
176. 13. 23. 69 I srael 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code B ock 2
212.179. 218. 166 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to v aka. i df.il/main/scripts/css3pie. htc B ock 2
176.13.18. 84 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
109. 253. 140. 117|I srael 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code B ock 2
109. 66. 162. 212 |Israel 147.237.77. 176 |nat pash. i df . i | m“é:;;i.ﬁ?. itﬂ‘sipg_c;?ra;zm | s/ & 4616, | pg B ock 2
176.13.1.95 I srael 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code B ock 2
149.56.12. 108 |lhited Sates |[147.237.72.166|aka.idf.il Lht raceabl e SSL Sessi ons: (pen Mbde None 2
91.221. 59. 27 Ger many 147.237.77.216|dover. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 2
46.19. 85. 140 I srael 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code B ock 2
54.213.103.226 |Lhited Sates [147.237.72.166|aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
212.179.21.194 |Israel 147.237.77.216|dover. i df . i | Uhaut hori zed URL Access to v i df . il/aj ax/ updat est at us. php B ock 1
2.54. 156. 87 I srael 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code B ock 1
95.86.116.153 |l srael 147.237.72.166 |aka. i df . i | mn;’k":i?'?ﬁtn: n/SLg.rzeciiinm nasl Ul i st 85px None 1
46.19.86.206  |Israel 147.237.77. 234 |hal ag. i df . i | i;t ;Esuﬁdzgl‘fmgéﬁiﬂaﬁa osess 1c.)2;i . Bl ock 1
73.181.130.85 [lnited Sates |147.237.77.216|dover.idf.il Lht raceabl e SSL Sessi ons: (pen Mbde None 1
37.203.214.2 Sweden 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to waw i df.il/wp-1ogin. php Bl ock 1
109. 253. 131. 20 |l srael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/ 1134- he/ at al . aspx B ock 1
66. 249. 66. 96 Lhited Sates [147.237.72.166|aka.idf.il Unhknown Par anet er anp; popi d i n v aka. i df . i | /1 ondi ni t ochen/ None 1
54.152.253. 154 |Lhited States [147.237.77.176|nat pash.idf.il Dstributed PHP Attenpt B ock 1
185. 32. 179. 230 |l srael 147.237.72. 167 |i shuri maka. i df . i|jUntraceabl e SSL Sessi ons: (pen Mbde None 1
2.52.143.253  |Israel 147.237.72. 156 |anan. i df . i | mugzg;' fﬁ?. Hj‘cgﬁggf; (t:(c))re/ doc. mur/ undef i ned B ock 1
93.113.125.11 |Romani a 147.237.77. 176 [nat pash. i df . i|  |Uhauthorized URL Access to / B ock
68.180.230.29 |lhited Sates |147.237.77.176|nat pash.idf.il Paraneter Type M ol ation PageNumin v cogat . i df.il/901-ar/ cogat. aspx B ock 1
109. 253.199. 57 |l srael 147.237.77. 243 |nobi | e. i df . i | ﬁ;ﬂtxr(;leie?/g‘eggfﬁsemZtesll <t ohi | ddocunent &/ 1362 B ock 1
54.229. 27. 70 Irel and 147.237.77. 170 |maar achot . i df . i | [Uhaut hori zed URL Access to 147.237.77. 170/ B ock 1

03-01-2016-11:04:09 to 03-01-2016-12:04:09




