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Pal estinian Territory,

46. 244. 64. 164 Qecupi ed 147.237.77. 216 dover.idf.il ock_Wp_All _Nets drop 48
184. 105. 139. 90 Lhited Sates 147.237.77. 74 lawidf.il Bock Np Al Net drop 1
89. 248. 172. 207 Net her | ands 147.237.77. 212 e.dover.idf.il Bock Np Al Net drop 1
184. 105. 139. 122 Lhited Sates 147.237.77.121 e.navy.idf.il B ock Np Al Net drop 1
184. 105. 139. 74 Lhited Sates 147.237. 0. 33 idf.il B ock Np Al _Net dr op 1
184. 105. 139. 94 Lhited Sates 147.237.0. 16 ny-kosher-kravi.idf.il |B ock_ Np Al _Net drop 1
159. 203. 25. 95 Lhited Sates 147.237.77. 243 nobi | e.idf.il B ock Np Al Net drop 1
184. 105. 139. 126 Lhited Sates 147.237. 8. 45 eetanidf.il Bock Np Al Net drop 1
184. 105. 139. 74 Lhited Sates 147.237.8.28 e.nobi l e-ks.idf.il B ock Np Al Net drop 1
54.72.182. 187 Irel and 147.237.77. 216 dover.idf.il Bl ock UWp Al Nets drop 1
184. 105. 139. 98 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il B ock Np Al _Net drop 1
174.112. 92. 61 Canada 147.237.77.216  |dover.idf.il :;J; handshake viol ation, first packet mot |, 1
184. 105. 139. 90 Lhited Sates 147.237.72. 167 i shurimaka.idf.il B ock Np Al Net drop 1
74.82.47.25 Lhited Sates 147.237.0. 33 idf.il B ock_Udp Al _Nets drop 1
184. 105. 139. 106 Lhited Sates 147.237.77.216 dover.idf.il B ock Np Al _Net dr op 1
180. 97. 106. 37 Chi na 147.237.76. 201 eatal.idf.il ock Wdp Al _Nets drop 1
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Devi ce Action |Oount |

109. 64. 85. 135 I srael 147.237.0. 34 tikshuv.idf.il [ClL000138: HITP. prefix 1.01 in the LR B ock 6
80. 246. 130. 99 I srael 147.237.0. 34 tikshuv.idf.il |ClL000138: HITP. prefix 1.01 in the URL B ock 6
46. 19. 86. 56 | srael 147.237.0. 34 tikshuv.idf.il |Cl000138: HITP. prefix 1.01 in the URL Bl ock 2
2.54.133.136 I srael 147.237.0. 34 tikshuv.idf.il [ClL000138: HITP. prefix 1.01 in the LR B ock 2
51.255.162.165 |United Kingdom [147.237.77.216 |dover.idf.il C1000074: HITP. maj estic bot B ock 2
69. 30. 215. 106 Lhited Sates 147.237.72.166 |aka.idf.il C1000074: HTTP. maj estic bot B ock 2
69. 30. 215. 106 Lhited Sates 147.237.77.216 |dover.idf.il C1000074: HITP. naj estic bot B ock 2
5.102. 220. 231 I srael 147.237.72.166 |aka.idf.il C1000008: HTTP: Xenu User Agent B ock 1
31.168. 10. 91 I srael 147.237.0. 34 tikshuv.idf.il |CL000138: HITP. prefix 1.01 in the URL B ock 1
37.26. 147. 147 I srael 147.237.77.176 |mat pash.idf.il |14170: HITP. B ank User-Agent (descriptor but no string) B ock 1
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Attacker Address |Target Address Attacker Qountry |Signature

31.154.94. 12 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 2
109. 67. 28. 170 147.237.72. 166 I 'srael aka idf.il portscan: TGP D stributed Portscan 2
212.235. 98. 139 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 2
2.54.24.115 147.237. 72. 166 I srael aka.idf.il portscan: TCQP D stributed Portscan 1
85. 130. 223. 95 147.237.77.216 I 'srael dover.idf.il portscan: TGP D stributed Portscan 1
80. 178. 187. 105 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
79.179. 28. 93 147.237.77. 216 I srael dover.idf.il portscan: TCQP D stributed Portscan 1
62.219. 114. 144 147.237.77.216 I srael dover.idf.il portscan: TGP D stributed Portscan 1
61. 244. 49. 137 147. 237. 76. 148 Hong Kong gqcent er . aka. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
212.179. 21. 194 147.237. 72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
46. 19. 85. 201 147.237.72. 166 I srael aka.idf.il portscan: TGP D stributed Portscan 1
132. 72. 230. 47 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
109. 205. 117. 21 147.237.77. 216 Irag dover.idf.il portscan: TGP D stributed Portscan 1
2.54.156. 248 147.237.72. 166 I srael aka.idf.il portscan: TGP D stributed Portscan 1
85. 65. 15. 215 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
79. 180. 35. 164 147.237. 72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
79.177.188. 188 147.237.72. 166 I srael aka.idf.il portscan: TGP D stributed Portscan 1
62. 32. 20. 163 147.237. 72. 166 Swtzerl and aka.idf.il portscan: TCP D stributed Portscan 1
46. 19. 85. 223 147.237.77. 216 I srael dover.idf.il portscan: TCQP D stributed Portscan 1
212.29.192. 107 147.237.77.216 I 'srael dover.idf.il portscan: TGP D stributed Portscan 1
31. 210. 180. 231 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
118. 173. 161. 43 147.237. 72. 166 Thai | and aka.idf.il portscan: TCP D stributed Portscan 1
5.22.135. 115 147.237.72. 166 I 'srael aka idf.il portscan: TGP D stributed Portscan 1
109. 186. 154. 248 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
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A tacker
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194.218.27. 162 |Sweden 147. 237. 72. 166 |aka.i of . i | Bad TCP sequence I'nvali d ACK nunber noni t or 88
Sreamng BEngine: TCP Invalid i i ssi
81.218.57.61  |Israel 147.237.76. 200 |6i tan. aka. i df .i 9 =9 Invalid segnent retransnission drop 66
Ret r ansm ssi on Packet dropped.
194. 218.27. 162 |Sweden 147.237.72.166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber alert 45
41.33.231.90  |Egypt 147. 237. 77. 216 |dover.i df .i | drop SAMrul e drop 25
Sreaming Engine: TGP Invalid i i ssi
176.13.16. 165 | srael 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. drop 18
Ret r ansni ssi on Packet dropped.
reanmn ine: TCP Invali i i ssi
212.179.21. 194 |israel 147, 237, 76. 200 |ei tan. aka. i of. i1 | €M NG Engi ne: TP alid invalid segnent retransnission drop 16
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
79.182.11.202 |israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmission drop 12
Ret r ansni ssi on Packet dropped.
reanmn ine: TCP Invali i i ssi
109. 226.48.58 |Israel 147. 237.72. 166 |aka i df . i | Streamng Engi ne: TCP alid invalid segnent retransnission drop 12
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
212. 179. 230. 251 srael 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmission drop 12
Ret r ansni ssi on Packet dropped.
reanmn ine: TCP Invali i i ssi
109. 253. 223. 131 | srael 147.237.0.34 |tikshv.icr.i1 |2/ SAMNG Engine: TCP Invalid finvalid segnent retransmissi on. drop 12
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
85. 130. 240. 165 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmission drop 12
Ret r ansni ssi on Packet dropped.
reanmn ine: TCP Invali i i ssi
81.218.57.61  |Israel 147. 237. 72. 156 |anan. i of . i Streamng Engine: TCP Invalid Jinvalid segnent retransnission drop 11
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
109.253. 142.3  |israel 147.237. 77. 243 |robi | e i df . i | 9 =9 Invalid segnent retransmission drop 9
Ret r ansni ssi on Packet dropped.
reanmn ine: TCP Invali i i ssi
185.32.179.87 |israel 147.237.77. 243 |rvi e ior.i1 | AM NG Engine: TP Invalid - invalid segnent retransmssi on. drop 9
Ret r ansm ssi on Packet dropped.
77.126.221.123 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 9
reaming BEngine: TCP Invali i i ssi
84.228.252.87 | srael 147.237.72. 166 |aka. i df . i Streamng Engine: TCP Invalid Jinvalid segnent retransnission drop 9
Ret r ansmi ssi on Packet dropped.
77.126.221.123 |lsrael 147.237.77. 176 |nat pash. i df . il drop First packet isn't SYN drop 7
Sreaming Engine: TGP Invalid i i ssi
79.177.159.86 |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmission. drop 6
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
77.125.101. 238 | srael 147. 237. 72. 166 |aka. i f . i 9 =9 Invalid segnent retransmssion. drop 6
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
149. 78. 255, 250 | srael 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmission. drop 6
Ret r ansni ssi on Packet dropped.
46. 19. 85. 137 I sr ael 147.237.76. 42 |refuah.idf.il Bad TCP sequence I'nvali d ACK nunber aert 6
Sreaming Engine: TGP Invalid i i ssi
109. 65. 63. 197 I srael 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransnission. drop 6
Ret r ansni ssi on Packet dropped.
reanmn ine: TCP Invali i i ssi
109. 253. 204. 178|i srael 147. 237 72. 167 |t shuri maka i of || €2 NG Engine: TCP Invalid invalid segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
46.19.85.183  |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmission drop 6
Ret r ansni ssi on Packet dropped.
46. 19. 85. 137 I sr ael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
Sreamng BEngine: TCP Invalid i i ssi
212. 143. 242. 194|i srael 147.237.72. 166 |aka. i f .11 9 =9 Invalid segnent retransnission drop 6
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i Ssi
192. 117. 150. 233|i srael 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. drop 6
Ret r ansmi ssi on Packet dropped.
172.56.37.172 [Wnited Sates |147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
85.130.223.95 |[lIsrael 147. 237.77. 216 |dover.idf .il Bad TCP sequence Invalid ACK nunber noni t or 5
212.143.142.56 |[Israel 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
85.130.223.95 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
46. 19. 85. 137 I srael 147.237.77. 216 |dover.idf. | Bad TCP sequence Invalid ACK nunber noni t or 4
85.130.223.95 |[lIsrael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
46. 19. 85. 137 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber aert 4
Sreaming Engine: TGP Invalid i i ssi
37.26.148.222 |israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
62.219. 115. 187 | srael 147. 237. 72. 166 |aka. i f . i 9 =9 Invalid segnent retransmssion. drop 3
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
79.183. 188. 169 |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreanmng Engine: TCP Invalid i i ssi
109. 253. 218. 1551 sr ael 147. 237.77. 243 |mobi l e, i f . i 9 =9 Invalid segnent retransmssion. drop 3
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
2.52.174.194  |israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmission. drop 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
37.26.146.188 | srael 147. 237. 72. 166 |aka. i o . i 9 =9 Invalid segnent retransmssion. drop 3
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
109. 67.116.85 |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmission. drop 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
77.127.216.44  |israel 147. 237. 72. 166 |aka. i o . i 9 =9 Invalid segnent retransmssion. drop 3
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
82.80.181.192 |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmission. drop 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
109. 64.13.161  |Israel 147. 237. 72. 166 |aka. i f . 9 =g Invalid segnent retransmssion. drop 3

Ret r ansm ssi on

Packet dropped.
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Sreaming Engine: TP Invalid i i ssi
212.179. 218. 166 I srael 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. drop
Ret r ansm ssi on Packet dropped.
Sreaming BEngine: TCP Invalid i i ssi
2.54.21. 29 I srael 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. drop
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TP Invalid i i ssi
37.26.147.186 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. drop
Ret r ansm ssi on Packet dropped.
Sreamng BEngine: TCP Invalid i i ssi
109.65.171.90 | srael 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. drop
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TP Invalid i i ssi
2.52.48. 80 I srael 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. drop
Ret r ansm ssi on Packet dropped.
Sreamng BEngine: TCP Invalid i i ssi
82.81.15. 71 I srael 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransnission. drop

Ret ransm ssi on

Packet dropped.
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176.13.13.73 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 91
87. 68. 255. 89 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 90
46.19. 85. 109 I srael 147.237.0.19 |madimatal .idf.i|Ostributed Suspicious Response Code B ock 75
2.52.15.163 I srael 147.237.0.19 |[nadimatal .idf.i|Dstributed Suspicious Response Code B ock 74
2.54.159. 101 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 73
37.26.146. 146 |[Israel 147.237.0.19 |madimatal .idf.i|Ostributed Suspicious Response Code B ock 48
46.19. 86. 146 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 34
109. 253. 158. 10 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 23
109. 253. 140. 117|I srael 147.237.0.19 |madimatal .idf.i|Ostributed Suspicious Response Code B ock 17
176.13.17.228 |Israel 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 11
109. 253.158.0 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 10
81.218.241.26 |Israel 147.237.77. 216 |dover . i df .i | Mil tipl e Unauthorized URL Access from 81.218. 241. 26 B ock 6
176.13.6.228  [Israel 147. 237.77. 243 |nobi | e. i df . i | ,T)L.aff ?;T?'f‘fs\;cﬂa?sicmnz%ﬁsﬁsfrd in B ock 5
109. 253. 206. 61 |l srael 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Code B ock 4
109. 65. 238. 144 |l srael 147.237.77. 216 |dover.idf.il Mil tipl e Unauthorized URL Access from 109. 65. 238. 144 B ock 4
31.154.94.12 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 3
185.32.179.87 |Israel 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Code B ock 3
109. 253. 128. 190|1 sr ael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode Bl ock 2
192. 116. 94. 110 |l srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to aka.idf.il/mluuim Bl ock 2
80. 246. 136. 136 [l srael 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Code B ock 2
2.52.14.216 I srael 147.237.77.243|nobi l e.i df . i | O stributed Suspici ous Response Qode Bl ock 2
82.80. 28. 123 I srael 147.237.77.216|dover.idf.il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm Bl ock 2
2.54.142. 102 I srael 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Code B ock 2
109. 65. 212. 194 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode Bl ock 2
46. 19. 86. 163 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
37.26.146.225 |[Israel 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Code B ock 2
176.13. 9. 137 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode Bl ock 2
2.52.32.195 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 2
66. 249. 69. 26 Uhited Sates |147.237.77.216|dover.idf.il D stributed Wnaut horized URL Access on waw i df.il/error. htm B ock 2
109. 253.142.3  |Israel 147.237.77.243|nobi l e.i df . i | O stributed Suspici ous Response Qode B ock 2
2.52.150.128 | srael 147.237.77. 243 |nobi | e. i df . i | Eoiti:iet.’bi“;d. IFI%‘;:'Z:L: /I{]';ig\g;;:;\;gf dogaranet r Fepeat Passuord Bl ock 2
109. 65. 238. 144 |l srael 147.237.77.216|dover.idf.il PHP At t enpt B ock 2
37.26.146.244 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mvde None 2
109. 253. 156. 110|1 sr ael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 2
99. 248. 223. 223 [Canada 147.237.72. 166 [aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 1
46.19.86.149  |israel 147.237.72. 166 |aka. i df . i | Llulrigeasll i?’;geeg?ing;a;:;féoibgcﬁi/ fm”j W kapat 2/ es#012 B ock 1
212.179.21.194 [israel 147.237.77.216|dover.idf .il Lhaut hori zed URL Access to www i df.il/aj ax/ updat est at us. php B ock
37.26.146.146 |Israel 147.237.0.19 |madimatal .idf.i|untraceabl e S Sessions: Qpen Mde None 1
176.13.11.174 |Israel 147.237.76.42 |refuah.idf.il ma?:; o ;y;e_ i\AdfO.' ialt /' fglgr'];?ecfz’u”;h‘fr:s'gxacem' der 13t xt LastNare i n Bl ock 1
81.218.241.26 |[Israel 147.237.77.216|dover.idf .il Unaut hori zed URL Access to ww i df.il/inages/ 1. he/ back. png B ock 1
2.54.130. 61 I srael 147.237.77.234|hal ag. i df . i | Unaut hori zed URL Access to 147. 237. 77. 234/ i nages/ shared/ bul l et 1.gif  [B ock 1
149.78.18.155 |[lIsrael 147.237.77.216|dover . i df . i Lntraceabl e SSL Sessi ons: Qpen Mde None 1
80.178.101.40 |Israel 147.237.72. 166 |aka. i df . i | %&gﬁfg{;ﬁiﬁﬁig - Protocal vidation None 1
51.254.212. 172 E?Ir:;gom 147.237.77. 216 [dover . i df . i | \;Pwarwva?ztferl I-;);F:eenp:fg:tsll ggnldt Io?ri end/ sendt of ri end. aspx Bl ock !
40.77.167.6 Lhited Sates [147.237.72.166|aka.idf.il Uhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
85.93.89.232  |Germany 147.237.77.233|atal .idf il ;h;“.tihd?"iTf?entﬁ‘afgsclzizr;g/usercomrol P B ock 1
5. 29. 163. 189 I srael 147.237.77.74 [lawidf.il PHP At t enpt B ock

176. 13. 6. 228 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Qode B ock
68.180.228.112 [lhited Sates [147.237.77.216|dover.idf.il Paraneter Type M ol ati on PageNumin vww i df . i|/1781-he/ dover. aspx B ock 1
104. 236. 38. 255 147. 237.77. 216 |dover . i df . i | Paraneter Type Molation f in Bl ock 1

ww i df.i1/tenpl at es/ sendt of ri end/ sendt of ri end. aspx
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