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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

03-01-2016-06:04:08 to 03-01-2016-07:04:08

|Target Address |Site

|Signature

|Device Action |Count |

217.26.171.188 Ml dova, Republic of 147.237.77.176 nat pash. i df . il L4 Source or Dest Port Zero drop 4
79.181.110. 220 | srael 147.237.77. 216 dover.idf.il Bl ock_Udp All _Nets dr op 3
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il Bl ock Wp Al Nets drop 2
159. 220. 78. 113 Indi a 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
184. 105. 139. 84 Lhited Sates 147.237.0. 19 nadi matal .idf.il B ock Np Al _Net drop 1
159. 220. 78. 114 Indi a 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
184. 105. 139. 104 Lhited Sates 147.237.77.61 e.cogat.idf.il B ock Np Al Net drop 1
89. 248. 172. 207 Net her | ands 147.237. 76. 147 chi nuch. aka.idf.il B ock Np Al Net dr op 1
184. 105. 139. 80 Lhited Sates 147.237.0. 16 ny- kosher-kravi .idf.il B ock Np All Net drop 1
217.26.171. 188 Mol dova, Republic of 147.237.76.176 test.ncore.idf.il L4 Source or Dest Port Zero drop 1
159. 203. 25. 95 Lhited Sates 147.237.0. 35 akaws. i df .il B ock Np Al _Net drop 1
184. 105. 139. 80 Lhited Sates 147.237.77.170 naar achot . i df . i | B ock Np Al Net drop 1




03-01-2016-06:04:08 to 03-01-2016-07:04:08

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Count
109. 253. 212. 127 I srael 147.237.0. 34 tikshuv.idf.il [ClL000138: HITP. prefix 1.01 in the LR B ock 4
108. 59. 8. 70 Lhited Sates 147.237.77. 216 dover.idf.il C1000074: HTTP. naj estic bot B ock 4
162. 210. 196. 100 Lhited Sates 147.237.77. 216 dover.idf.il C1000074: HTTP. naj estic bot B ock 2
51. 255. 65. 64 Lhi ted Ki ngdom 147.237.77. 233 atal .idf.il Cl000146: HITP. AnrefBot craw er B ock 1
51. 255. 65. 96 Uni ted Ki ngdom 147.237.77. 233 atal.idf.il Cl000146: HTTP. AhrefBot craw er B ock 1
51. 255. 65. 97 Uni ted Ki ngdom 147.237.77.233 atal .idf.il Cl000146: HITP. AhrefBot craw er B ock 1
51. 255. 65. 26 Lhi ted Ki ngdom 147.237.77. 233 atal .idf.il Cl000146: HITP. AnrefBot craw er B ock 1




03-01-2016-06:04:08 to 03-01-2016-07:04:08

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qount ry |9te |Signature |Count |
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
104. 232. 98. 38 147.237.0. 34 tikshuv.idf.il ET SCAN NVAP -f -sS 1
85.93. 5. 66 147.237.77. 121 Ger many e navy.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237.76. 176 Chi na test.ncore.idf.il ET SCAN Potential SSH Scan 1
212.227.89.173 147. 237.76. 42 Ger many refuah.idf.il ET SCAN Potential SSH Scan 1
195. 216. 176. 244 147.237.0. 15 Latvi a kosher-kravi .idf.il ET SCAN NMAP -sS wi ndow 1024 1
121. 99. 220. 125 147. 237.72. 166 New Zeal and akaidf.il ET SCAN NMAP -sS wi ndow 1024 1
104. 232. 98. 38 147.237.0. 34 tikshuv.idf.il ET SCAN NMAP -sS wi ndow 2048 1
94.102. 48. 193 147. 237.77. 176 Net her | ands nat pash. i df .i ET SCAN NVAP -sS wi ndow 1024 1
59. 45. 79. 117 147.237.77. 74 Chi na lawidf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.0. 17 Chi na mny- kosher -kravi . i df .il ET SCAN Potential SSH Scan 1
218. 246. 0. 97 147.237.77. 226 Chi na ww chamat z. aka. i df . i | ET SCAN NMAP -sS wi ndow 1024 1
195. 216. 176. 244 147.237.0.19 Latvia madi matal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
104. 232. 98. 38 147.237.0.34 tikshuv.idf.il ET SCAN NMAP -sS wi ndow 3072 1




03-01-2016-06:04:08 to 03-01-2016-07:04:08

|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
194. 218. 27. 162 [Sweden 147.237.72. 166 |aka.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 120
194. 218.27. 162 [Sweden 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACGK nunber aert 60
41.33.231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 36
. . SN retransmt wth different .
109. 253. 145. 157|l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence . nonitor |17
w ndow scal e
185. 130. 5. 193 147.237. 77. 226 ”i“:““ha”atz'aka"df SYN At t ack SYN -> SYN-ACK -> RST rej ect 13
212.143.142.56 |[Israel 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 9
68.8.88.173 Lhited Sates |147.237. 77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 7
Sreaming Engine: TGP Invalid i i ssi
37.26.147.241 |israel 147. 237.77. 243 |nobil e. i f . | 9 =g Invalid segnent retransmssion. o 6
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
2.54.18. 204 I'srael 147. 237.77. 243 |mwbi l e, i f . i1 9 =g Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
66.249.66.93  |lnited Sates [147. 237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. . 4
Ret ransni ssi on Packet dropped.
5.102. 242. 89 I sr ael 147. 237. 72. 166 |aka.i df . | Bad TCP sequence I'nvali d ACK nunber nonitor |4
Sreaming Engine: TGP Invalid i i ssi
46.19. 86. 90 I'srael 147.237.72. 166 |aka.i df . 9 =9 Invalid segnent retransmssion. o 3
Ret r ansni ssi on Packet dr opped.
reamn ine: TCP Invali i i ssi
31.168. 184. 177 |Israel 147.237. 72. 166 |aka. i df . Streamng Engi ne: TCP Inval id invalid segnent retransnission. drop 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
79.182.171. 103 |israel 147.237.72. 166 |aka.i df . 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
reamn ine: TCP Invali i i ssi
149.78.32.39  [israel 147.237. 72. 166 |aka. i df . Streamng Engi ne: TCP Inval id invalid segnent retransnission. drop 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
37.26.149.254 |israel 147.237.72. 166 |aka.i df . 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
reamn ine: TCP Invali i i ssi
109. 65. 210. 136 | srael 147.237. 72. 166 |aka. i df . Streamng Engi ne: TCP Inval id invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
2.54. 46. 144 I'srael 147.237.72. 166 |aka.i df . 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
reamn ine: TCP Invali i i ssi
109. 253. 198. 103|i srael 147.237. 72. 166 |aka. i df . Streamng Engi ne: TCP Inval id invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
37.26.146.170 |israel 147.237.72. 166 |aka.i df . 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
reamn ine: TCP Invali i i ssi
109. 64. 5. 11 I srael 147.237. 72. 166 |aka. i df . Streamng Engi ne: TCP Inval id invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dr opped.
188.120. 148. 17 |l srael 147.237.72. 156 |anan. i df . i | Bad TCP sequence Inval i d ACK nunber nonitor |3
reaning BEngine: TCP Invali i i ssi
66.249.78.230 |Wnited Sates |147. 237. 77. 243 [robile.idf .1 Streaning Engi ne: TCP Inval id invalid segnent retransnission. drop 3
Ret ransni ssi on Packet dropped.
37.162. 6. 255 France 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d AGK nunber aert 3
Sreaming Engine: TGP Invalid i i ssi
109. 67. 24. 3 I srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. . 3
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
109. 253. 205. 13 |I'srael 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
37.26.146.217 |israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. . 3
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
109. 65.22. 235  |Israel 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
176.13. 15. 9 I srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. . 3
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
109.253.137.8 |l srael 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
87.70.25.233  |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. . 3
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
109. 253. 214. 1351 sr ael 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. . 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
37.26.147.201 |israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. . 3
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
109. 65.38.182 |l srael 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. . 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
70.199.214.176 |Wited Sates [147.237.0.34  [tikshuv.idf.il 9 =g Invalid segnent retransmssion. . 3
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
176.13.21.89  |Israel 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
109. 253. 141. 161/l srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. . 3
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.182.31.191 | srael 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. . 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
109. 65.171.90 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. . 3
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
84.110. 211. 249 i srael 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dropped.
172. 98. 86. 188 147. 237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 2
216.190.59. 150 |Wited Sates |147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 2




Attacker Address

03-01-2016-06:04:08 to 03-01-2016-07:04:08

A tacker
Count ry

Target Address

dte

Signature

SYNtAXK retransmt with

77.126.66.168 |lsrael 147.237.77. 216 |dover. i df il Bad TCP sequence different v ndow scal e noni t or 2
106. 38. 241. 106 |Chi na 147.237.72.166 |aka. i df .il dr op SAMrul e drop 2
106. 38. 241. 106 |Chi na 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 1
212.29.246.78 |Israel 147. 237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 1
216.218. 206. 118|lhited Sates |147. 237. 72. 156 |anan. i df il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
84.228.63.238 |[lIsrael 147. 237. 72. 166 |aka.i df . i1 Bad TCP sequence Invalid ACK nunber noni t or 1
74.82.47. 48 Lhited Sates [147.237.76.39 |mobile neitav.idf.il [SYN Attack SYN -> SYN-ACK -> RST rej ect 1
184.105.139. 91 |Uhited Sates |147.237.8.50 |e.tikshuv.idf.il Geo- | ocat i on enf or cenent Geo-Iocati on i nbound drop 1

enf or cenent




03-01-2016-06:04:08 to 03-01-2016-07:04:08

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
93.172.20.177 |lIsrael 147.237.77.74 [lawidf.il Mil tipl e Unaut hori zed URL Access from 93.172.20. 177 B ock 21
93.172.20.177 |Israel 147.237.77. 74 |lawidf.il PHP Attenpt B ock 11
66. 249. 69. 26 Uited Sates |147.237.77.216|dover.idf .il Mil tipl e Unaut hori zed URL Access from 66.249. 69. 26 Bl ock 8
2.54.47.143 | srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code B ock 3
66. 249. 69. 26 Lhited Sates [147.237.77.216|dover.idf.il Distributed Unaut hori zed LRL Access on wawidf.il/error. htm Bl ock 3
109. 253. 129. 176|I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code Bl ock 3
37.26.148.184 |lsrael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Gode B ock 3
80.246.139.14 |[Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 3
80.246.136.24 |[Israel 147.237.0.19 |[madimatal .idf.il Distributed Suspici ous Response Code Bl ock 2
66. 249. 81. 215 :ZZ::FI on 147.237.77.216|dover. i df . i | Distributed Whaut hori zed URL Access on wawn i df.il/error. htm B ock 1
108.196.83.66 |lnited Sates |147.237.72.166 |aka. i df .| Unt raceabl e SSL Sessi ons: (pen Mbde None 1
79.182.31.191 [israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to www aka. i df . i1/ aj ax/ updat est at us. php |Bl ock 1
40.77.167.24  |wited Sates  |147.237.77.216|dover. i df .i | mﬂtdﬁézzfggglﬁwﬁcaiffeﬁki ed st Bl ock 1
157. 55. 39. 39 Lhited Sates [147.237.72.166 |aka. i df .il Distributed Unaut hori zed URL Access on 147.237. 72. 166/ B ock 1
91.199. 69. 254 | srael 147.237.72. 166 |aka. i df . i | mnai\/:i E?rﬂ';er:;rn/ mez%mmaslpl None 1
74. 64. 46. 22 Wited Sates |147.237.72. 166 |aka. i df .i| m”;’k‘“g I'Z"’f‘r?T‘;tn;r Ncégfﬁi‘jtgaggffﬁ';ﬁ;fcphsaChar$°t' 63 in None 1
37.26.146.138 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None 1
109. 67.24. 3 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to wwu aka. i df.il/matash Bl ock 1
188. 165. 15. 132 |France 147.237.0.16 nlyl kosher-kravi. i df m“;;‘_oigszﬁ_ﬁvﬁc;si 17 obote. ot Bl ock 1
74.82.47.4 Lhited Sates [147.237.76.39 |nobile. ngitav.idf.il |Uauthorized URL Access to 147.237.76. 39/ B ock 1
37.26.147.241 |[israel 147.237.77.243|nobi [ e. i df . i | D stributed Suspici ous Response Code Bl ock 1
80. 246. 137. 219 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Gode Bl ock 1
207. 46. 13. 80 Lhited Sates [147.237.72.156 |anan. i df.il Uhaut hori zed LRL Access to waw anan. i df.il/scripts.asnx/getjs B ock 1
79.182.31.191 [israel 147.237.72. 166 [aka. i df . i | Distributed PHP Attenpt Bl ock 1
109. 253. 145. 157 ]I srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237. 76. 42/ styl e/ shared/ reset . css |B ock 1
66.249.78.248 |lnited Sates |147.237.76.42 |refuah.idf.il ﬂ?‘;g?f;g?ﬁzﬁpf:tﬁsjget/?i | es 13251, Bl ock 1
2.54.18.204 I srael 147.237.77.243|nobi l e. i df . i | Unaut hori zed URL Access to nobil e.idf.il/authentication/i ndex B ock 1
93.172.20.177 |lIsrael 147.237.77.74 |lawidf.il Unaut hori zed LRL Access to waw | aw i df . i|/aj ax/ updat est at us. php |Bl ock 1
79.182.31.191 |[Israel 147.237.72. 166 |aka. i df . i | Ml tiple Unhauthorized URL Access from 79.182. 31. 191 B ock 1
40.77.167.5 Lhited Sates |147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ B ock 1
141.8.132.78 :Zg::t”i on 147.237.77. 216 |dover.idf . il Lhaut hori zed URL Access to waw i df . i/ navy/ Bl ock 1
84.228.232. 101 |Israel 147. 237.72. 166 |aka. i df . i | mbgﬁaﬁf _E:T;’?T;’?‘/ 'gi 53;7’;? E; hafﬁf‘;fq L’;nx/ search B ock 1
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