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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country |Target Address |Site |Signature |Device Action |Count |
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page Fl ood Attack forward 2
184. 105. 139. 120 Lhited Sates 147.237.77. 234 hal ag.i df .il B ock Np Al Net drop 1
78.36.187.12 Russi an Federation 147.237.77. 74 lawidf.il ock Wp Al Nets drop 1
184. 105. 139. 92 Lhited Sates 147.237. 72. 167 ishurimaka.idf.il B ock Np Al Net drop 1
185. 35. 62. 87 Sni t zer| and 147.237.77.178 e. nat pash.i df .i | Bl ock_Udp All _Nets drop 1
104. 158. 24. 81 Canada 147.237.77. 61 e.cogat.idf.il Bl ock_Ulp Al _Nets drop 1
184. 105. 139. 104 Lhited Sates 147. 237.77. 205 prisha.idf.il Block Np Al Net drop 1
23.239. 64. 15 Lhited Sates 147.237.76. 39 nobi | e.nei tav.idf.il B ock Np Al Net drop 1
185. 130. 5. 224 147.237.0. 34 tikshuv.idf.il ock Wp Al Nets drop 1
184. 105. 139. 68 Lhited Sates 147.237. 8. 46 e.chinuch.idf.il B ock Np Al Net drop 1
184.105. 139. 116 Lhited Sates 147.237.8. 28 e.nobi | e-ks.idf.il B ock Np Al Net drop 1
23. 239. 64. 15 Lhited Sates 147. 237. 76. 147 chi nuch. aka.idf.il Bock Np Al _Net drop 1
185. 130. 5. 224 147.237.77. 234 hal ag.i df.il ock_Wp Al Nets drop 1
184. 105. 139. 68 Lhited Sates 147.237.77.179 e nazi.idf.il B ock Np Al Net drop 1




03-01-2016-05:04:05 to 03-01-2016-06:04:05

|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry arget Address ‘Site Devi ce Action ‘Count
119. 74. 148. 71 S ngapor e 147.237.77. 216 dover.idf.il C1000008: HTTP: Xenu User Agent B ock 2
62. 210. 148. 246 France 147.237.72. 166 aka.idf.il C1000074: HITP. maj estic bot B ock 2
66. 249. 66. 184 | srael 147.237.0. 34 tikshuv.idf.il |CL000138: HITP. prefix 1.01 in the LR Bl ock 1
51. 255. 65. 32 Uni ted Ki ngdom 147.237.77. 233 atal .idf.il C1000146: HTTP. AhrefBot craw er B ock 1
51. 255. 65. 63 Lhi ted Ki ngdom 147.237.77. 233 atal.idf.il C1000146: HTTP.  AhrefBot craw er B ock 1
51. 255. 65. 77 Ui ted Ki ngdom 147.237.77.233 atal .idf.il Cl000146: HITP.  AnrefBot craw er Bl ock 1
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|Top Attackers In |D|

A tacker

‘Target Addr ess count ry Signature
195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
37.162.6.255 [147.237.76.86 |Fance navy. i df . il ET SCAN NVAP -sA (2) 4
94.102. 48. 193 |147.237. 77. 216 [Net her | ands dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
46.130.112.6  |147 237 7631 |A meni a nakehal i df i1 ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
5.104.111.218 [147.237.76.38 |Ger many eenmitav.idf.il [ET SCAN NVAP -sS wi ndow 2048 1
5.104.111.218 |147.237.76.38 |Ger many eeneitav.idi.il [ET SCAN NVAP -f -sS 1
193. 201. 227. 57 |147.237.0.19  |Wraine madimatal .idf.il |[ET SCAN Potential SSH Scan 1
189. 254. 90. 133 [147.237.0.33  |Mexi co idf.il ET SCAN NMAP -sS wi ndow 2048 1
188. 191. 21. 221 [147. 237. 72. 166 |Lkr ai ne aka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
104. 232.98. 38 [147.237.0.33 idf.il ET SCAN NMAP -sS wi ndow 1024 1
91.201. 236. 114 [147.237. 76. 39 |krai ne nobi | e.nei tav.idf.i [ET SCAN NMAP -sS wi ndow 1024 1
5.104.111. 218 [147.237.76.38 |Ger many eenitav.idi.il [ET SCAN NMAP -sS w ndow 1024 1
193. 201. 227. 57 |147.237.0. 34 |Wkraine tikshuv.idf.il ET SCAN Potential SSH Scan 1
189. 254. 90. 133 [147.237.0.33  |Mexi co idf.il ET SCAN NMAP -sS wi ndow 3072 1
189. 254. 90. 133 [147.237.0.33  |Mexi co idf.il ET SCAN NVAP -f -sS 1
104. 232.98. 38 [147.237.0.33 idf.il ET SCAN NMAP -sS wi ndow 4096 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
194.218.27. 162 |Sweden 147. 237. 72. 166 |aka.i df . | Bad TCP sequence I'nval i d ACK nunber nonitor  [119
194. 218.27. 162 [Sweden 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d AGK nunber aert 59
41.33.231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 30
Sreamng Engine: TCP Invalid i i ssi
46.19.85.223  |israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. 6
Ret r ansn ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
40.77.167.49  |Wwited Sates |147. 237.77. 243 |nobile.idf. il 9 =g Invalid segnent retransmssion. g 6
Ret r ansn ssi on Packet dropped.
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
Sreamng Engine: TCP Invalid i i ssi
79.182.15.77  |israel 147.237.72. 166 |aka. i f .11 9 =g Invalid segnent retransmssion. g 3
Ret r ansn ssi on Packet dropped.
Sreanmng Engine: TCP Invalid i i ssi
5.22.131. 95 I'sr ael 147. 237. 72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. g 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
77.125.72.8  |israel 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. 3
Ret r ansnm ssi on Packet dropped.
37.162. 6. 255 France 147.237.76.86 [navy.idf.il Bad TCP sequence I'nval i d AGK nunber monitor 3
Sreamng Engine: TCP Invalid i i ssi
5.144.58.191  |israel 147. 237. 72. 166 |aka. i f . i1 9 =g Invalid segnent retransmssion. 3
Ret r ansn ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
176.13. 2. 73 I srael 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. o 3
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
77.127.205.11 | srael 147. 237. 72. 166 |aka. i f . i1 9 =g Invalid segnent retransmssion. 3
Ret r ansn ssi on Packet dropped.
112.134. 143. 190|Si Lanka  |147.237.76.44 |e.refuah.idf.il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 3
enf or cenent
Sreamng Engine: TCP Invalid i i ssi
79.177. 153. 145 | srael 147. 237. 72. 166 |aka. i f . i1 9 =g Invalid segnent retransmssion. 3
Ret r ansn ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
84.228.63.238 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. o 3
Ret ransni ssi on Packet dropped.
73.3.77.56 Wited Sates [147. 237. 72. 166 |aka.i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 3
Sreaming Engine: TGP Invalid i i ssi
79.178.183. 107 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. o 3
Ret r ansn ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
157.55.39. 253 |UWnited Sates |147. 237. 72. 166 |aka i df i1 9 =g Invalid segnent retransmssion. g 2
Ret r ansn ssi on Packet dropped.
106. 38.241. 106 |Chi na 147.237.72. 166 |aka.i df .i | dr op SAMrul e drop 2
Sreamng Engine: TCP Invalid i i ssi
66.249.66.96  |United Sates |147. 237. 72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. g 2
Ret ransnm ssi on Packet dropped.
119. 74.148.71 |9 ngapore 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 2
85.65.188. 111 |l srael 147.237.72. 166 [aka i df. i | Bad TCP sequence I'nval i d AGK nunber nonitor |1
141. 212. 122. 159|Wnited Sates |147. 237. 77. 121 |e. navy. i df . i Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
74.82.47.18 Lhited Sates [147.237.0.15 |kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 151 |thited Sates |147. 237. 76. 34 |yohal an.idf.il dr op drop 1
37.26.147.239 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber nonitor |1
137.116. 71. 170 |Wwited Sates |147. 237. 77. 212 |e. dover. i df . i1 Geo- | ocati on enf or cement Geo-I ocat i on i nbound drop 1
enf or cenent
216. 218. 206. 104|Whi ted Sates |147. 237. 76. 198 |e. yohal an.i df . Geo- | ocati on enf or cenent Sﬁ?olrzgi'n?n i nbound drop 1
106. 38.241. 106 |Chi na 147.237.77. 233 |atal .idf.il dr op SAMrul e drop 1
184. 105. 247. 231|Wnited Sates |147. 237. 77. 121 |e. navy. i of . Geo- | ocati on enf or cenent Sﬁ?o'rﬁgﬁi'nf" i nbound drop 1
141.212. 122. 156|Uhited Sates |147. 237. 76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
46. 19. 85. 26 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence I'nval i d AGK nunber nonitor |1
141.212. 122, 149|tnited Sates |147. 237. 77. 176 |nat pash. i of . i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
113.76.90.199 |China 147.237.77.234|hal ag.idf.il drop SAMrul e drop 1
94. 230. 86. 61 I srael 147.237.77. 216 [dover.idf. il Bad TCP sequence I'nval i d AGK nunber nonitor |1
141.212.122. 152|tnited Sates |147. 237. 76. 34 |yohal an.idf.il dr op drop 1
141.212. 122, 144|nited Sates |147. 237. 77. 235 [sviva. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
112.134. 143. 190|Si Lanka 147.237.76.34 |yohal an.idf.il dr op drop 1
185. 106. 92. 164 147. 237. 76. 147 |chi nuch. aka. i df .i | SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 1
. . . . SYNWAXK retransmt with .
79.182.17.72 | srael 147.237.72. 167 |i shurimaka.i df il Bad TCP sequence di fferent vindow scal e noni t or 1
141.212.122. 157|thited Sates |147. 237. 77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
141.212. 122. 150|Wnited Sates |147.237. 0. 17 ?’I"Iy kosher-kravi.id [N At t ack SYN -> SYN-ACK -> RST rej ect 1
114.112.90.54  |Chi na 147.237.0.15 |kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
141.212.122. 152|thited Sates |147. 237. 77. 179 |e. nazi .i of . i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
141.212. 122, 145|tnited Sates |147. 237. 77. 235 [sviva.i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
185. 106. 92. 164 147. 237. 77. 216 |dover. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
84.108. 16. 40 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
141. 212. 122. 158|Wnited Sates |147. 237. 77. 121 |e. navy. i df . Geo- | ocati on enf or cement Sg;’;ggﬁ:nfn i nbound drop 1
141. 212. 122. 150|tnited Sates |147. 237. 77. 176 |nat pash. i of . i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Action ‘Count
85. 65.183. 235  |Israel 147.237.72. 166 |aka. i df . i | Mil tiple Unaut horized Method for Known URL from 85. 65. 183. 235 Bl ock 6
178.158. 233. 16 |lkrai ne 147.237.72. 166 |aka. i df . i | PHP Attenpt B ock 6
178.158. 233. 16 |lkraine 147.237.72. 166 [aka. i df . i | Mil ti pl e Unhaut horized LRL Access from 178. 158. 233. 16 B ock 5
87.69. 98. 33 | srael 147.237.77.243|nobi | e. i df . i | Mil tipl e Unaut horized URL Access from 87.69. 98. 33 Bl ock 4
46.118. 155. 216 |Ukraine 147.237.77. 216 |dover . i df . i | Ml tipl e Uhauthorized URL Access from 46. 118. 155. 216 B ock 4
87.69.98.33 [Israel 147. 237.77. 243 |nobi L . i df . i | nmo;ﬂt:?rc;fzf? /t’a}egpgf;zmgtes/“st i | ddoounent </ 1514 Bl ock 3
46.118.155. 216 [Wkrai ne 147.237.77. 176 |mat pash. i df . i | Mil tipl e Uhaut hori zed URL Access from 46. 118. 155. 216 B ock 3
46.119.127.64 |Wkraine 147.237.77.216|dover . i df . i | Uhaut hori zed LRL Access to ww i df.il/nazi/ B ock 3
131.253.25. 144 |thited Sates |147.237.77.216|dover.idf.il Distributed Lhaut hori zed URL Access on wawidf.il/error. htm B ock 3
82.81.21. 169 I srael 147.237.0.19 |nadimatal .idf.i| |Dstributed Suspicious Response Code B ock 3
185. 120. 125. 41 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Qode B ock 2
180. 189. 144. 220|Australia 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mde None 2
66.249.78.236 |[Lhited Sates |147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robots. txt B ock 1
46.118. 155. 216 |Wkrai ne 147.237.77.216|dover.idf .il PHP At t enpt B ock 1
185. 112. 248. 32 147.237.72. 166 |aka. i df . i | Distributed Unaut hori zed URL Access on 147.237. 72. 166/ B ock 1
128.151. 150. 25 |Lhited Sates |147.237.72.166|aka.idf. il mu;;: A d?‘.eidl /'\ﬁ;jhn(;c;i 332 gfhérirl cati onser vi ce. asn! get at huser B ock 1
64.41.200.105 |lhited Sates |147.237.72.156|aman.idf.il SSL Wntraceabl e Gonnection - sigal gs DoS Attack None 1
178. 158. 233. 16 |lkrai ne 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to ww aka. i df.il/main/giyus/index. php Bl ock 1
93.173. 232.206 |l srael 147.237.77.243|nobi l e. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
68.180.228.112 [lnited Sates |147.237.77.216|dover.idf.il Par anet er Type M ol ati on PageNumin wa i df . i|/1381- he/ dover . aspx B ock 1
85. 65.183. 235 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod HEAD for wwwn aka. i df . i1/ mai n/ sachar/ Bl ock 1
66. 249. 66. 96 Lhited Sates [147.237.72.166|aka.idf.il Unknown Paraneter KEY in wan aka.idf.il/valtaniasp/defaul t.asp None 1
46.118. 155. 216 |Lkrai ne 147.237.77. 176 |mat pash. i df . i | PHP Att enpt Bl ock 1
108. 84.128. 238 |[Uhited Sates [147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77. 233/ 1501- he/ at al . aspx Bl ock 1
Unknown Par anet er
73.3.77.56 Lhited Sates |147.237.72.166 |aka.idf.il ct | 00$ct | 00$cphMai n$cphSachar $enpl oynent St at eshont h i n None 1
viwv aka. i df . i | / mai n/ sachar/ paysl i ps. aspx

187. 36. 16. 13 Brazil 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to v aka. i df.i|/mai n/ hone/ def aul t. aspxhot |Bl ock 1
64.41.200.105 |Wnited Sates |147.237.72. 156 |anan.idf.i | ?msléifguﬁgcle;gf_%_ﬁfiﬁ? SEEf)r)Om 64.41.200. 105 (Protocol violation|y, o 1
174.70.103. 251 |lnited Sates [147.237.72.166|aka.idf.il SSL Wntraceabl e Connection - Qpen Mde None 1
85.250. 175. 199 I srael 147.237.76.42 |refuah.idf.il Pevaneter Type M olat] gge_cr:;/?%??ar}f_zsmpj acerbl derlStxtlasthane in oo |1
66.249. 66. 125 |Lnited Sates |147.237.77.74 [lawidf.il mu;:g??f?”ﬁ:rfpﬁ;;}seﬁi ol et | o a5 B ock 1
46.118. 155. 216 |Wkrai ne 147.237.77. 176 |mat pash. i df . i | Uhaut hori zed URL Access to vww cogat . i df.il/xmrpc. php B ock
184.105.139. 70 |Uhited Sates |147.237.77.243|nobile.idf.il Unaut hori zed URL Access to 147.237.77.243/ B ock

112. 134. 143.190|Si Lanka 147.237.0.15 |kosher-kravi . i df . i|unaut hori zed URL Access to 147.237. 0. 15/ 1phpnyadni n/ B ock 1
77.75.77.101 (FZpeu?:)Ihl c 147.237.77. 216 |dover.i df .i | Lhaut hori zed URL Access to waw i df.il/newsitel english/ main. asp Bl ock 1
192.162.26.46 |pain 147.237.72. 166 |aka. i df . i | %giﬁ&ﬂiﬁﬁﬁ'&?ﬁfﬁfﬁ&O:mfllgzzE" 1(;2' 26.46 (Protocol violationfy, o 1
64.41.200.105 |lhited Sates |147.237.72.156|aman.idf.il SSL Untraceabl e Connection - Qpen Mde None 1
66. 249. 69. 26 Lhited Sates [147.237.77.216|dover.idf.il Ml tipl e Unhaut hori zed LRL Access from 66.249. 69. 26 B ock 1
184. 105. 247. 196|Wnited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to 147.237.77.216/ B ock 1
112. 134. 143.190|Si Lanka 147.237.0.19 |madimatal .idf.il |Unauthorized URL Access to 147.237.0. 19/ 1phpnyadni n/ B ock 1
64.41.200. 105 |[ited Sates |147.237.72. 156 |aman.idf.il S Untraceabl e Qonnection - Frotocol violation None 1

(SSL_CONN_CLI ENT_KEY_EXCHANGE)
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