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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action Count
89. 248. 172. 207 Net her | ands 147.237.76. 31 nakchal .idf.il B ock Np Al _Net drop 1
185. 130. 5. 246 147.237.76. 31 nakchal .idf.il B ock Np All _Net drop 1
89. 248. 172. 207 Net her | ands 147.237.77.176 nat pash. i df . i | Bock Np Al Net drop 1
185. 130. 5. 246 147. 237.76. 86 navy. i df.il Block Np All Net drop 1
23. 239. 64. 15 Lhited Sates 147.237.76. 42 refuah.idf.il B ock Np Al _Net drop 1
91.121. 183. 16 France 147.237.76. 42 refuah.idf.il B ock Wp Al _Nets drop 1
85. 25. 43. 94 Ger many 147.237.77. 233 atal.idf.il B ock Np Al _Net drop 1
185. 130. 5. 246 147.237.72. 156 anan.idf.il B ock Np All _Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Oount
77.250. 107. 12 Net her | ands 147.237.77. 216 dover.idf.il C1000074: HITP. naj estic bot B ock 3
83.149. 126. 98 Net her | ands 147.237.72. 166 aka.idf.il C1000074: HITP. maj estic bot B ock 2

178. 24.113. 152 Ger many 147.237.77. 216 dover.idf.il C1000074: HTTP. naj estic bot B ock 2
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|Top Attackers In |D|

At acker

Target Address ‘Oountry Signhature
195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
66.249.69.26  [147.237.77.216|lhited Sates |dover.idf.il ET SCAN NVAP -sA (2) 2
218.246.0.97 [147.237.77.178|hina e.natpash.idf.il1 |ET SCAN NVAP -sS wi ndow 1024 1
188. 191. 21. 221 [147.237.0.34 |lkrai ne tikshuv.idf.il |[ET SCAN NVAP -sS w ndow 1024 1
. . .. |ET SCAN Behavi oral Unhusual |y fast inbound Tel net Gonnecti ons,
177.206. 46. 131 [147.237.0.19 |Bazil nadi matal .idf.i ) 1
Potential Scan or Brute Force
. L SERVER APACHE Apache nod_ssl non- SSL connection to SSL port deni al
66.249. 66. 149 |147.237.72. 166 |lhited Sates |aka idf.il - 1

of service attenpt
185. 59. 31. 137 |147. 237. 76. 196 | Tur key e.svivaidf.il [ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry |Target Address |Ste Signature
194. 218. 27. 162 |Sweden 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber monitor  [119
194. 218.27. 162 [Sweden 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d AGK nunber aert 59
: e SN retransmt wth different .
192.162.26.46 |Sain 147.237.72. 166 |aka. i df . i Bad TCP sequence vi ndow scal e noni t or 38
41.33.231. 90 Egypt 147.237.77. 216 |dover.idf il drop SAMrule drop 30
Sreaming Engine: TCP Invalid i i ssi
79.177.153. 145 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g 9
Ret r ansm ssi on Packet dr opped.
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 7
Sreamng Engine: TCP Invalid i i ssi
46.19.85.123  |israel 147.237. 77. 243 |nobi l e. i of . 9 =g Invalid segnent retransmssion. g 6
Ret ransnm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
66.249.64. 188 |Wnited Sates 147.237.0.19 |nadimatal .idf.il 9 =g Invalid segnent retransmssion. g 6
Ret ransnm ssi on Packet dropped.
70. 209. 205. 130 |Lhited States 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d AGK nunber nonitor |5
77.127.227.91 |Israel 147.237.76.86 |navy.idf.il SYN Att ack SYN - > SYN-ACK -> Ti meout rej ect
70.209. 205. 130 [Lhited Sates 147.237.77. 216 |dover.idf .i | Bad TCP sequence Invalid ACK nunber alert
Sreamng Engine: TCP Invalid i i ssi
199.30.24.63  |Wited Sates 147. 237.76. 200 |6 tan. aka.i of . i 9 =g Invalid segnent retransmssion. g 4
Ret ransnm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
85.250. 175. 199 i srael 147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. g 4
Ret ransnm ssi on Packet dropped.
110.22.142.193 |Austraia 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4
Sreanming Engine: TGP Invalid i i ssi
109. 253. 150. 153|l srael 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. | 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
109. 253. 202. 2511 sr ael 147. 237. 72. 166 |aka. i f . i1 9 =g Invalid segnent retransmssion. |, 3
Ret ransm ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
77.125.76.24  |israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. | 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
2.54.8.29 I srael 147. 237.72. 166 |aka. i f .11 9 =g Invalid segnent retransmssion. |, 3
Ret ransm ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
79.178.101.2  |israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. | 3
Ret ransm ssi on Packet dropped.
106. 38. 241. 106 |Chi na 147.237.72. 166 |aka i df .i | drop SAMrule drop 2
77.247.181. 163 |Net herl ands 147.237.77. 216 |dover.idf.il Orectory Traversal directory traversal overflow noni t or
184. 105. 139. 118|Wnited Sates 147.237.8.50 |e.tikshw.idf.il [Geo-location enf or cenent Sﬁ?&ggi:}f” I nbound drop 1
149. 78.192. 228 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d AGK nunber noni t or 1
216.218.206.84 |Lhited Sates 147.237.77. 205 |prisha.idf .i| SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
85.214.11.209  |Ger many 147.237.77. 216 |dover.idf.il Orectory Traversal directory traversal overflow noni t or 1
185.38.14.215 |Netherl ands 147.237.77. 216 |dover.idf.il Drectory Traversal directory traversal overflow noni t or 1
74.82.47.48 Lited Sates 147.237.77. 234 |nhal ag.idf. il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
184.105.139.86 |Uhited Sates 147.237.77. 234 |hal ag.idf il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212. 122. 155|Uhited Sates 147.237.72. 166 |aka i df .i 1 SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
106. 38. 241. 106 |Chi na 147.237. 77. 176 |nat pash. i of . i | drop SAMrul e drop 1
77.247.181. 165 |Netherlands 147.237.77. 216 |dover.idf.il Drectory Traversal directory traversal overflow noni t or 1
184.105. 139. 123|lhited Sates 147.237.0.35 |akavs.idf.il drop drop 1
70.209. 205. 130 [lLnited Sates 147. 237. 77. 216 |dover.idf .il Bad TCP sequence Invalid sequence nunber noni t or 1
158. 58. 188. 211 'Féx'bl :z'?c 147. 237. 77. 216 |dover . i of . Bad TCP sequence Invalid ACK nunber aert 1
184.105. 139.86 |United Sates 147.237.77. 243 |nobi 1 e.i df . | SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
46.166. 170. 6 Li t huani a 147.237.77. 216 |dover.idf .il Drectory Traversal directory traversal overflow noni t or 1
141.212. 122. 156|Uhited Sates 147.237.72. 166 |aka i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
106. 38. 241. 106 |Chi na 147.237.77. 216 |dover.idf.il drop SAMrul e drop 1
199. 87. 154. 251 |Canada 147.237.77. 216 |dover.idf .il Drectory Traversal directory traversal overflow noni t or 1
184. 105. 247. 204|wited S ates 147.237.8.14 |e.orchot.idf.il |Geo-1 ocation enf or cenent gﬁ?;)'rggi'rfn I nbound drop 1
74.82. 47.18 Lhited Sates 147.237.8.24 |e.lifestyle.idf.il|Geo-1 ocation enf or cenent Geo-| ocati on i nbound drop 1
enf or cenent
Iran, Islamc . . . .
158. 58. 188. 211 Republ i ¢ of 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
93.115.95.201 |Anonynous Proxy |147.237.77. 216 |dover.idf.il Orectory Traversal directory traversal overflow noni t or
193. 90. 12. 90 Nor way 147.237.77. 216 |dover.idf.il D rect ory Traver sal directory traversal overflow noni t or
184.105. 139. 88 [Lhited Sates 147.237.8.27 |e.nadimatal.idf.i|Geo-1 ocat i on enf or cenent gﬁfolrsgi:]fn I nbound dr op 1
146. 185. 239. 102|Russi an Federation [147. 237. 76. 44 |e.refuah.icf.il  |Geo-1 ocation enf or cerent Sﬁ?&ggi:}f” I nbound drop 1
106. 38. 241. 106 |Chi na 147.237.77.233|atal .idf.il drop SAMrule drop 1
184. 105. 247. 212|Uited Sates 147.237. 77. 216 |dover.idf. il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
74.82.47.18 Lhited Sates 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
184.105. 139. 72 |United Sates 147.237.77.74 |lawidf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1




03-01-2016-04:04:02 to 03-01-2016-05:04:02

|Top Attackers In V\AF|

A tacker Devi ce

Target Address |Site Sgnature

‘Count

Country Action
. . . Uhaut hori zed URL Access to
87.68.241.97 |Israel 147.237.77.243|nobi l e. i df . i | nobi | e, i o . i |/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1071 Bl ock 4
66. 249. 69. 26 ;Eg: 147.237.77.216|dover. i df . il D stributed Lhauthori zed UR. Access on www i df.il/error. htm B ock 3
87.68.241.97 |[Israel 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 3
66. 249. 69. 26 ;h;::: 147.237.77.216|dover. i df . il Mil tiple Unaut hori zed URL Access from 66. 249. 69. 26 B ock 2
115. 79. 90. 235 [Vi et nam 147.237.76.42 |refuah.idf.il Abnorrmal |y Long Request et hod B ock 1
192. 162. 26. 46 |Spain 147.237.72. 166 [aka. i df . i | Miltiple NILL Character in Header Narme from 192. 162. 26. 46 Bl ock 1
66. 249. 64. 234 ;“;:gs 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77. 233/ 1408- he/ at al . aspx B ock 1
192. 162. 26. 46 |Spain 147.237.72. 166 |aka. i df . i | Mal for med HTTP Header Line 1 B ock 1
148. 251. 21. 227 |Ger many 147.237.77.74 |lawidf.il Mil tipl e Unauthori zed URL Access from 148. 251, 21. 227 B ock 1
74.82.47.2 g“;tt:s 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
192. 162. 26. 46 |Spain 147.237.72.166|aka. i df . i | Too Many Headers per Request - 38 Headers B ock 1
192. 162. 26. 46 |Spain 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Qode Character in Header Val ue from192. 162. 26. 46 B ock
192. 162. 26. 46 |Spain 147.237.72. 166 [aka. i df . i | Illegal Byte Gde Character in Header Val ue B ock
Il1egal Byte Gode Character in Mt hod
115. 79. 90. 235 |V et nam 147.237.76.42 |refuah.idf.il S[[#0]1[[#0]1[[#0]1]1p; [[#23]]1U OW[[#31]] D} °UenOvozFs, AuYyée2 . Lasr i j[[#2]] [B ock 1
bR | &0[ [ #30] ] > Khvx¥() [ #6] ] » ° <} [ [ #11] | 5xAbx
192.162.26.46 |Sain 147.237.72. 166 |aka. i df . i | Ml ti pl e Unknown HTTP Request Method from 192. 162. 26. 46 B ock 1
66. 249. 66. 149 g“;tt:s 147.237.72. 166 [aka. i df . i | SSL Lhtraceabl e Gonnection - Protocol violation (SSL_CGONN QI ENT_HALLO None 1
192. 162. 26. 46 |Spain 147.237.72. 166 |aka. i df . i | Mal formed URL j[[#21]] GE[#1]][[#31] lenvx Bl ock 1
148. 251. 21. 227 |Ger many 147.237.77.74 [lawidf.il Unaut hori zed URL Access to www nag. i df . i |/ 320/ pat zar . aspx B ock 1
77.75.76.171 gg}gﬂ c 147.237.77.216|dover.idf .l Uhaut hori zed URL Access to ww idf.il/newsite/english/docunents. asp B ock 1
. - . Unknown HTTP Request Method Ai[[#2]]~c[[#15]]y in URL
192. 162. 26. 46 n 147. 237.72. 166 Ldflil B ock 1
el aka.id LL[#21]] GE[#1]] [ [ #31 ]
27.55.78.42 Thai | and 147.237.77.216|dover . i df . il SSL Wntraceabl e Gonnection - pen Mde None 1
192. 162. 26. 46 |Spain 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Gode Character in Method from192. 162. 26. 46 B ock 1
192. 162. 26. 46 |Spain 147.237.72. 166 [aka. i df . i | Illegal Byte Gode Character in Mthod Ai[[#2]]~c[[#15]]y B ock 1
115. 79. 90. 235 |V et nam 147.237.76.42 |refuah.idf.il Illegal Byte Gode Character in URL B ock 1
NULL Character in Header Nane at
\al 40-i [[#0]]°47 1] yc[ [#24] 1 [ [#16] ] ubL, Rk™G KA\ @@[ [#0] ] &1 [[#20] ]+ [[#17]]n
i . . OWK[ [#12] ] ¥>CLO
192.162. 26. 46 |pain 147.237.72. 166 |aka. i df . i | 40 [ #12] ] <=UF[ [ #17]] o Ae - g [ #2] ] €20 [#21]] 2a[[#29]] [[#29]] W" hGEEAS B ock 1
& -[[#15]] CBx' | — . .
Lhe[[#22] ] W @ j Ol —°+hl qi | ¥# [ #16] ] " [[#23]]+°sSU A [ [#26]]2[[#15]]1Q
192. 162.26. 46 |Sain 147.237.72. 166 |aka. i df . i | Mil tiple Abnormal |y Long Header Line from 192, 162. 26. 46 B ock 1
192. 162. 26. 46 |Spain 147.237.72. 166 [aka. i df . i | Abnornal |y Long Header Line request header nane B ock 1
207. 46. 13. 95 g;s: 147.237.72. 166 [aka. i df . i | Lhknown Par anet er anp&anp in waw aka.idf.il/ None 1
46.19.85.123 |[Israel 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Code B ock 1
192. 162. 26. 46 |Spain 147.237.72. 166 [aka. i df . i | Ml tiple Ml formed HTTP Header Line from 192. 162. 26. 46 B ock 1
192. 162. 26. 46 |Spain 147.237.72. 166 |aka. i df . i | Illegal Byte Gode Character in URL j[[#21]] GE[#1]][[#31] Jcriva B ock 1
NULL Character in Method
115. 79. 90. 235 |V et nam 147.237.76.42 |refuah.idf.il S[[#0]1[[#0]11[#0]]1p; [[#23]1U OW[[#31]] D' ° GénCvdzFs, AuYye2 . Lasr ii[[#2]] |B ock 1
bR | &U[ [ #30] ] > Knvx¥( [ #6] ] « °+} [ [ #11] ] 5xAbx
NULL Character in Method
OYYXF! R-aAt mvhE[ [ #11] ] ™APBEXQY cEUGEeT ¢87w, ~ K22 8[ [ #18] ] 2[ [ #24] ] [ [ #25]
192. 162. 26. 46 |Spain 147.237.72. 166 [aka. i df . i | 1 yonazP{ [ #23] ] RiieE LXebdRzaO [ [#3] ] A« [[#19] ] [[#0]]p " [[#16]] <Oy |B ock 1
f>#81nce’ [[#0]] [ [#4]] [ [#23]] 2ol [#2]]Y. Gu(, ES ¢Kg[ [#24]] AS[ [#30] ] SS[[#8]1)
p[[#20]] fe*® ¢ —vze+ OCA
192. 162. 26. 46 |Spain 147.237.72. 166 [aka. i df . i | Mil tiple Abnormal |y Long Request from 192.162. 26. 46 Bl ock 1
192. 162. 26. 46 |Spain 147.237.72. 166 [aka. i df . i | Abnormal |y Long Request request version B ock 1
210. 87. 255. 225 |Hong Kong [147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to wan refua. atal .idf.il/894-en/ refuah. aspx B ock 1
192. 162. 26. 46 |Spain 147.237.72. 166 |aka. i df . i | Mil tiple Malformed URL from 192. 162. 26. 46 B ock 1
66. 87.114. 137 ;“;:gs 147.237.77.216|dover. i df . il Untraceabl e SSL Sessi ons: (pen Mvde None 1
I1l1egal HITP \ersion
192. 162.26.46 |Sain 147.237.72. 166 |aka. i df . i | a[[#6]]] Gc3D Nah[ [ #3] 1T 140 [ #7] 1 [ [ #16] ] QUM G&ZOUEX ; &, [ [ #19] ] ¥=1"Vi [[#29]]- |B ock 1
a
Unknown HTTP Request Met hod
115. 79. 90. 235 |V et nam 147.237.76.42 |refuah.idf.il S[[#0]1[[#0]1[[#0]]p; [[#23]]1U OW[[#31]] D} °UenOvozFS, AuYyée2 . Lasr i j[[#2]] [B ock 1
bR | &0[ [ #30] ] > Khvx¥(] [ #6] ] » ° =} [ [ #11] | 5xAbx
! . . S Untraceabl e Gonnection - Protocol violation
192. 162. 26. 46 |Fain 147.237.72. 166 |aka. i df . i | (SSLCONN APPLI CATI ON DATA EXCHANGE) None 1
68. 180. 228. 95 g];tt:: 147.237.76.31 |nakchal .idf.il |Paraneter Type M ol ati on PageNumin nakhal .idf.il/1110- he/ nakhal . aspx B ock 1
192. 162.26.46 |Sain 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Gode Character in Header Nane from 192. 162. 26. 46 B ock 1
Illegal Byte (ode Character in Header Nane
\ &l 40-i [[#0]]°47]] yc[ [ #24] ] [ [ #16] ] ubL, Rk™G KA\ @] [ #0] 1 &1 [ [#20]] <[ [#17]]n
. . . OWK[ [ #12] ] ¥>CLO
192.162. 26. 46 |Spain 147.237.72. 166 |aka. i df . i | A0 O [ #12] ] <=UF[ [ #17]] o e - B4 [ #2] ] €20 [#21]] 2a[[#29]] [[#29]] W haames|® ok |2
&’ -[[#15]]CBx j — B .
Lhe[[#22] ] W @ | OdI —°+hl qi | ¥H{ [ #16] ] [[#23]]+°sSU A [ [#26]]2[[#15]]11Q
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