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03-01-2016-03:04:00 to 03-01-2016-04:04:00

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |signature |Device Action |Count |
185. 103. 252. 5 147.237. 76. 86 navy.idf.il Bl ock_Ulp Al _Nets drop 2
91.121.183. 16 France 147.237.0. 35 akavs. i df.il Bl ock_Udp All _Nets dr op 1
208. 67. 1. 130 Lhited Sates 147.237.77. 235 sviva.idf.il Bl ock UWdp All Nets drop 1
185.94. 111. 1 147.237.77. 212 e. dover.idf.il Block Wdp All Nets drop 1
61. 160. 194. 228 Chi na 147.237.0. 35 akaws. i df .i | JIMPurple Gon Linit Htp drop 1
89. 248. 172. 207 Net her | ands 147.237.0. 34 tikshuv.idf.il Block Np Al _Net drop 1
185. 130. 5. 246 147.237.0. 17 m ny- kosher -kravi .idf.il Block Np Al _Net drop 1




03-01-2016-03:04:00 to 03-01-2016-04:04:00

|Top Attackers In IPS|

Attacker Address |Attacker Qountry rget Address |Site |Sgnature Devi ce Action |Count
95.91.77.11 Ger many 147.237.77.216  |dover.idf.il| |CLO00074: HTTP. majestic bot B ock 4
61. 135. 189. 110 Chi na 147.237.77.216 dover.idf.il [ClL000071: HTTP: User Agent Sogou+web+spi der B ock 4
174. 34. 135. 242 Lhited Sates 147.237.77. 216 dover.idf.il [CL000074: HTTP. najestic bot Bl ock 2
176. 9. 131. 69 Ger many 147.237.72.166 |aka.idf.il CL000074: HTTP. maj estic bot B ock 2
95.91.77.11 Ger many 147.237.72. 166 aka.idf.il C1000074: HTTP. naj estic bot B ock 2
162. 250. 190. 142 Canada 147.237.77. 216 dover.idf.il [ClL000008: HTTP: Xenu User Agent Bl ock 1




03-01-2016-03:04:00 to 03-01-2016-04:04:00

|Top Attackers In |D|

At acker

Attacker Address ‘Target Addr ess count ry Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
188.191.21. 221 [147.237.0.19 |Wkraine nedi matal.idf.il [ET SCAN NVAP -sS w ndow 1024

195 252 13129 |147. 237 76,30 |KOr€® Republic [ ET SIDAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1

of Potential Scan or Brute Force

94.102.48.193 [147.237.8.45 |[Netherlands eeitanidf.il ET SCAN NMAP -sS wi ndow 1024 1
50. 77. 145. 78 147.237.76. 147 |Whited Sates  |chinuch. aka.idf.il[ET SCAN NMAP -sS wi ndow 1024 1
212.227.89.173 |147.237.77.74 |Ger many lawidf.il ET SCAN Potential SSH Scan 1
188.191. 21. 221 [147.237.0.35 |lkraine akavs. i df .i | ET SCAN NMAP -sS wi ndow 1024 1
159. 122. 223. 130|147. 237. 77. 243 |Net her | ands nobi | e.idf.il ET SCAN NVAP -sS w ndow 1024 1
104.232.98.38 |147.237.77.170 naarachot.idf.il |ET SCAN NVAP -sS w ndow 3072 1
80. 82. 79. 104 147. 237. 77. 233 |Net her | ands atal.idf.il ET SCAN NMAP -sS wi ndow 1024 1




03-01-2016-03:04:00 to 03-01-2016-04:04:00

|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature
194, 218.27. 162 |Sweden 147.237.72. 166 |aka. i of . i Bad TCP sequence I'nvalid ACK nunber monitor  |116
194. 218.27. 162 [Sweden 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber aert 58
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 36
S reaning Engi ne: TCP i i ssi
176.13.20.88  |Israel 147.237.72. 166 |aka i df .i mng ngine. Invalid segnent retransmssion. | 12
Inval i d Retransmission Packet dr opped.
80. 100. 6. 253 Net her | ands 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 10
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
173.208. 213. 114|lhited Sates 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop
79.178.107. 230 [Israel 147.237. 77. 216 |dover.i df .il SYN At t ack SYN -> SYN-ACK -> Tinmeout |reject
reamng Engi ne: T i i ssi
109. 67.167.74 |israel 147.237.72. 166 |aka. i df . i Streamng Engi ne: TCP Invalid segnent retransmssion. fq ., 3
Inval i d Ret ransmission Packet dropped.
ream n ine: T i i ssi
79.179.103. 242 |Israel 147.237.72. 166 |aka i df .| Streamng Engi ne: TCP Invalid segnent retransmssion. | . 3
Inval i d Retransnission Packet dropped.
S reanm ng Engi ne: TCP i i ssi
109. 160. 171. 2031 sr ael 147. 237. 72. 166 |aka. i of . i mng tngine: ! Invalid segnent retransmssion. |, 3
Inval i d Retransnission Packet dropped.
S reaning Engi ne: TCP i i ssi
79.176.181. 142 I srael 147.237.72. 166 |aka i df .i mng ngine. Invalid segnent retransmssion. | 3
Inval i d Retransmission Packet dr opped.
84.111.39.33  |[Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d ACK nunber monitor |2
106. 38. 241. 106 |Chi na 147.237.72.166 |aka.idf .il dr op SAMrul e drop 2
85.214. 155. 116 |Ger many 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 2
5.29.78.38 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SN drop 2
45.32.233. 86 147. 237.77. 216 |dover.idf .il Orectory Traversal directory traversal overflow |[nonitor |1
141. 212. 122. 153|Wited Sates 147.237. 77. 212 |e. dover. i f .1 Geo- | ocati on enf or cenent Sﬁ?olrggi:]f” I nbound drop 1
95.91.77.11 Ger many 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Tineout [reject 1
80.82.79.104  |Netherlands 147. 237. 77. 226 "‘:"}W chamat z. aka. Tdf |oyN At t ack SYN -> SYN-ACK -> RST rej ect 1
80.82.79.104  [Netherlands 147.237.0.200 |mdu.idf.il Geo- 1 ocation enforcement |0:! ocation inbound drop 1
enf or cenent
46. 60. 87. 65 ga:lcis;i':éa” Territony s 47 237.77. 216 |dover. i df .1 SYN At t ack SYN -> SYN-ACK -> Tinmeout [rgect |1
141. 212. 122. 154|Uhited Sates 147.237.76. 148 |gocenter. aka i df i1 [dr op drop 1
80.82.79.104  |Netherlands 147.237.77. 227 |e. hanaz. i df . Geo- | ocation enforcenent  |Co0!ocation inbound drop 1
enf or cenent
185. 106. 92. 164 147.237.0.35 |akavs.idf.il drop drop 1
80. 82. 79. 104 Net her | ands 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
77.77.76.3 L;ZEH:??C 147. 237.77. 216 |dover. i o . | Bad TCP sequence I'nval i d AGK nunber alert 1
141. 212. 122. 154|wited Sates 147.237.77. 212 |e. dover . i df .1 Geo- | ocati on enf or cenent gﬁ?;}:ggi'ﬂfn I nbound drop 1
106. 38. 241. 106 |Chi na 147. 237. 77. 176 |nat pash. i df . i | dr op SAMrul e dr op 1
80. 82. 79. 104 Net her | ands 147.237.77.233 |atal .idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
80.82.79.104  |Netherl ands 147.237.0.33  [idf.il drop drop 1
185. 106. 92. 164 147.237.76.31 |nakchal .idf.il SYN At t ack SYN - > SYN-ACK -> Tinmeout [reject 1
113.76.90.199 |Chi na 147.237.0.19 |nadimatal .idf.il drop SAMrul e drop 1
95. 38. 61. 199 IF;.$B| i'i'gf"c 147. 237. 77. 216 |dover i of . i Bad TCP sequence Inval i d ACK number alert 1
80. 82.79. 104 Net her | ands 147.237. 76. 148 |gqcenter. aka. i df . i | dr op drop 1
77.77.76.3 :éxbl :2'37"" 147. 237. 77. 216 |dover . i of .| Bad TCP sequence Invalid ACK nunber moni tor |1
159. 226.95.66  |Chi na 147. 237. 76. 198 |e. yohal an. i df . i | Geo- | ocation enforcement | 0! ocation inbound drop 1
enf or cenent
106. 38. 241. 106 |Chi na 147.237. 77. 216 |dover.i df .il drop SAMrul e drop 1
80.89.7.218 Russi an Federation |147.237.77.233|atal.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |1
80. 82. 79. 104 Net her | ands 147.237.0.34 |tikshuv.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
192.0.99.131  |whited Sates 147.237. 77. 216 |dover.i df .il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212. 122. 153|Lhited Sates 147.237. 76. 148 |gqcenter. aka. i df . i | dr op drop 1
95. 38. 61. 109 'F;zz'bl |Siame 147. 237. 7. 216 |dover. i o . | Bad TCP sequence Inval i d AGK nunber moni tor |1
80.82.79.104  |Netherlands 147.237. 76. 197 |e. hinush. i df . | Geo- | ocation enforcenent |Co0!ocation inbound drop 1
enf or cenent
106. 38. 241. 106 |Chi na 147.237.77. 233 |atal i df.il drop SAMrul e dr op 1
80.82.79.104  |Netherlands 147.237.0.35  |[akaws.idf.il drop drop 1




03-01-2016-03:04:00 to 03-01-2016-04:04:00

|Top Attackers In V\AF|

Attacker Addr ess|Attacker Oountry|Tar get Address |Site Sgnature

8.37.233.163 [lhited Sates 147.237.77. 216 |dover.idf.il Ostributed Wnaut hori zed URL Access on waw i df.il/error.htm [B ock 4
131. 253. 25. 251 |lhited Sates 147.237.77. 216 |dover . i df . i | Dstributed Uhauthorized URL Access on wwidf.il/error.htm |B ock 3
46.19.85.106 |[Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 3
66.249.69.26 [lLnited Sates 147.237.77. 216 |dover.idf.il Ostributed Wnaut hori zed URL Access on waw i df.il/error.htm [B ock 2
66. 249. 69. 26 Lhited Sates 147.237.77.216|dover. i df . il Unaut hori zed URL Access to ww i df.il/1283-15944-en/ dover |B ock 1
157.55.39.40 [lhited Sates 147.237.0.16 [ny- kosher-kravi . i df . i ||Uauthori zed LR Access to www ny-kosher-kravi.idf.il/ Bl ock 1
65.55.210. 113 [lhited Sates 147.237.77. 216 |dover.idf.il Ostributed Wnaut hori zed URL Access on waw i df.il/error.htm [B ock 1
213.57.134. 162 |Israel 147.237.0.19 |madimatal .idf.il Suspi ci ous Response Code B ock 1
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