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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action |Count
185. 103. 252. 5 147.237.8. 50 e tikshuv.idf.il ock Wp Al _Nets drop 4
185. 103. 252. 5 147.237.77.178 e. nat pash. i df.il ock_Udp All _Nets dr op 4
185. 103. 252. 5 147.237.0. 16 ny- kosher-kravi .idf.il Bl ock Wp Al Nets drop 4
185. 130. 5. 246 147. 237.76. 30 hi nush. i df . i | Block Np Al Net drop 1
185. 130. 5. 246 147.237.77. 170 n@ar achot .i df i | Block Np All Nt dr op 1
52.53.222.9 Lhited Sates 147.237.77. 176 nat pash. i df . i | Block Np All Net drop 1
185. 130. 5. 246 147.237.0. 35 akaws. i df . i Block Np All Net drop 1
185. 130. 5. 246 147.237.8. 28 e.nobil e-ks.idf.il B ock Np Al Net dr op 1
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|Top Attackers In IPS|

|Attacker Qount ry

Attacker Address

Target Address

|Site

|Sgna1ure

Devi ce Action |Oount

61.135. 189. 110 Chi na 147.237.77.216  |dover.idf.il CLl000071: HTTP: User Agent Sogou+web+spi der B ock 4
109. 66. 183. 210 I srael 147.237.0. 34 tikshuv.idf.il |CL000138: HITP. prefix 1.01 in the URL Bl ock 2
199. 30. 24. 212 Lhited Sates 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the URL B ock 2
40.77.167. 88 Lhited Sates 147.237.0. 34 ti kshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 1
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|Top Attackers In |D|

Target Address

A tacker
Count ry

Signature

195. 34. 150. 18 |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66.249. 66. 107 [147.237.77.74 |Uhited Sates  [lawidf.il ET SCAN NVAP -sA (2) 2
113.59.33.61 [147.237.72.14 |China dover.idf.il (ol d) ET SCAN NVAP -sS wi ndow 1024 1
107.2.79.150 |147.237.76. 148 |lhited Sates gacenter. aka. i df il ET SCAN NMVAP -sS w ndow 3072 1
107.2.79.150 [147.237.76. 148 |lnited Sates ggcenter. aka. i df .il ET SCAN NVAP -f -sS 1
222.186.56.27 |[147.237.0.16 |China ny-kosher-kravi.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
82.222.137. 109 |147. 237. 72. 156 | Tur key anan.idf.il ET SCAN NVAP -sS wi ndow 2048 1
201 173.93. 184 |147. 237, 76. 176 |vexti co test. noore.idf il ET SI‘AN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
82.222.137.109 |147. 237. 72. 156 | Tur key anan.idf.il ET SCAN NVAP -f -sS 1
198. 72. 107. 101 |147. 237. 77. 74 |Canada lawidf.il ET SCAN NVAP -sS wi ndow 2048 1
63.221. 141. 195 |147. 237. 0. 200 |Hong Kong ndu. i df il ET SCAN Potential SSH Scan 1
198. 72. 107. 101 |147. 237. 77. 74 |Canada lawidf.il ET SCAN NVAP -f -sS 1
120. 72. 118. 152 |147. 237. 76. 200 |M et nam eitan aka.idf.il ET SCAN NVAP -sS wi ndow 4096 1
113.59.33.61 [147.237.72.14 |China dover.idf.il (ol d) ET SCAN NVAP -sS wi ndow 2048 1
113.59.33.61 |147.237.72.14 |China dover.idf.il (ol d) ET SCAN NVAP -f -sS 1
107.2.79.150  [147.237.76. 148|Wnited Sates  |ggcenter.aka idf.il ET SCAN NVAP -sS wi ndow 2048 1
222.186.56.27 |[147.237.0.33 [China idf.il ET SCAN Potential VNC Scan 5900- 5920 1
94.142.141. 48 |147.237. 76. 42 ':;Zg::t”ion refuah. i df il ET SCAN NVAP -sS wi ndow 3072 1
201 173.93. 184 |147. 237, 76. 196 |vex co o svivaidf il ET SI‘AN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
82.222.137.109 |147. 237. 72. 156 | Tur key anan.idf.il ET SCAN NVAP -sS wi ndow 1024 1
201 173.93. 184 |147. 237 76. 34 |Mexti co yohal an.i df i ET SCAN Behavi oral Lhusual Iy fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
198. 72. 107. 101 |147. 237.77. 74 |Canada lawidf.il ET SCAN NVAP -sS wi ndow 1024 1
120. 72. 118. 152 [147. 237. 76. 200 |\ et nam eitan aka. idf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature
194, 218.27. 162 |Sweden 147.237.72. 166 |aka. i df .i Bad TCP sequence Inval i d ACK nunber moni tor  |112
194. 218.27. 162 [Sweden 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber alert 56
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
212.143.142.56 |[Israel 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop
2.54.146. 61 I srael 147.237.77. 243 |mobi l e.i of .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect
85.214. 155. 116 |Ger many 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
Sreamng Engine: TCP Invalid i i SSi
79.180.209.36 |Israel 147.237.72. 166 |aka. i df .| 9 =g Invalid segnent retransmssion. g ., 3
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
129.98.33.244 |Wited Sates 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, ., 3
Ret r ansnm ssi on Packet dr opped.
reamn ine: TCP Invali i i ssi
66.249.78.223 |lnited Sates 147.237.77. 243 |nobile. i f .i Streaming Engi ne: TCP alid|invalid segnent retransnissi on, drop 3
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
141.8.132.32  |Russian Federation [147.237.0.34 |tikshuv.idf.il 9 =g Invalid segnent retransmssion. |, ., 3
Ret r ansnm ssi on Packet dr opped.
reamn ine: TCP Invali i i ssi
46.19. 85. 52 I srael 147. 237. 72. 166 |aka. i of . i | Streamng Engi ne: TCP alid|invalid segnent retransnission. |, op 3
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
141.8.132.112  |Russian Federation  |147.237.72. 166 |aka.idf. il 9 =g Invalid segnent retransmssion. | ., 3
Ret r ansnm ssi on Packet dr opped.
reamn ine: TCP Invali i i ssi
149. 78. 250. 171 |Israel 147. 237. 72. 166 |aka. i of . i | Streamng Engi ne: TCP alid|invalid segnent retransnission. |, op 3
Ret ransm ssi on Packet dropped.
212.143.135.92 |l srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
5.102.195.133 |l srael 147.237.72.166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
106. 38. 241. 106 |Chi na 147.237.72. 166 |aka. i df .i | drop SAMrule drop
Sreaming Engine: TCP Invalid i i ssi
40.77.167.98  |uited Sates 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. | ., 2
Ret r ansn ssi on Packet dr opped.
203. 127.96. 219 |9 ngapore 147.237.77. 216 |dover.idf.il Bad TCP sequence Invali d ACK nunber noni t or 2
203. 127.96. 219 |9 ngapore 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 2
80. 100. 6. 253 Net her | ands 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
212.143.135.92 |Israel 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d ACK nunber alert 2
. . SYNtACK retransmt with .
203.127. 96. 219 |S ngapore 147.237.77. 216 |dover.idf .il Bad TCP sequence different vi ndow scal e monitor |2
Sreanmng Engine: TCP Invalid i i ssi
199.30.25.160 |Wited Sates 147. 237. 76. 200 |ei tan. aka. i f .| 9 =g Invalid segnent retransmssion. | . 2
Ret ransm ssi on Packet dropped.
159. 226. 95. 66  |Chi na 147.237.76. 34 |yohal an.idf.il drop drop 1
114.112.90.54 |China 147.237.77. 234 |hal ag.idf i1 SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
80. 82. 79. 104 Net her | ands 147.237.77. 205 |prisha.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
203.127.96. 221 |9 ngapore 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 1
46.121. 122. 48 |l srael 147.237.72. 167 |ishurimaka. i of .il[Bad TCP sequence Inval i d AK nunber noni t or 1
192.0.100. 154 |Uhited Sates 147.237.77. 216 |dover.idf .il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
141, 212. 122. 146|Wited Sates 147.237.8.28 |e.nwbile-ks.idf.il{Geo-1 ocation enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
201. 103. 232. 23 |Mexi co 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
165. 120. 30. 248 |United Ki ngdom 147.237.76.86 |navy.idf.il Bad TCP sequence Invali d ACK nunber noni t or
80.82.79.104  [Netherlands 147.237.77. 212 |e.dover.idf.il  [Geo-1ocation enf or cenent Geo-I ocat i on i nbound drop 1
enf or cenent
203. 127.96. 221 |S ngapore 147.237.77. 216 |dover.idf .il SYN At tack SYN -> SYN-ACK -> Tineout [reject 1
141.212.122. 150|thited Sates 147.237.0.33  idf.il drop drop 1
106. 38. 241. 106 |Chi na 147.237.77. 176 |natpash.idf.il  |drop SAMrule drop 1
219. 74. 35. 13 S ngapor e 147.237.77. 216 |dover.idf .il SYN At tack SYN -> SYN-ACK -> Tineout [reject 1
80. 82. 79. 104 Net her | ands 147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
173. 208. 213. 114|nited Sates 147.237.77. 216 |dover. i df . i SYN At t ack SYN -> SYN-ACK -> Tineout |reject 1
80. 82. 79. 104 Net her | ands 147.237.77. 216 |dover.idf .il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
. . SYNtACK retransmt with .
203.127. 96. 221 |S ngapore 147.237.77. 216 |dover.idf .il Bad TCP sequence different vi ndow scal e monitor |1
73.188.9.111 Lhited Sates 147.237.77. 216 |dover. i df .| Bad TCP sequence Invalid ACK nunber monitor |1
141.212.122. 151 |nited Sates 147.237.0.33 [idf.il drop drop 1
106. 38. 241. 106 |Chi na 147.237.77. 216 |dover.idf.il drop SAMrul e drop 1
221.199. 217. 173|Australia 147.237.77. 216 |dover.idf .il SYN At tack SYN -> SYN-ACK -> Tineout [reject 1
80. 82.79. 104 Net her | ands 147.237.77. 170 |naarachot . i df .il [SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
178. 214. 79. 207 glcf;i'géa” Territoy,ly 47 237.77. 176 [natpash.idf. i1 |SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
75. 68.51. 127 Lhited Sates 147.237.77. 176 |nat pash. i df .i | Bad TCP sequence Inval i d ACK nunber alert
195. 62.53.168 |Russian Federation [147.237.72.167 |ishurimaka.idf.il|SYN At t ack SYN -> SYN-ACK -> RST rej ect
5.22.131.120 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count

208. 113. 248. 206|Lhited S ates 147.237.72.166 |aka. i df . i | Mul tipl e Whaut hori zed URL Access from 208. 113. 248. 206 B ock 3

66.249. 66. 184 |Lhited States |147.237.0.34 [tikshuv.idf.il [Miltiple Wauthorized URL Access from 66.249. 66. 184 B ock 2

108.7.216.104 |Uited Sates [147.237.72.166|aka.idf.il Uhaut hori zed URL Access to waw aka. i df.il/mai/giyus/ general . aspx Bl ock 1

66.102. 8. 243 Lhited Sates [147.237.77.216|dover.idf.il D stributed Uhaut hori zed UR. Access on waww i df.il/error. htm B ock 1

220.255.103.5 |9 ngapore 147.237.77. 216 |dover . i df . i | D stributed Uhauthori zed URL Access on wawidf.il/error.htm B ock 1
: . . Uhaut hori zed URL Access to

157.55.39. 152 |wited Sates [147.237.76.42 |refuah.idf.il vwy ref ua atal i df .1/ shar ed user cont rol s/ header upper/ B ock 1
: ; ] Uhaut hori zed URL Access to

207.46.13. 107 United Sates  |147.237.77.216 dover.idf.il ww i df . i | / shar ed/ user cont r ol s/ header upper / Bl ock !

108.7.216.104 |uhited Sates |147.237.72.166|aka.idf.il Lhknown Paraneter catld in ww aka.idf.il/main/giyus/ general . aspx None 1
} . . Uhaut hori zed URL Access to

66. 249. 66. 65 Uited Sates |147.237.77.74 (lawidf.il v rag i of i |/ iobi | ef tenpl at es/ getfi| ef getfi | e. aspx B ock 1

. . . S Uhtraceabl e Gonnection - Protocol violation
189. 217. 128. 170|Mexi co 147.237.77.216|dover.i df .i | (SSL CONN CLI ENT FELLO) None 1
66. 249. 69. 26 Lhited Sates |147.237.77.216|dover.idf.il Mil tipl e Unauthorized URL Access from 66. 249. 69. 26 B ock 1
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n

24.70. 166. 62 Canada 147.237.72. 166 [aka. i df . i | vow aka. i df . i |/ nai v sachar/ rai | box. aspx None 1

108.7.216.104 |lhited Sates [147.237.72.166|aka.idf.il Lht raceabl e SSL Sessi ons: (pen Mbde None 1

66. 249. 66. 126 Lhited Sates 147.237.77. 170 |maar achot . i df . i I|Uaut hori zed UR. Access to 147.237.77. 170/ pdf/ fi | es/ 5/ 110895. pdf B ock 1

189. 217. 128. 170|Mexi co 147.237.77.216|dover.i df .i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1

68.180.228.112 |lnited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to v i df . il/894-en/ dover. aspx/ Bl ock 1

40.77.167. 45 Lhited Sates |[147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77. 233/ 1360- he/ at al . aspx B ock 1

212. 140, 142. 99 LKTI;gegom 147.237.77.243|nobil e.idf .i|  |Wtraceabl e SSL Sessions: pen Mde None 1

114.112.90.54 |China 147.237.77.234|hal ag.i df . i | Unhaut hori zed URL Access to 147.237.77. 234/ B ock 1
: . . Uhaut hori zed URL Access to

66.249.66.176 |lUited Sates [147.237.77.74 [lawidf.il 147.237.77. 74] si p, st or agel {1 | es/ 9/ 1449, doc B ock 1

192. 157. 245. 129|Uhited Sates |147.237.77.216|dover.idf.i | Lhaut hori zed LRL Access to waw i df.il/pricing Bl ock 1
: ; ] O stributed Uhaut hori zed URL Access on

69.58.178. 56 United Sates  |147.237.77.216 dover.idf.il ww i df . i | / shar ed/ user cont r ol s/ header upper / Bl ock !

66. 102. 8. 238 Lhited Sates [147.237.77.216|dover.idf.il Dstributed Lhauthori zed UR. Access on waww i df.il/error.htm B ock

216.196.226.99 |Lnited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wawn i df.il/sip_storage/files/2/4912. png B ock

131.253. 25. 246 |Uhited Sates |147.237.77.216|dover.idf.i | D stributed Whaut hori zed UR. Access on waw i df.il/error.htm Bl ock 1
: . . Uhaut hori zed URL Access to

66.249.66.179 |Lhited Sates [147.237.77.74 |lawidf.il 147.237.77. 74] si p, st or agel {1 | es/ 8/ 1258. doc B ock 1

203. 127. 96. 201 |S ngapore 147.237.77.216|dover. i df .i | D stributed Uhaut hori zed UR. Access on waww i df.il/error. htm B ock 1
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