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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

|Target Address

Site

Signature

Device Action

Count

82. 145. 218. 83 Eur ope 147.237.77. 216 dover.idf.il Bl ock_Ip Véb In drop 19
217.26.171. 188 Mol dova, Republic of 147.237.77.176 nat pash. i df.i | L4 Source or Dest Port Zero dr op 2
185. 130. 5. 201 147.237.8. 28 e. nobil e-ks.idf.il Bl ock Udp All Nets drop 1
185. 130. 5. 246 147.237.77. 170 n@ar achot . i df . i | Block Np All Net drop 1
58. 56. 44. 229 Chi na 147.237.77. 235 sviva.idf.il JLIMPurple Gon Linit_ Htp drop 1
185. 130. 5. 224 147. 237. 72. 166 akaidf.il Block Wdp All Nets drop 1
192. 3. 27. 250 Lhited Sates 147.237.77. 216 dover.idf.il Block Np Al _Net drop 1
185. 130. 5. 246 147.237.8. 28 e.nobil e-ks.idf.il B ock Np Al _Net dr op 1
217.26.171.188 Ml dova, Republic of 147.237.76.176 test.ncore.idf.il L4 Source or Dest Port Zero drop 1
183. 254.128. 111 Chi na 147.237.76. 177 ncore.idf.il Bl ock Udp All Nets drop 1
185. 130. 5. 246 147.237.76. 30 hi nush. i df i | Block Np All Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry get Address |Site ‘Sgnature Devi ce Action |Count
61.135. 189. 110 Chi na 147.237.77.216 |dover.idf.il Cl000071: HTTP:. User Agent Sogou+web+spi der B ock 5
173.234.159.250 |Wited Sates 147.237.77.216 |dover.idf.il C1000074: HITP. naj estic bot B ock 2
199. 30. 24. 212 Lhited Sates 147.237.0. 34 tikshuv.idf.il [Cl000138: HITP. prefix 1.01 in the LR Bl ock 2
93.219.97.171 Ger many 147.237.72.166 |aka.idf.il CL000074: HTTP. naj estic bot B ock 2
40.77.167. 88 Lhited Sates 147.237.0. 34 tikshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 1
162. 250. 190. 142  |Canada 147.237.77.216 |dover.idf.il C1000008: HTTP: Xenu User Agent Bl ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
104. 192. 0. 19 147.237.8.27 |Wited Sates |e nadimatal.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
84. 224, 162, 108 |147. 237.76.34 |Fungary yohal an.i df i1 ET SCAN Behavi oral ULhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
61.244.49.137 [147.237.0.34 |Hong Kong tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1
61. 240. 144. 64 |147.237.77.178|Chi na e. mat pash. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
195. 216. 176. 244|147.237.0.35 |Latvia akaws. i df .i | ET SCAN NMAP -sS wi ndow 1024 1
195. 216. 176. 244|147.237.0. 17 |Latvia mny-kosher-kravi.idf.il |[ET SCAN NVAP -sS w ndow 1024 1
120. 72.118. 152 |147. 237. 76. 200 |M et nam eitan. aka.idf.il ET SCAN NVAP -sS w ndow 4096 1
104. 192. 0. 20 147.237.76.44 |wnited Sates |e.refuah.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
104. 192. 0. 19 147.237.76.39 |Wited Sates |rmobile. neitav.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
89. 255. 21. 58 147.237.72. 156 |Nether| ands  |aman.idf.il ET SCAN Potential SSH Scan 1
63.221.141.195 [147.237.0.200 |Hong Kong ndu. i df il ET SCAN Potential SSH Scan 1
61.244.49.137 [147.237.0.33 |Hong Kong idf.il ET SCAN NVAP -sS w ndow 1024 1
218. 246. 0. 97 147.237.0.15 |China kosher -kravi .idf.il ET SCAN NVAP -sS w ndow 1024 1
195. 216. 176. 244|147.237.0.33 |Latvia idf.il ET SCAN NMAP -sS wi ndow 1024 1
120. 72.118. 152 |147. 237. 76. 200 |M et nam eitan aka idf.il ET SCAN NMAP -sS wi ndow 1024 1
104.192. 0. 19 147.237.77.178 |thited Sates |e. natpash.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
194. 218. 27. 162 |Sweden 147. 237. 72. 166 |aka.i of .il Bad TCP sequence Inval id ACK nunber nonitor (118
194. 218.27. 162 [Sweden 147.237.72. 166 [aka.i df .i Bad TCP sequence Invalid AGK nunber aert 60
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
Sreaning Engi ne: TCP i i ssi
46.19.85.182  [Israel 147.237.77. 243 |nobi l e.i f . | M NG ENQINE: 1L7Invalid segnent retransnission. Packet drop 27
Inval i d Retransnissi on|dropped.
46. 19. 85. 202 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber alert
46. 19. 85. 202 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or
S reani ng Engi ne: TCP i i ssi
79.183.58.207 | srael 147.237.77. 243 |robi l e, i of .1 M NG ENQINE. TLFYinval id segnent retransmi ssi on. Packet drop 9
I nval i d Retransn ssi on|dropped.
46. 19. 85. 202 I srael 147.237.77. 216 [dover.idf.il Bad TCP sequence Invalid ACK nunber noni tor |6
S reaning Engi ne: TCP i i ssi
2.52.188.0 I'srael 147.237.72. 166 |aka.i df . M NG ENQINE. TLFYinval i d segnent retransmi ssi on. Packet drop 6
I nval i d Retransn ssi on|dropped.
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 6
46. 19. 85. 202 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval id AGK nunber aert 6
5.22.131. 124 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Inval i d ACK nunber nonitor (5
85. 250. 16. 72 I srael 147.237.77. 216 |dover. i df .il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 4
46. 19. 85. 187 I srael 147.237.76.30 |hinush.idf.il Bad TCP sequence Inval id AGK nunber aert 4
5.102.195. 133 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber nonitor 3
reanmn ine: T i 1
176.13.14.86 | srael 147.237.77. 243 |robi L e. i of . i1 Streamng Engine: TCPlinvalid segment retransmission. Packet drop 3
Inval i d Retransnissi on|dropped.
reaning Engi ne: T i i
2.52.179. 23 I srael 147.237.72. 166 |aka.i df . i Stream ng Engi ne: TCPinvalid segnent retransnission. Packet drop 3
I nval i d Retransnissi on|dropped.
S reaning Engi ne: TCP i i ssi
176.13.20.25  [israel 147.237.72. 166 |aka.i df . M NG ENQINE. TLFYinval i d segnent retransmi ssi on. Packet drop 3
I nval i d Retransni ssi on|dropped.
reanmn ine: T i 1
109. 253. 129. 49 i srael 147.237.72. 166 |aka.i df . Streamng Engine: TCPlinvalid segment retransmission. Packet drop 3
Inval i d Retransnissi on|dropped.
reaning Engi ne: T i i
79.177. 167. 234 |Israel 147.237.72. 166 |aka.i df . i Stream ng Engi ne: TCPinvalid segnent retransnission. Packet drop 3
Inval i d Retransnissi on|dropped.
S reaning Engi ne: TCP i i ssi
2.54.162. 77 I'srael 147.237.72. 166 |aka.i df . M NG ENQINE. TLFYinval i d segnent retransmi ssi on. Packet drop 3
I nval i d Retransn ssi on|dropped.
reanmn ine: T i 1
109. 253. 130. 244|i srael 147.237.72. 166 |aka.i df . i Streamng Engine: TCPlinvalid segment retransmission. Packet drop 3
Inval i d Retransnissi on|dropped.
S reaning Engi ne: TCP i i ssi
46.19.85.202  |Israel 147. 237. 77. 243 |nobi l e.i df . i1 M NG ENQINE: L7 nvalid segnent retransmssion. Packet drop 3
Inval i d Retransnissi on|dropped.
S reaning Engi ne: TCP i i ssi
149.78.19.187 | srael 147.237.72. 166 |aka.i df . M NG ENQINE. TLFYinval i d segnent retransmi ssi on. Packet drop 3
I nval i d Retransni ssi on|dropped.
63.171.19.251 |Yenen 147.237. 77. 216 |dover.idf .i | Bad TCP sequence I'nval id ACK nunber nonitor |2
46.121.122.48 | srael 147.237.77. 226 | "}" chamatz.aka.1df |gay TOP sequence  invalid AK number moni tor |2
203. 127.96. 219 |9 ngapore 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |2
37.46.39. 44 I srael 147.237.72. 166 |aka. i of .i | Bad TCP sequence Invalid ACK nunber nonitor |2
203.127.96. 219 |9 ngapore 147.237.77. 216 |dover. i df .i SYN Attack SYN -> SYN-ACK -> RST rej ect 2
106. 38. 241. 106 |Chi na 147. 237. 72. 166 |aka.i of .il drop SAMirul e drop 2
203.127. 96. 219 |4 ngapore 147. 237. 77. 216 |dover. i df . i | Bad TCP sequence Ssca::a( retransmt wth different wndow oo |5
63.171.19.251 |Yenen 147.237.77. 216 |dover.idf . il Bad TCP sequence I'nval i d ACK nunber alert
213. 233. 85. 159 |Romani a 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
113.76.90.199 |Chi na 147.237.76. 176 |test.ncore.idf il drop SAMrule drop
o Geo-1 ocati on S
80. 82.79. 104 Net her | ands 147.237.72. 217 |e.idf. il Geo- | ocation i nbound enf or cenent drop 1
enf or cenent
203.127.96. 221 |9 ngapore 147.237.77. 216 |dover.idf il SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 1
106. 38. 241. 106 |Chi na 147.237.77. 233 |atal .idf.il drop SAMirul e drop 1
69. 112. 97. 39 Lhited Sates  [147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber nonitor (1
Geo-1 ocati on
141.212.122. 145|lhited Sates 147.237.8.28 |e.nobile-ks.idf.il Geo- | ocation i nbound enf or cenent drop 1
enf or cenent
Pal esti ni an
46.244.75.181 |Territory, 147.237. 77. 176 |nat pash. i df . i | drop First packet isn't SWN drop 1
Qccupi ed
203.127.96. 221 |Si ngapore 147.237.77. 216 |dover. i df .i Bad TCP sequence ssca:ga( retransmt wth different wndow oo |g
40.118.170.50 |Wnited Sates |147.237.0.17 gﬁ*“m“”WL'SMVNtmk SYN -> SYN-ACK -> Ti meout reject |1
Geo-1 ocati on
141.212.122. 146|lhited Sates 147.237.8.28 |e.nobile-ks.idf.il Geo- | ocation i nbound enf or cenent drop 1

enf or cenent
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Attacker Address | o ry Target Address |Ste Signature
Pal esti ni an
46.244.75.181 [Territory, 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 1
Qccupi ed
Non- conpl i ant TCP packets coming from
Streaning Engi ne: TCP|miti i
176.13.22.239  |israel 147.237.77. 243 |mbile.i o i1 9 =g mitiple external sources were detected. This |, - f;
anonal y detected nay result frompotentia network
configuration probl em
40.118. 170. 50 Lhited Sates 147.237.0. 33 idf.il dr op drop 1
106. 38. 241. 106 |Chi na 147.237.77. 176 |nat pash. i df .i | drop SAMrul e drop 1
113.76.90.199 |China 147.237.0.15 |kosher-kravi.idf.il drop SAMrul e drop 1
80. 82. 79. 104 Net her | ands 147.237.72. 167 |i shurimaka. i df . i1 SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
46.121.122.48 | srael 147. 237, 77. 206 |V chamt 2. aka Tdf 1oy T0p sequence  [invalid AGK nunber dert |1
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A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Action ‘Count
66.249.81.218 |Wited Sates |147.237.77.216|dover.idf.il D stributed Unaut horized LRL Access on wwwidf.il/error. htm B ock 6
46. 19. 85. 182 I srael 147.237.77.243|nobi l e.i df . i | Distributed Suspicious Response Code B ock 5
79.183.58.207 |[Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
87.109.245.36 |Saudi Arabia 147.237.77.216|dover. i df . il Mil ti pl e Wnaut hori zed URL Access from 87.109. 245. 36 B ock 3
208.113. 248. 206|lhited Sates [147.237.72.166|aka. i df.il Ml tipl e Unauthorized URL Access from 208. 113. 248. 206 B ock 3
66. 249. 81. 215 RJF Sﬁ::ﬂ on 147.237.77.216|dover . i df . il Dstributed Waut hori zed URL Access on waw idf.il/error. htm B ock 2
66.249.66.184 |lhited Sates [147.237.0.34 |tikshuv.idf.il Mil tipl e Lhaut hori zed UR. Access from 66. 249. 66. 184 B ock 2
66. 249. 69. 26 Uhited Sates [147.237.77.216|dover.idf.il Ml tipl e Unaut horized URL Access from 66.249. 69. 26 B ock 2
70.194.71.12 Lhited Sates [147.237.72.166|aka.idf .il Unt raceabl e SSL Sessi ons: (pen Mbde None 2
176.13.9.137 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
66.249.81.212 |Lnited Sates |147.237.77.216|dover.idf.il D stributed Unaut hori zed LRL Access on waw idf.il/error. htm B ock 2
_ waw. chanat z. aka. i d|unaut hori zed URL Access to
208. 115.113.89 |lhited Sates 147.237.77. 226 £l Wi chanat z. aka. i df . i 1/ ki shur/ def aul t . asp Bl ock 1
66.249.66.179 |lhited Sates [147.237.77.74 [lawidf.il Unaut hori zed URL Access to 147.237.77.74/robots. txt B ock 1
Unaut hori zed URL Access to
178. 255. 215. 87 |France 147.237.77.216|dover. i df . il WA i df . i 1/ hebrew or gani zat i on/ pazan_i n_pi ct ur es/ kkkkkkk=7f 4d6 |Bl ock 1
8adkkkkkkk 7f 4d68a4
1. 4.175. 242 Thai | and 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None
220.255.103.5 |9 ngapore 147.237.77.216|dover.idf.il Dstributed Wauthori zed URL Access on waw idf.il/error.htm Bl ock
] . . . DO stributed Whaut hori zed URL Access on
66. 249. 66. 184 Lhited Sates 147.237.0. 34 tikshuv.idf.il waw ti kshuv. i df . i | / mai vV gi yus/ gener al . aspx Bl ock 1
203. 127.96. 201 |S ngapore 147.237.77.216|dover. i df . il D stributed Lhaut hori zed URL Access on v idf.il/error. htm B ock 1
24.61.14.98 Lhited Sates |147.237.77.216|dover.idf .il Untraceabl e SSL Sessi ons: Qpen Mvde None 1
87.109.245.36 |Saudi Arabia  |147.237.77.216|dover.idf.i | Uhaut hori zed URL Access to wawidf.il/arr/ B ock 1
68.180. 228. 112 |Wnited Sates |147.237.77. 216 |dover. i df .| Paraneter Type Mol ation PageNumin B ock 1
www i df . i |/ 1779- he/ dover . aspx
. . DO stributed Whaut hori zed URL Access on
95. 86. 82. 230 I srael 147.237.77.216|dover.i df . il W o i1/t t ps: /ww i o i1/ Bl ock 1
208. 113. 248. 206|Wnited Sates |147.237.72.166|aka.idf.il Unaut hori zed LRL Access to aka.idf.il/wp-adnmin/ B ock 1
59.100.228.98 |Australia 147.237.77.216|dover . i df . il Untraceabl e SSL Sessi ons: Qpen Mvde None 1
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