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02-29-2016-23:04:09 to 03-01-2016-00:04:09

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
82. 145. 216. 191 Eur ope 147.237.77.176 nat pash. i df . i | ock Ip VWb In drop 10
82.145.211. 116 Eur ope 147.237.77. 216 dover.idf.il Bl ock | p_V¢b In drop 9

0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack forward 2

89. 248. 160. 138 Net her | ands 147.237.72. 166 aka idf.il B ock Np Al Net drop 1

89. 248. 160. 138 Net her | ands 147.237.77. 226 ww chanat z. aka. i df . i | B ock Np Al Net drop 1

185. 35. 62. 239 Sni t zerl and 147.237.72. 217 eidf.il Bl ock_Ulp Al _Nets drop 1

89. 248. 160. 138 Net her | ands 147. 237. 0. 200 . i df i | Block Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry | Target Address |Site Devi ce Action |C0unt |
68.180.228.109 [lhited Sates 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LR B ock 21
79.180. 57. 35 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 8
85. 65. 120. 165 | srael 147.237.0. 34 tikshuv.idf.il C1000138: HTTP. prefix 1.01 in the URL Bl ock 8
61.135.189.110 [China 147.237.77.216 |dover.idf.il Cl000071: HTTP. User Agent Sogou+web+spi der B ock 4
66. 249. 81. 202 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 3
89. 163. 148. 58 Ger many 147.237.77.216 |dover.idf.il C1000074: HTTP. maj estic bot B ock 2
51. 255. 48. 156 United Kingdom |147.237.77.216 |dover.idf.il CL000074: HTTP. maj estic bot B ock 2
91.121.112.142 |France 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot B ock 2
69. 30. 218. 166 Lhited Sates 147.237.77.216 |dover.idf.il C1000074: HTTP. maj estic bot B ock 2
62.210.143.245  |France 147.237.72.166 |aka.idf.il CL000074: HTTP. maj estic bot B ock 2
5.9.89.170 Ger many 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot B ock 2
51. 255. 65. 94 United Ki ngdom 147.237.77.170 |maarachot.idf.il [Cl000146: HITP. AhrefBot craw er Bl ock 1
51. 255. 65. 6 United Kingdom |147.237.77.170 |mmarachot.idf.il |Cl000146: HTTP. AhrefBot crawl er B ock 1
51. 255. 65. 37 United Kingdom |147.237.77.170 |maarachot.idf.il |Cl000146: HTTP. AhrefBot craw er B ock 1
66. 249. 81. 199 | srael 147.237.0. 34 tikshuv.idf.il C1000138: HTTP. prefix 1.01 in the URL Bl ock 1
51. 255. 65. 76 United Kingdom |147.237.77.170 |mmarachot.idf.il |Cl000146: HTTP. AhrefBot crawl er B ock 1
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry Ste |Signature

66. 249. 66. 96 147. 237. 72. 166 Lhited Sates akaidf.il ET SCAN NVAP -sA (2) 267
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
82. 166. 152. 130 147. 237. 72. 166 I 'srael aka idf.il portscan: TCP D stributed Portscan 2
181. 25. 132. 146 147.237.77. 176 Argentina nat pash. i df .i1 ET SCAN NVAP -sA (2) 2
80. 82. 79. 104 147.237.76. 176 Net her | ands test.ncore.idf.il ET SCAN NVAP -sS wi ndow 1024 1
62.210. 69. 71 147. 237.77. 216 France dover.idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 65 147.237.0. 15 Chi na kosher-kravi .idf.il ET SCAN NMAP -sS wi ndow 1024 1
193. 201. 227. 52 147.237.0.33 Lkr ai ne idf.il ET SCAN Potential SSH Scan 1
118. 165. 65. 161 147. 237.76. 42 Tai wan refuah.idf.il ET SCAN Potential SSH Scan 1
61.244. 49. 137 147.237.0. 16 Hong Kong ny- kosher-kravi .i df.il ET SCAN NVAP -sS w ndow 1024 1
2.52.40.118 147.237. 72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
218. 246. 0. 97 147.237.72. 14 Chi na dover.idf.il (ol d) ET SCAN NVAP -sS wi ndow 1024 1
193. 201. 227. 52 147.237.0.34 Wkrai ne tikshuv.idf.il ET SCAN Potential SSH Scan 1
118. 165. 65. 161 147.237.0. 15 Tai van kosher -kravi .i df .i | ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address

Attacker Qountry

Ste

Signature

Devi ce

‘ Target Address

S reamng Engi ne: TCP

Inval id segnent retransnission.

Action

Inval i d Retransm ssi on

Packet dropped.

79.180.123. 172 |Israel 147.237.76. 200 |eitan. aka.i df . il . L. droj 132
Inval i d Retransnission Packet dropped. P
194. 218. 27. 162 |Sweden 147.237.72. 166 |aka i df .i | Bad TCP sequence I'nval i d AGK nunber monitor  |120
194. 218.27. 162 |Sweden 147.237.72.166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber alert 60
S reamng Engi ne: TCP i i ssi
79.178. 225. 130 |i srael 147. 237. 76. 200 |ei tan. aka. i of . | mng tngine- 1 Invalid segnent retransmssion. | 51
Inval i d Retransnission Packet dropped.
41.33.231. 90 Egypt 147.237.77. 216 |dover. i dof .i | drop SAMrul e drop 36
S reanming Engi ne: TCP i i ssi
93.173.50.25  |Israel 147.237.77. 243 |nobil e. i df . mng tngihe. Invalid segnent retransmssion. | 30
Inval i d Retransmission Packet dropped.
St reaning Engi ne: TCP i i ssi
54.155. 153. 199 |Whited Sates 147. 237. 76. 200 |ei tan. aka. i df . i mng tngine. 1 Invalid segnent retransmssion. | 24
Inval i d Retransnission Packet dropped.
reamn ine: T i i ssi
83.130. 99. 238 |Israel 147, 237. 77. 243 |robi | e. i of . i | Streamng Engine: TCP Invalid segnent retransmssion. |q 24
Inval i d Retransnission Packet dropped.
107. 167. 108. 200|Lhited Sates 147.237.77. 216 |dover.idf .i SYN Att ack SYN -> SYN-ACK -> RST rej ect 23
S reaming Engi ne: TCP i i ssi
80. 246. 136. 173 |Israel 147.237.77. 243 |nobil e. i of . mng Engine: 1 Invalid segnent retransmssion. | . 18
Inval i d Retransmi ssion Packet dropped.
s SN retransmit wth different .
176.13.16.239 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence wi ndow scal e monitor |16
Pal esti ni an C o -
46. 244.75. 181 Territory, Goeup ed 147.237. 77. 176 |nat pash. i df .i | drop Frst packet isn't SN drop 13
S reanming Engi ne: TCP i i ssi
82.81.32.151  |Israel 147. 237.72. 166 |aka i df . i mng tngihe. Invalid segnent retransmssion. | 12
Inval i d Retransmission Packet dropped.
46. 19. 85. 33 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d AGK nunber nonitor |10
S reamng Engi ne: TCP i i ssi
185.3.147.177  |Israel 147. 237. 72. 166 |aka i of . i mng tngine- 1 Invalid segnent retransmssion. | 9
Inval i d Retransnission Packet dropped.
46.19.85.148  |Israel 147.237.77. 226 "‘:’Y“Chamz'aka"df drop First packet ism't SWN drop 9
St reaning Engi ne: TCP i i ssi
46.19. 85. 91 I'srael 147. 237. 76. 200 |ei tan. aka. i df . i mng tngine. 1 Invalid segnent retransmssion. | 9
Inval i d Retransnission Packet dropped.
Pal esti ni an S -
46.244.75. 181 Territory, CGeeup ed 147.237.77. 216 |dover.idf.il dr op First packet isn't SWN drop 9
S ream ng Engi ne: TCP i i ssi
54.247.129.36 |Ireland 147. 237. 76. 200 |ei tan. aka. i df . i | mng Engine: 1 Invalid segnent retransmssion. | . 8
Inval i d Retransmi ssion Packet dropped.
5.102.254.208 |Israel 147.237.0.19 |nadimatal .idf.il Bad TCP sequence Inval i d AGK nunber noni tor |7
reamn ine: T i i ssi
80. 246. 136. 129 |Israel 147.237.72. 166 |aka. i df . Streamng Engine: TCP Invalid segnent retransmssion. |q 6
Inval i d Retransnission Packet dropped.
S reamng Engi ne: TCP i i ssi
37.26.147.197 |israel 147. 237.77. 243 |mobi l e. i f . i mng tngine- 1 Invalid segnent retransmssion. | 6
Inval i d Retransnission Packet dropped.
S reamng Engi ne: TCP i i ssi
46.19.85.195 |Israel 147.237.72. 166 |aka i df .i mng Engine: 1 Invalid segnent retransmssion. | 6
Inval i d Retransnission Packet dropped.
S reami ng Engi ne: TCP i i ssi
213.57.79.237 |israel 147. 237. 72. 166 |aka i df . i | mng Engine: 1 Invalid segnent retransmssion. | . 6
Inval i d Retransmi ssion Packet dropped.
63.168.168.22 |Yenen 147.237.77. 216 |dover. i df .il Bad TCP sequence I'nval i d AGK nunber nonitor |6
S reaning Engi ne: TCP i i ssi
213.57.160.40 |Israel 147.237.77. 243 |nobi l e. i of . mng Enhgine: 7 Invalid segnent retransmssion. | 6
Inval i d Retransnission Packet dropped.
46. 19. 85. 33 I srael 147.237.77. 216 |dover.idf .i | Bad TCP sequence I'nval i d AGK nunber alert 6
S reami ng Engi ne: TCP i i ssi
84.228.166.56 |l srael 147. 237. 72. 166 |aka i df . i | mng Engine: 1 Invalid segnent retransmssion. | . 6
Inval i d Retransmi ssion Packet dropped.
79.180. 123. 172 |l srael 147. 237.76. 200 |ei tan. aka. i df . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
185. 3. 144. 96 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence I'nval i d AGK nunber monitor |5
106. 38. 241. 106 |Chi na 147.237. 72. 166 |aka.i of .i drop SAMrul e drop 5
46. 19. 85. 147 I srael 147.237.76.31 [nakchal .idf.il Bad TCP sequence I'nval i d AGK nunber nonitor |5
46. 19. 85. 147 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence I'nval i d AGK nunber nonitor |4
181.25.132. 146 |Argentina 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Tineout [reject 4
63.168.168.22 |Yenen 147.237.77. 216 |dover. i df .il Bad TCP sequence I'nval i d AGK nunber aert 4
46.19. 85. 111 I srael 147.237.72.166 |aka.i df .i | Bad TCP sequence I'nval i d AGK nunber alert 4
46.19. 85. 111 | srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber noni t or 4
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf . il drop First packet isn't SN drop 4
77.125.110.96 |lIsrael 147.237.77. 216 |dover.idf .i SYN Attack SYN -> SYN-ACK -> RST rej ect 4
S reamng Engi ne: TCP i i ssi
46.19.85.111  |israel 147.237.72. 166 |aka i df .i mng Engine: 1 Invalid segnent retransmssion. | . 3
Inval i d Retransnission Packet dropped.
S reaming Engi ne: TCP i i ssi
79.176.59.39  |Israel 147. 237. 72. 166 |aka i df . i | mng Engine: 7 Invalid segnent retransmssion. | . 3
Inval i d Retransmission Packet dropped.
S reanming Engi ne: TCP i i ssi
109. 67. 152. 142 |Israel 147. 237.72. 166 |aka i df . i mng tngihe. Invalid segnent retransmssion. | 3
Inval i d Retransnission Packet dropped.
St reaning Engi ne: TCP i i ssi
2.54.184. 14 I'srael 147.237.72. 166 |aka i df . mng tngine. 1 Invalid segnent retransmssion. | 3
Inval i d Retransnission Packet dropped.
S reaning Engi ne: TCP i i ssi
84.110.7. 23 I srael 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. | 3
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Attacker Address [Attacker Gountry |Target Address ([Ste Signature
S reamng Engi ne: TCP i i ssi
46.19.86.112  |israel 147.237.72. 167 |i shuri maka. i of . | mng Engine: 1 Invalid segnent retransmssion. |
Inval i d Retransnission Packet dropped.
S reaming Engi ne: TCP i i ssi
79.181.198.85 |Israel 147. 237.72. 166 |aka i df . i | mng Engine: 1 Invalid segnent retransmssion. |
Inval i d Retransmi ssion Packet dropped.
S reanming Engi ne: TCP i i ssi
79.178.61.68 |l srael 147. 237.72. 166 |aka i df . i | mng tngihe. Invalid segnent retransmssion. |
Inval i d Retransnission Packet dropped.
St reanmi ng Engi ne: TCP i i ssi
87.68.251.66 | srael 147.237.72. 166 |aka i df .1 mng Engine. 1 Invalid segnent retransmssion. |q
Inval i d Retransnission Packet dropped.
Sreamng BEngi ne: TCP i i ssi
109. 253. 159. 68 |l srael 147.237.72. 166 |aka. i f . mng Enhgine: 7 Invalid segnent retransmssion. |
Inval i d Retransnission Packet dropped.
S reamng Engi ne: TCP i i ssi
5.28.168.156 | srael 147. 237. 77. 243 |nobi l e.i df .1 9 =g Invalid segnent retransmssion. |

Inval i d Retransm ssion

Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
109. 253.192. 15 |l srael 147.237.0.19 |[nadimatal .idf.i|Ostributed Suspicious Response Code B ock 143
109. 253. 137. 78 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 117
2. 54. 164. 250 I srael 147.237.0.19 |[madimatal .idf.i|Ostributed Suspicious Response Code B ock 50
46.19. 86. 36 I srael 147.237.0.19 |[nadimatal .idf.i|Ostributed Suspicious Response Code B ock 18
176.13.11.201 [l srael 147. 237.77. 243 |nobi | e. i df . i | E;Lﬂtt o T?'Ffszcﬁgra; icﬁgngi‘;g:zx?;d tn B ock 8
66. 249. 82. 88 Lhited Sates  [147.237.77.216|dover.idf.il O stributed Lhauthori zed URL Access on wawidf.il/error.htm B ock 8
93.173.50. 25 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code B ock 7
208. 113. 248. 206|lhited Sates 147.237.72. 166 [aka. i df . i | Ml ti pl e Uhaut hori zed URL Access from 208. 113. 248. 206 B ock 5
66.249.81.212 |Lhited Sates  |147.237.77.216|dover.idf.il O stributed Lhauthori zed URL Access on wawidf.il/error.htm B ock 5
66. 102. 8. 238 Lhited Sates 147.237.77.216|dover.i df . il DO stributed Lhaut horized LR. Access on wwu idf.il/error. htm Bl ock 4
109. 253. 192. 15 |l srael 147.237.0.19 |madi matal . i df. i |Suspicious Response Code B ock 3
83.130.99.238 |[Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 3
5.102.254.208 I srael 147.237.0.19 |nadimatal .idf.i E;L?f:;l T{Z’?.\fﬁlﬁégnhg;eoffghzgiﬂ acetdl der18txtAty in B ock 3
84.228.242.15 |Israel 147.237.72. 166 [aka. i df . i | Ostributed Unauthorized URL Access on ww aka. i df . il/mai n/ B ock

80. 246. 136. 173 |l srael 147.237.77.243|mobi l e. i df . i | D stributed Suspici ous Response Code B ock
147.235.8.85  |Israel 147. 237.77. 243 |nobi | e. i df . i | ﬁ;“lt : ci’r(;le'ie? , g;eggrcﬁfnptl e/ stchi | ddocunent s/ 1536 B ock 3
66. 249. 69. 26 Lhited Sates 147.237.77. 216 |dover. i df.i |l Ml tiple Unaut horized URL Access from 66.249. 69. 26 B ock 3
66. 249. 82. 91 Lhited Sates 147.237.77.216|dover.idf .il DO stributed Lhaut horized UR. Access on ww idf.il/error. htm Bl ock 2
46.19. 85. 119 I srael 147.237.0.19 |[nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
37.26.147.210 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 2
85.64.109. 198 |l srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed Method for Known URL from 85. 64. 109. 198 B ock 2
66. 249. 82. 94 Lhited Sates 147.237.77.216|dover . i df . il D stributed Wnaut horized URL Access on waw i df.il/error. htm B ock 2
5. 28. 168. 156 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 2
37.26.148.198 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 2
46.19.86.193 | srael 147.237.0.19 |nadimatal .idf.i m“;]h;tr;f_?zf _Lﬁ‘/ Spﬁgrejds/azle dat enakat qaunt . a5px B ock 2
66. 249. 81. 215 :ZZ::FI on 147.237.77.216|dover . i df . i O stributed Wnaut horized URL Access on waw i df.il/error. htm B ock 2
95. 86. 109. 24 I srael 147.237.0.19 |[nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
213.57.160.40 |Israel 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Qode B ock 2
2.52.171.183 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
2. 54. 164. 250 I srael 147.237.0.19 |[nadimatal .idf.i|Untraceabl e SSL Sessions: Qpen Mde None 2
37.26.147.197 |Israel 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Qode B ock 1
84.228.242.15 |lsrael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to waw aka. i df . il/mai n/ hone/ def aul t Bl ock 1
2.54.30. 48 I'sr el 147.237.77. 234 |hal ag. i df . i | 1D4§t ;gt;”t??dzg;‘r'tng;;ﬁﬂaﬁ cess f_";i . Bl ock 1
176.13.16.239 |Israel 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147. 237. 76. 42/ styl e/ shared/ t ext . css B ock 1
89.138.95.237 |l srael 147.237.72. 166 |aka. i df . i | m“;:;f i dzf‘??l ?}m ﬁ:fﬁaﬁﬁ e str ati onvi zar & undef i ned Bl ock 1
82.81.21. 120 | sr ael 147.237.77. 216 |dover . i df .i | Untraceabl e SSL Sessi ons: (pen Mode None 1
2.89.0.94 Sudi Arabia 147.237.77.216|dover.idf.il Lhaut hori zed URL Access to waidf.il/arr/ Bl ock 1
198.58.103. 160 |Wited Sates  [147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df .il/1294- he/ v i df .il B ock 1
149. 78. 54. 92 I srael 147.237.72. 156 |aman. i df . i | Unaut hori zed URL Access to v anan. i df .il/gen204 Bl ock 1
66. 249. 75. 16 Lhited Sates 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 994- 9841- he/ r ef uah. aspx |B ock 1
109. 160. 181. 224]I srael 147.237.77.216|dover.idf .il Unt raceabl e SSL Sessi ons: (pen Mbde None 1
46.116. 38. 20 I srael 147.237.72. 166 [aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 1
2.54.32. 66 I 'srael 147.237.77.233|atal .i df . il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ atal . aspx B ock 1
176.13.19. 214  |Israel 147.237.77.233|atal .idf.il Paraneter Type Mol ation search in ww atal .idf.il/1440-he/ atal . aspx B ock 1
66.249.64.170 |[lhited Sates  |147.237.76.31 |nakchal .idf.il ﬂ?”tzggr'??gu?pfgfgf;g;"fI | o5/ 8] 1668, doc Bl ock 1
131.253.25.189 |[whited Sates  [147.237.77.216|dover.idf .il Dstributed Uhauthorized URL Access on waw idf.il/error.htm B ock 1
149. 125. 50. 243 |Uhited Sates 147.237.77.216|dover.idf .il Unt raceabl e SSL Sessi ons: (pen Mbde None 1
46.117.62.152 |Israel 147.237.72. 166 |aka. i df . i | Distributed Whaut horized URL Access on v aka. i df . il /main/ B ock 1
109. 253. 136. 142|1 sr ael 147.237.77.243|nobi l e.i df . i | DO stributed Suspici ous Response Qode B ock 1
85.64.109.198 |l srael 147. 237. 72. 166 |aka. i df . i | thauthori zed Method FERD Tor s Bl ock 1
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