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|Top Attackers | n DDoS- Def ence |

Attacker Address|Attacker Country|Target Address|Site |Signature |Device Action|Count|
79.180. 123. 192 | srael 147.237.77. 216 dover.idf.il Bl ock_UWp Al _Nets drop 21
79.180. 123. 192 | srael 147.237.76. 86 navy.idf.il B ock_Udp Al _Nets drop 14
82. 145. 218. 250 Eur ope 147.237.72. 166 aka.idf.il B ock Ip Véb In drop 2
185.94.111. 1 147.237.76. 177 ncore.idf.il Bock Np Al _Net drop 1
91.121. 183. 16 Fance 147.237.77.178 e. nat pash.idf.il B ock Np Al Net drop 1
37.26. 148. 239 | srael 147.237. 72. 166 aka.idf.il TCP handshake viol ation, first packet not syn|drop 1
185.94.111. 1 147.237.77. 226 wan chanat z. aka. i df . i | |B ock N p Al _Net drop 1
91.121.183. 16 France 147.237.77.179 e nazi.idf.il B ock Np All _Net drop 1
42.112.10. 75 \i et nam 147.237.72. 167 ishurimaka.idf.il Invalid TGP H ags drop 1
185. 35. 62. 148 Shi t zerl and 147.237.76. 201 eatal.idf.il B ock Udp All Nets drop 1
42.112.10. 81 \i et nam 147.237.72. 167 ishurimaka.idf.il B ock Wp Al Nets drop 1
91.121. 183. 16 France 147.237.76. 177 ncore.idf.il B ock Np Al Net drop 1
23. 239. 64. 15 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il B ock Np Al _Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgna1ure Devi ce Action |Oount
61.135. 189. 110 Chi na 147.237.77.216  |dover.idf.il CLl000071: HTTP: User Agent Sogou+web+spi der B ock 5
69. 30. 201. 98 Lhited Sates 147.237.77.216  |dover.idf.il C1000074: HITP. maj estic bot Bl ock 2
69. 30. 203. 166 Lhited Sates 147.237.72.166  |aka.idf.il C1000074: HTTP. maj estic bot B ock 2
94. 159. 169. 172 I srael 147.237.0. 34 ti kshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 2
123. 126. 68. 116 Chi na 147.237.77.216 |dover.idf.il C1000071: HTTP: User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry

66. 249. 69. 26 147.237.77.216|lhited Sates |dover.idf.il ET SCAN NVAP -sA (2) 10
80. 246. 136. 249 |[147.237.0.19 |l srael medi matal .idf.il ET SCAN Possible SSL Brute Force attack or Ste Gaw 5
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
66. 249. 66. 81 147.237.77.170 |United Sates |maarachot.idf.il ET SCAN NVAP -sA (2) 4
2.52.140. 222 147.237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 2
193. 105. 134. 220|147. 237. 0. 35  |Sweden akaws. i df .i | ET SCAN NMAP -sS wi ndow 1024 1
5.104.111.218 |147.237.77. 212 |Ger many e.dover.idf.il ET SCAN NVAP -sS w ndow 4096 1
178,60, 158. 173 |147.237.0.33 |spain - ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
5.104.111.218 |147.237.77. 212 |Ger many e dover.idf.il ET SCAN NVAP -f -sS 1
125. 227. 64. 115 [147.237.0.200 |Taiwan rdu. i df i | ET SCAN NVAP -sS wi ndow 1024 1
109. 65. 62. 59 147, 237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
94.102.49.151 [147.237.0.33 |Netherlands idf.il ET SCAN Potential VNC Scan 5900- 5920 1
84.108. 165. 229 |[147.237.77. 216 |l srael dover.idf.il portscan: TCP Distributed Portscan 1
213.8.204. 31 147, 237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
68.180. 228. 112 |147.237.77. 216 |Whited Sates |dover.idf.il portscan: TCP O stributed Portscan 1
203. 197. 205. 118(147. 237.72. 14 |India dover.idf.il (ol d) ET SCAN NVAP -f -sS 1
66.249. 66. 149  |147.237.72. 166 |nited Sates |akaidf.il SERVER APACE Apache mod_ss| non-SSL connection to SSL port |
deni al of service attenpt
193. 105. 134. 220|147. 237. 77. 226 |Sweden wa chanat z. aka. i df . i | [ET SCAN NVAP -sS wi ndow 1024 1
46.121. 253.199 |(147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
187 44.100 33 |147. 237 76. 34 |Brasi| yohal an.i df i ET SI)AN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
5.104.111.218 |147.237.77. 212 |Ger many e. dover.idf.il ET SCAN NVAP -sS w ndow 2048 1
149. 88. 205. 102 |147. 237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
109. 186. 143. 138|147. 237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
94.102.49.151 [147.237.0.34 |[Netherlands  |tikshuv.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
94.102.48.193 [147.237.76.38 [Netherlands |e.e.neitav.idf.il ET SCAN NMAP -sS wi ndow 1024 1
218. 246. 0. 97 147.237.8.45 |China e.eitanidf.il ET SCAN NMAP -sS wi ndow 1024 1
203. 197. 205. 118(147.237.72.14 |India dover.idf.il (ol d) ET SCAN NVAP -sS w ndow 2048 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry Target Address |Ste Signature Action ‘Count
194. 218. 27. 162 |Sweden 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber monitor  [120
212.25.69. 22 | srael 147.237.76. 200 [eitan. aka.idf.il [drop Frst packet isn't SYN drop 93
194. 218.27. 162 |Sweden 147.237.72.166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber alert 60
reamn ine: TCP Invali i i ssi
212.25.69.22  |Israel 147. 237, 76. 200 [ei tan aka i o 11 |} SAM NG Engi ne: TCP Inval i djinval id segnent retransnissi on. drop 50
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
212.179.21. 194 |Israel 147. 237. 76. 200 |ei tan. aka. i df .| 9 =9 Invalid segnent retransmssion. |, 38
Ret r ansni ssi on Packet dr opped.
reamn ine: TCP Invali i i ssi
85. 130. 247. 114 |Israel 147.237.72. 166 |aka. i df .| Streamng Engi ne: TCP Inval i djinvalid segnent retransnission drop 36
Ret ransni ssi on Packet dropped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 36
2.54.166. 234 I srael 147.237.72. 166 |aka. i df . i | SYN At tack SYN -> SYN-ACK -> RST rej ect 31
Sreaming Engine: TCP Invalid i i ssi
37.26.147.245 | srael 147. 237.77. 243 |mbi l e, i f . i 9 =g Invalid segnent retransmssion. |, 24
Ret ransn ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
109. 253. 139. 152/l srael 147. 237.77. 243 |nobi l e. i f . | 9 =g Invalid segnent retransmssion. |, 24
Ret ransni ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
109. 253. 132. 1821 sr ael 147. 237.77. 243 |mbi l e, i f . i 9 =g Invalid segnent retransmssion. |, 15
Ret ransn ssi on Packet dropped.
66.249.81.212 [lLited Sates 147. 237.77. 216 |dover.idf .il Bad TCP sequence Invalid ACK nunber alert 14
66.249.81.212 |lhited Sates 147.237. 77. 216 |dover.idf .i | Bad TCP sequence Invalid ACK nunber monitor |14
: C e Unexpect ed post SYN packet -
66.249.81.212 |lhited Sates 147.237. 77. 216 |dover.idf .i | drop RST or SYN expect ed drop 14
66.249.81.218 |Lhited Sates 147.237.77. 216 |dover. i df .| Bad TCP sequence Invalid ACK nunber nonitor |13
: e Unexpect ed post SYN packet -
66.249.81.218 |lhited Sates 147.237. 77. 216 |dover.idf .i | drop RST or SYN expect ed drop 13
66.249.81.218 [lLited Sates 147. 237.77. 216 |dover.idf .il Bad TCP sequence Inval id ACK nunber alert 13
Sreamng Engine: TCP Invalid i i ssi
79.177.98.172  |israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. |, 12
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.179.15.191 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. |, 12
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
80.246.137.91 |Israel 147. 237. 77. 243 |nobi | e. i of . | 9 =g Invalid segnent retransmssion. |y 12
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
2.54.13. 29 I srael 147.237. 77. 243 |robi | e. i df . i | 9 =9 Invalid segnent retransmssion. |, 12
Ret r ansn ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
109. 253. 208. 184|i srael 147. 237. 77. 243 |nobi | e. i of . i | 9 =g Invalid segnent retransmssion. |y 12
Ret ransnm ssi on Packet dropped.
2.54.166. 234 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber alert 11
2.54.166. 234 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber nonitor |11
2.54.166. 234 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Invalid sequence nunber monitor |11
2.54.166. 234 I srael 147. 237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 11
94. 230. 86. 17 I srael 147.237.77.233 |atal .idf. il Bad TCP sequence Invalid ACK nunber alert 10
. . SN retransmt wth different .
37.189. 210. 138 |Portugal 147.237.77. 216 |dover.idf.il Bad TCP sequence i ndow scal e noni t or 9
Sreanming Engine: TGP Invalid i i ssi
2.54.166. 13 I'srael 147. 237. 76. 147 |chi nuch. aka. i df . i 9 =g Invalid segment retransmssion. |, 9
Ret ransni ssi on Packet dropped.
41. 33.145.214  |Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 9
46. 19. 85. 53 I srael 147.237.77. 176 |matpash.idf.il  [Bad TCP sequence Inval i d ACK nunber nonitor (8
2.54. 205. 66 | srael 147.237.72. 166 |aka.idf .il dr op First packet isn't SYN drop 8
82.80.131.234 |[Israel 147.237.77. 216 |dover.idf .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 8
213. 244.119. 251 glcf;i'géa” Territoy 47 237.77. 176 [matpash. i of i1 |SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 8
reamn ine: TCP Invali i i ssi
2.54.155.176  |Israel 147.237.72. 166 |aka. i df .| Streamng Engi ne: TCP Inval i djinvalid segrent retransnission drop 6
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
2.54.60. 72 I srael 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
31.10.41. 114 United Ki ngdom 147.237. 77. 216 |dover.idf .i | Bad TCP sequence Inval i d sequence nunber nonitor |6
Sreaming Engine: TCP Invalid i i ssi
46.19.86.38  |Israel 147.237.72. 166 |aka. i df .i 9 =9 Invalid segnent retransmssion. |, 6
Ret ransni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
79.182.194.12 | srael 147. 237. 72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. |y o 6
Ret ransnm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
84.229.29.160 |Israel 147.237.72. 166 |aka. i of .11 9 =g Invalid segnent retransmssion. |, 6
Ret ransni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
2.54.150.217  |israel 147. 237. 72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. |y 6
Ret ransnm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
2.54.5.79 I'srael 147.237.77. 243 |nubi le.i o . i1 9 =g Invalid segnent retransmssion. |, 6
Ret ransn ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
79.181.116. 173 |israel 147.237. 72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. |y 6
Ret ransnm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
185.3.147.125 |Israel 147.237.72. 166 |aka i f .11 9 =g Invalid segnent retransmssion. |, 6
Ret ransn ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
199.30.24.53  |Wited Sates 147.237.76. 200 |ei tan. aka. i of . 9 =g Invalid segnent retransmssion. |y 6
Ret ransnm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
79.180. 119. 130 |Israel 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. |, 6
Ret ransn ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
109. 64.125.96 | srael 147. 237. 72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. |y o 6
Ret ransnm ssi on Packet dropped.
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Attacker Address |Attacker Qountry Target Address |Ste Signature

41.33.145.214  |Egypt 147. 237.77. 216 |dover. i of .i | Bad TCP sequence Invalid ACK nunber nonitor |6
Sreamng Engine: TCP Invalid i i ssi

109. 65. 246. 174 |Israel 147.237.72. 166 |aka. i f .11 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.

Streamng Engi ne: TCP Inval i dfinvalid segnent retransnission.

79.178.37.172 |Israel 147.237.72. 166 |aka. i dof .i .
Ret ransnm ssi on Packet dropped.

drop 6
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
80. 246. 136. 249 |l srael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 180
2.54. 165. 234 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspici ous Response Qode Bl ock 43
31.210.188.110 [Israel 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 31.210. 188. 110 Bl ock 13
46. 19. 86. 119 | srael 147.237.0.19 |madimatal .idf.i |0 stributed Suspicious Response Code B ock 9
31.210.188.110 |[Israel 147.237.72. 166 |aka. i df . i | D stributed PHP Attenpt Bl ock 7
84.108. 146. 196 |[lIsrael 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 84. 108. 146. 196 Bl ock 5
109. 253. 132. 182|I srael 147.237.77.243|mobi l e. i df . i | D stributed Suspici ous Response Code B ock 4
37.26.147.245 |Israel 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Qode Bl ock 4
109. 253. 139. 152]I srael 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Code Bl ock 4
176.13.13.165 |Israel 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 3
109. 226. 21. 166 |l srael 147.237.77.216|dover . i df . i Distributed Uhauthori zed URL Access on wawidf.il/error.htm Bl ock 3
79.182.203.93 [Israel 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut hori zed URL Access from 79. 182. 203. 93 Bl ock 3
66. 249. 69. 26 g;g: 147.237.77. 216 |dover . i df .i | Mil tipl e Unauthorized URL Access from 66. 249. 69. 26 B ock 3
84.108. 146. 196 |[lIsrael 147.237.72. 166 [aka. i df . i | Dstributed PHP At tenpt Bl ock 3
46. 19. 86. 197 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode Bl ock 3
79.182.53. 14 I srael 147.237.77. 216 |dover.idf.i |l Dstributed Whaut hori zed URL Access on waw idf.il/error.htm Bl ock 3
62.219. 140. 228 |l srael 147.237.77.216|dover.idf .l D stributed Wnaut horized LRL Access on waw i df.il/error. htm Bl ock 3
176.13. 0. 218 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode Bl ock 3
79.182.172.89 |lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
209. 88. 157. 151 [Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 3
2.52. 140. 165 I srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Qode Bl ock 3
79.180. 14. 62 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 2
2.54.13.29 I srael 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Code Bl ock 2
72.9.148.10 g‘;tt:: 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to ww navy. i df . il/994-8613- he/ navy. aspx. aspx  |Bl ock 2
79.177.98.172  |israel 147.237.72. 166 |aka. i df . i | %gtﬁ&%ﬁfgﬁﬁ'&%ﬁfﬁiﬁt&S"X,\?Gg; 9.172 (Frotocal vidlation 1\, o0 |,
109. 65. 242. 205 |l srael 147.237.72. 166 [aka. i df . i | Ostributed I11egal Byte Gode Character in URL Bl ock 2
46.120.182.19 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to wan aka. i df.il/natash B ock 2
79.176.228.117 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 2
80.246.137.91 |[Israel 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Qode Bl ock 2
85. 65.120. 151 |l srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 2
80.246.138.18 [Israel 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Code Bl ock 2
109. 66. 196. 152 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode Bl ock 2
2.54.131. 84 | srael 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Gode Character in URL from2. 54.131.84 Bl ock 2
82.163.68. 250 LKTIr:ge(cjjom 147.237.77. 176 |nat pash. idf.il metv‘:r;cg);!tz.?%fl?‘?_l /)Atc;r(:pflsattgs/ honepage/ waw. yout ube. cond v/ 3g51ei 5nuhg Bl ock 2
109. 186. 153. 153|I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 2
37.26.148.174 |Israel 147.237.77.216|dover.i df . i Untraceabl e SSL Sessi ons: Qpen Mvde None 2
79.182.203.93 [Israel 147.237.72. 166 [aka. i df . i | Dstributed PHP Attenpt Bl ock 2
37.26.146. 144 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
66. 249. 66. 96 g“;tt:s 147.237.72. 166 |aka. i df . i | mtr;?(‘g“i de’a: areLer ma:Spp;/ Z?s?;:;g |isr2>| di ers. asp None |1
97.74.215.78 g‘;tt:: 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua. atal.idf.il/ol d/wo-adnin/ Bl ock 1
87.71.10. 143 I srael 147.237.77.216|dover.i df . il D stributed Lhauthori zed URL Access on waw i df.il/https:/vwunidf.il/ Bl ock 1
Illegal Byte Qode Character in Header Nane )
79.177.98.172 [israel 147.237.72. 166 |aka. i df . i | «31[7[:3311%?4?:1[ H[5[] #]tl} ‘;i%%zg]g’]][][”#gl?a]/ﬁ’.[s E;t[z[gg& 5?{;"2[[[&;3]]]];&81?&;: ig[CE Bock |1
#21] ] CE~gt
66. 249. 66. 96 Lshimt:: 147.237.72. 166 |aka. i df . i | Uhknown Paraneter anp; catld in ww aka. i df .il/yohal an/ mai n/ nai n. asp None 1
46.117.229.253 | srael 147.237.72. 166 |aka. i df . i | P;kmak?izrﬁti 7 n;t L?gf;;; /O;)t$lf d‘:}“::nlg‘t’?zgpp:(acem' derSbtnatudaPrint e 1
84.94.171.214 |Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to ww aka. i df . il/main/ Bl ock 1
66. 249. 66. 96 g‘;tt:: 147.237.72. 166 |aka. i df . i | Unknown Paraneter anp; si descrol | in ww aka. i df . il/giyus/kadat z/ None 1
37.189. 210. 138 |Fortugal 147.237.77.216|dover.i df . il D stributed Wauthorized URL Access on 147.237.77. 216/ Bl ock 1
66. 249. 66. 96 g];::: 147.237.72. 166 [aka. i df . i | Lhknown Paranet er anp; doci d in vww aka. i df . i1/ chi nuch/kl al i / defaul t. asp None 1
89.138.170.91 |[Israel 147.237.77.74 |lawidf.il Uhaut hori zed URL Access to ww | aw i df.il/xnmrpc. php Bl ock 1
5.9.43.242 Ger many 147.237.76.42 |refuah.idf.il Lhaut hori zed LRL Access to refua. atal.idf.il/wordpress/ wp-adm n/ Bl ock 1
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