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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |Signature |Device Action |Count |
109. 67. 5. 106 | srael 147.237.72. 166 aka.idf.il ock_ Wp Al _Nets drop 6
82.145. 217. 44 Eur ope 147.237.0. 34 tikshuv.idf.il |Block |p Vb In dr op 4
81.218. 165. 186 | srael 147.237.77. 216 dover.idf.il ock Wp Al Nets drop 3
70. 39. 185. 66 Satellite Provi der 147.237.77. 216 dover.idf.il JLMPurple Gon Linit Htp drop 3
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 2
70. 39. 185. 66 Satellite Provi der 147.237.77. 216 dover.idf.il JLM Under _Attack Con Htp drop 2
23. 239. 64. 15 Lhited Sates 147.237.77.121 enavy.idf.il |Bock Np Al _Net drop 1
79.183.135.7 | srael 147.237.72. 156 anan.idf.il B ock Np Al _Net dr op 1
61. 93. 214. 238 Hong Kong 147.237.77. 216 dover.idf.il ock Wp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address |Site |Sgnat ure Devi ce Action |Oount
46.116. 28. 23 I srael 147.237.0. 34 tikshuv.idf.il [Cl1000138: HITP. prefix 1.01 in the LR B ock 19
95. 86. 124. 27 I srael 147.237.0. 34 tikshuv.idf.il [Cl1000138: HTTP. prefix 1.0l in the URL B ock 8
185. 120. 126. 121 147.237.0. 34 tikshuv.idf.il [Cl000138: HTTP. prefix 1.0l in the URL Bl ock 8
109. 253. 139. 85 I srael 147.237.0. 34 tikshuv.idf.il [Cl1000138: HITP. prefix 1.01 in the LR B ock 4
176.13. 0. 194 I srael 147.237.0. 34 tikshuv.idf.il [Cl1000138: HTTP. prefix 1.0l in the URL B ock 4
213. 8. 204.53 | srael 147.237.0. 34 tikshuv.idf.il [C1000138: HTTP. prefix 1.01 in the URL B ock 4
2.54. 146. 137 I srael 147.237.0. 34 tikshuv.idf.il [Cl1000138: HITP. prefix 1.01 in the LR B ock 2
79.177.135. 127 I srael 147.237.0. 34 tikshuv.idf.il [Cl1000138: HTTP. prefix 1.0l in the URL B ock 2
85. 130. 236. 191 | srael 147.237.0. 34 tikshuv.idf.il [C1000138: HTTP. prefix 1.01 in the URL B ock 2
46.19.85. 4 I srael 147.237.0. 34 tikshuv.idf.il [ClL000138: HITP. prefix 1.01 in the LR B ock 1




02-29-2016-19:04:09 to 02-29-2016-20:04:09

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qount ry |Ste |Signature |Count |
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 3
82.221. 48. 130 147.237.76. 42 I cel and refuah.idf.il Tehila - Perl LWP with fake user agent 2
85. 64. 71. 13 147.237. 72. 166 I srael akaidf.il portscan: TCP DO stributed Portscan 1
217.132. 238. 136 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
204.108. 105. 13 147.237.77. 216 Lhited Sates dover.idf.il portscan: TCP O stributed Portscan 1
79. 180. 13. 51 147.237.77. 216 I srael dover.idf.il portscan: TCP DO stributed Portscan 1
45. 35, 64. 142 147.237.77. 216 dover.idf.il portscan: TCP O stributed Portscan 1
109. 160. 170. 14 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
98. 119. 105. 221 147.237.0. 33 Lhited Sates idf.il ET SCAN NVAP -sS w ndow 2048 1
94.102. 48. 193 147.237.0. 33 Net her | ands idf.il ET SCAN NVAP -sS w ndow 1024 1
87.101. 205. 108 147.237.0. 33 Saudi Arabia idf.il ET SCAN Potential SSH Scan 1
85. 65. 5. 28 147.237. 72. 166 I srael aka idf.il portscan: TCP DO stributed Portscan 1
218. 246. 0. 97 147. 237.77. 178 Chi na e. nat pash. i df il ET SCAN NVAP -sS w ndow 1024 1
84.111. 208. 158 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
212.199. 65. 218 147.237.77. 216 I srael dover.idf.il portscan: TCP DO stributed Portscan 1
79.183. 151. 191 147.237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
195. 60. 232. 57 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
46. 120. 56. 126 147.237. 72. 166 I srael aka idf.il portscan: TCP DO stributed Portscan 1
109. 253. 211. 5 147.237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
37.142.242. 25 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
104. 197. 40. 56 147.237. 0. 34 Lhited Sates tikshuv.idf.il ET SCAN NVAP -sS w ndow 3072 1
98. 119. 105. 221 147.237.0. 33 Lhited Sates idf.il ET SCAN NVAP -f -sS 1
93.173. 179. 238 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
87.101. 205. 108 147.237.0. 17 Saudi Arabia mny-kosher -kravi .idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature
194. 218. 27. 162 [Sweden 147.237.72. 166 |aka. i df .i| Bad TCP sequence Inval i d ACK nunber noni t or 120
70. 39. 185. 66 ;atos: 'd'etre 147. 237. 77. 216 |dover. i of . i | drop Frst packet isn't SN drop 92
194. 218.27. 162 |Sweden 147.237.72.166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber alert 60
Sreanmng Engine: TCP Invalid i i ssi
79.178. 188. 182 | srael 147. 237. 72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. drop 36
Ret r ansm ssi on Packet dropped.
70. 39. 185. 66 ;atos: 'd;e 147.237. 77. 216 |dover. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 35
Sreanmng Engine: TCP Invalid i i ssi
46.19.85.212  |israel 147. 237.77. 243 |mobi l e, i f . 9 =9 Invalid segnent retransmssion. drop 33
Ret r ansm ssi on Packet dropped.
87.69.55.159  |Israel 147.237.77. 233 |atal i df i Bad TCP sequence SNretransmt with i fferent moni tor (32
w ndow scal e
41.33.231.90  |Egypt 147. 237. 77. 216 |dover. i df .i | drop SAMrul e drop 30
Sreaming Engine: TGP Invalid i i ssi
176.13.16.210 |israel 147. 237. 77. 243 |robi | e. i df . i | 9 =9 Invalid segnent retransmission drop 24
Ret r ansni ssi on Packet dropped.
reanmn ine: TCP Invali i i ssi
109. 253. 212. 118|i srael 147.237.77. 243 |rbi e i1 | €AM NG Engine: TP Invalid - invalid segnent retransmssi on. drop 21
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
46.19.86.154  |Israel 147. 237. 77. 243 |robi | e. i df . i | 9 =9 Invalid segnent retransmission drop 18
Ret r ansni ssi on Packet dropped.
reanmn ine: TCP Invali i i ssi
94.159. 167. 253 |Israel 147.237.77. 23 |rvit e i1 | AM NG Engine: TP Invalid - invalid segnent retransmissi on. drop 15
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
84.228.176. 254 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmission drop 15
Ret r ansni ssi on Packet dropped.
46.19. 86. 104 | srael 147.237.72. 166 |aka.idf .il dr op Frst packet isn't SN drop 13
Sreamng BEngine: TCP Invalid i i ssi
2.54.4.114 I srael 147.237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransnission drop 12
Ret r ansm ssi on Packet dropped.
reaming BEngine: TCP Invali i i ssi
194. 90. 222. 225 |israel 147. 237.72. 167 | shurimaka i of || S2M NG Engine: TP Invalid —invalid segnent retransmissi on. drop 12
Ret r ansmi ssi on Packet dropped.
Sreamng BEngine: TCP Invalid i i ssi
213.57.201.20 | srael 147.237.77. 243 |nubi le.i o . i1 9 =9 Invalid segnent retransnission drop 9
Ret r ansm ssi on Packet dropped.
Sreanming Engine: TQP Invalid i i Ssi
2.54.16. 216 I'sr ael 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. drop 9
Ret r ansmi ssi on Packet dropped.
85.130.234.93 |[lIsrael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect
46. 19. 85. 205 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or
85.130.234.93 |Israel 147. 237. 72. 166 |aka.i df . | Bad TCP sequence I'nvali d ACK nunber noni t or
Sreamng BEngine: TCP Invalid i i ssi
99.225.142.37 |Canada 147. 237. 77. 216 |dover . i of . 9 =9 Invalid segnent retransnission drop 8
Ret r ansm ssi on Packet dropped.
85.130.234.93 |lsrael 147.237.72. 166 |aka.idf .il drop Frst packet isn't SN drop
93. 173. 90. 84 I sr ael 147.237.77. 233 atal .idf il SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect
Sreaming Engine: TGP Invalid i i ssi
84.228.133. 221 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmission drop 6
Ret r ansni ssi on Packet dropped.
reanmn ine: TCP Invali i i ssi
46.19.86.9 I srael 147.237.72. 166 |aka. i df .| Streamng Engine: TCP Invalid invalid segnent retransnission drop 6
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
109.66.6.166  |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmission drop 6
Ret r ansni ssi on Packet dropped.
reanmn ine: TCP Invali i i ssi
77.126.195. 247 |Israel 147.237.72. 166 |aka. i df .| Streamng Engine: TCP Invalid invalid segnent retransnission drop 6
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
5.22.129.76 I srael 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
195. 60. 232. 57  |Israel 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
Sreamng BEngine: TGP Invalid i i ssi
109.66.61.77  |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransnission drop 6
Ret r ansm ssi on Packet dropped.
Sreanming Engine: TQP Invalid i i Ssi
109. 253. 137. 231|i srael 147.237.77. 243 |robi | e. i of .| 9 =g Invalid segnent retransmssion. drop 6
Ret r ansmi ssi on Packet dropped.
Sreamng BEngine: TCP Invalid i i ssi
212. 235. 119. 113|i srael 147.237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransnission drop 6
Ret r ansm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i Ssi
109. 67. 59. 4 I'sr ael 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. drop 6
Ret r ansmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
185.3.144.33  |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransnission drop 6
Ret r ansm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i Ssi
46.19.86.125  |Israel 147.237.77. 243 |robi | e. i o .| 9 =g nvalid segnent retransmssion. drop 6
Ret r ansmi ssi on Packet dropped.
192. 115.83.5 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d ACK nunber aert
37. 46.38. 137 I srael 147.237.77. 216 |dover.idf. | Bad TCP sequence Invalid ACK nunber noni t or
Sreanming Engine: TCP Invalid i i ssi
46.19. 85. 10 I srael 147.237.72. 166 |aka. i df .| 9 =g Invalid segnent retransmssion. drop 6
Ret r ansm ssi on Packet dropped.
89. 138. 127. 140 |l srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 6
Sreanming Engine: TQP Invalid i i Ssi
109.67.5.106 | srael 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssion. drop 6
Ret r ansmi ssi on Packet dropped.
Sreamng BEngine: TCP Invalid i i ssi
176.13.1.69  |israel 147.237.77. 243 |nobi le.i o . i1 9 =9 Invalid segnent retransnission drop 6
Ret r ansm ssi on Packet dropped.
192.115.83.5 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
2.52.37.115 I sr ael 147. 237. 77. 216 |dover. i df .i | SYN Att ack SYN - > SYN-ACK -> RST rej ect
Sreaming Engine: TGP Invalid i i ssi
2.54.158.170  |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransnission. drop 6
Ret r ansni ssi on Packet dropped.
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A tacker .
Attacker Address count ry ‘Target Address |Ste Signature
Sreanming Engine: TCP Invalid i i sSi
77.127.114. 112 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
109. 65.55. 175 | srael 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
D Streaning Engine: TCP Invalid Inval i d segnent retransnission.
185.3.146.61  |Israel 147.237.72. 166 |aka.i df .| Rot 1 ansni Ssi on Packet o opped. drop 6
77.125.136. 138 |l srael 147.237.72.166 |aka i df .i | Bad TCP sequence noni t or 6
L Sreaming Engine: TCP Invalid Invalid segnent retransnission.
85.130.234.93 |Israel 147.237.72. 166 |aka.i df .| Ret 1 ansni Ssi on Packet o opped. drop 6
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
46. 19. 85. 89 I srael 147.237.0.19 |[nadimatal .idf.il [Dstributed Suspicious Response Qode B ock 330
109. 253. 130. 149|1 sr ael 147.237.0.19 |nadimatal .idf.il |DOstributed Suspicious Response Code B ock 68
84.108. 51. 22 I srael 147.237.0.19 |[madimatal .idf.il [Dstributed Suspicious Response Qode B ock 61
46.19. 86. 125 I srael 147.237.0.19 |[nadimatal .idf.il [Dstributed Suspicious Response Qode B ock 8
66. 249. 69. 26 Lhited Sates  [147.237.77.216|dover.idf.il Mul ti pl e Unaut horized URL Access from 66. 249. 69. 26 B ock 8
46.19. 85. 212 I srael 147.237.77.243|nobi l e.i df . i | Dstributed Suspicious Response Code B ock 8
89. 138. 68. 53 I srael 147.237.77.243|nobi l e.idf . il Paraneter Type M ol ation Password in nobile.idf.il/sachar/login Bl ock 7
176.13. 2. 165 I srael 147.237.0.19 |nadimatal .idf.il |DOstributed Suspicious Response Qode B ock 6
185.32.179. 62  |Israel 147.237.0.19 |[madimatal .idf.il [Dstributed Suspicious Response Qode B ock 6
109. 66. 200. 112 |l srael 147.237.0.19 |[nadimatal .idf.il [Dstributed Suspicious Response Qode B ock 6
46.19.85.182 | srael 147.237.77. 243 |nobi | e. i df . i | ED;t Ir;bi“:ﬂe_c: I%zf;zg:;ggplﬁeﬁfiiih?? sdocunent </ 1362 Bl ock 5
109. 253. 205. 32 |l srael 147.237.0.19 |madimatal .idf.il |Ostributed Suspicious Response ode B ock 5
109. 253. 212. 118|I srael 147.237.77.243|mobi l e. i df . i | D stributed Suspici ous Response Code B ock 5
79.178.102.120 [israel 147.237.0.19 |[nmadimatal .idf.il [Dstributed Suspicious Response Qode B ock 4
176.13.16.210 |lsrael 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Code B ock 4
109. 253. 129. 34 [Israel 147.237.77. 243 |nobi | e. i df . i | szti:'et.’ti’td?d_ |Pla;:2::12: /I{]ﬁg\g;;sa;\kgf dogaranm o Qrrent Passuord Bl ock 4
109. 253. 156. 81 |l srael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code B ock 3
213.57.201. 20 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 3
46. 19. 86. 154 I srael 147.237.77.243|nobi l e.i df . i | DO stributed Suspici ous Response Code B ock 3
85. 65. 151. 96 I srael 147.237.0.19 |[madimatal .idf.il [Dstributed Suspicious Response Qode B ock 3
46. 19. 86. 91 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 2
213.133.110.35 [Ger many 147.237.72. 166 |aka. i df . i | Unaut hor i zed Met hod HEAD for waw aka. i df.il/main/rabanut/ B ock 2
66. 249. 66. 75 Lhited Sates  |147.237.77.176 (mat pash. i df . il Mil ti pl e Unaut horized URL Access from 66. 249. 66. 75 B ock 2
82.221.48.130 |lceland 147.237.76.42 |refuah.idf.il PHP Attenpt B ock 2
62.128.48.50  |Israel 147. 237.72. 156 |anan. i df . i | m ;'nglr’]t ?‘fﬁ ul'?tl’tcr:r’lrs'ozlee‘j CL;?;? /A(fgfjfgro/”un St ned B ock 2
149. 78. 7. 215 I srael 147.237.0.19 |madimatal .idf.il |Ostributed Suspicious Response Qode B ock 2
82.221.48.130 |lceland 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to refua.atal.idf.il/index. php B ock 2
66.249.81.218 |wnited Sates  [147.237.77.216|dover.idf .i | D stributed Unaut hori zed URL Access on wanidf.il/error.htm B ock 2
2.54. 45,133 I srael 147.237.77.243|nobi l e.i df . i | Untraceabl e SSL Sessions: (pen Mde None 2
46.19. 86. 58 I srael 147.237.0.19 |nadimatal .idf.il |Ostributed Suspicious Response Code B ock 2
87.70. 3. 159 I srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to waw aka. i df.il/main/ B ock 1
66.249.66.75 [Lhited Sates  [147.237.76.86 |navy.idf.il gj;t ihgfr _i izle/dgiﬁlﬁcocrﬁ ats‘;/sho o um asp Bl ock 1
182.118.54.17 |[china 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
46.120.56.126 | srael 147.237. 72. 166 [aka. i df . i | m”:gi';ffﬁﬁa?zlgx‘mfgmm n None 1
149.78.84.162 |Israel 147.237.72. 166 |aka. i df . i | VDW\:J ;L;“f;f’ﬁig :/o;czr?a(i /W hod for Known LRL on B ock 1
84.100.235.26 | srael 147.237.76.42 |refuah.idf i oL ated Lo horized o v aa Bock |1
41.248.126.186 |Morocco 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: Cpen Mde None 1
109. 253. 142. 1761 srael 147.237.72. 166 |aka. i df . i | (Si‘stjjt éggiﬂgpﬁ”giﬁli g\l_DET?OthE?lO\—ILIA?\IICaEE) on None 1
77.125.76. 24 I srael 147.237.72. 166 |aka. i df . i | D stributed Unauthorized LRL Access on waw aka. i df . i/ mai n/ Bl ock 1
66.249.66.187 |[lhited Sates [147.237.0.34 |tikshuv.idf.il mutt|hfsrr:uz\/e? dﬁl fcn:ierflsgityzs/ qeneral . asp Bl ock 1
185.3.144.80  [Israel 147.237.72. 166 |aka. i df . i | ;arwaﬁ;ef df'%j??/(:;'j{v\sﬂa?hjri/‘:zgiis':r o zar g st er . a5px None 1
5.20.71.130  [israel 147.237.76.42 [refuah.idf.il ot ted et horized gaﬁcg‘fpi on B ock 1
95. 153. 129. 178 2;;:3 o 147.237.0.34 |tikshuv.idf.il ma’:?tkirhﬁpie dx ?'l ?tn'o‘;”ul'::sr /“::) ?u'n: /for um aspx Bl ock 1
85. 130. 207. 167 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1501- he/ at al . aspx B ock 1
66.249.64.229 |lhited Sates |147.237.77.233|atal .idf.il Distributed Unhaut hori zed URL Access on 147.237.77.233/robots. txt |B ock 1
82.81.240.240 |Israel 147.237.72. 166 |aka. i df . i | mn;::IZ?r ﬂ”f;mer n/;\c/'hmif:;ﬂmm in None 1
149.50.104.19 |Uited Sates  [147.237.72.156|anan. i df .| Ml tiple Untraceabl e SSL Sessions from 149.50. 104. 19 (Cpen Mbde)  [None 1
37.26.149.141 |Israel 147.237.77.233|atal .idf.il Paraneter Type Mol ation search in wwatal .idf.il/1440-he/atal .aspx  |B ock 1
109. 186.49.80 |Israel 147.237.72. 166 |aka. i df . i | PHP At tenpt B ock 1
Unaut hori zed URL Access to
66. 249. 74. 90 Uhited Sates [147.237.0.15 |kosher-kravi . i df . i|kosher-kravi.idf.il/tenpl ates/ depart nent sl obby/ depart nent sl obby. asp |B ock 1
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