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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country |Target Address |Site |Signature |Device Action |Count |
82. 145. 219. 83 Eur ope 147.237.77. 216 dover.idf.il ock I p Wb _In drop 6
185. 130. 5. 196 147.237.77. 176 nat pash. i df . i | Bl ock_Udp All _Nets drop 1
193. 242.218. 6 S tzerl and 147.237.77. 226 W chanat z. aka. i df . i | B ock Wp Al Nets drop 1
185. 130. 5. 196 147. 237. 76. 86 navy. i df il B ock Wp All Nets drop 1




02-29-2016-14:04:02 to 02-29-2016-15:04:02

|Top Attackers In IPS|

Attacker Address |Attacker Gountry  |Target Address |Site |Sgnature Devi ce Action |Oount |
5.29.127. 137 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LR B ock 18
62.219.131. 177 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HTTP. prefix 1.01 in the URL Bl ock 11
109. 67. 41. 120 | srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 8
46.117. 250. 65 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LR B ock 8
66. 249. 64. 180 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HTTP. prefix 1.01 in the URL Bl ock 1
106. 38. 241. 106 Chi na 147.237.77.233 |atal .idf.il C1000071: HTTP: User Agent Sogou+web+spi der B ock 1
104. 255. 65. 207 147.237.76.200 |eitan.aka.idf.il |0543: HITP: php.cgi Access B ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
106. 38. 241. 106 Chi na 147.237.77.176  |nat pash.i df .i| C1000071: HTTP. User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il CLl000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry |Signature

217.194. 196. 28 147.237.72. 166 I srael aka.idf.il  [portscan: TCP D stributed Portscan 1
37.26.148. 137 147.237.72. 166 I srael akaidf.il  [portscan: TCP D stributed Portscan 1
85. 65. 104. 30 147.237.77. 216 I 'srael dover.idf.il [portscan: TCP D stributed Portscan 1
213.8.204. 4 147.237.72. 166 I srael aka.idf.il  [portscan: TCP D stributed Portscan 1
31.210. 188. 106 147.237.72. 166 I srael akaidf.il  [portscan: TCP D stributed Portscan 1
80. 246. 140. 230 147.237.72. 166 I 'srael aka.idf.il  [portscan: TCP D stributed Portscan 1
23.27.45. 139 147.237.72. 166 Lhited Sates aka.idf.il  [portscan: TCP D stributed Portscan 1
212.179.21. 194 147.237.77. 216 I srael dover.idf.il [portscan: TCP D stributed Portscan 1
80. 246. 136. 96 147.237. 72. 166 I srael aka.idf.il portscan: TCQP Distributed Portscan 1
2.54.132. 128 147.237.77. 216 I srael dover.idf.il [portscan: TCP D stributed Portscan 1
193. 104. 77. 4 147.237.72. 166 I srael akaidf.il  [portscan: TCP D stributed Portscan 1
79.182. 195. 232 147.237. 72. 166 I srael aka.idf.il portscan: TCP Distributed Portscan 1
192. 116. 142. 154 147.237.77. 216 I srael dover.idf.il [portscan: TCP D stributed Portscan 1
79.178.199. 117 147.237.72. 166 I srael akaidf.il  [portscan: TCP D stributed Portscan 1
136. 243. 130. 9 147.237.77.74 Ger many lawidf.il ET SCAN NVAP -sS w ndow 1024 1
46.121. 75. 65 147.237.72. 166 I srael aka.idf.il  [portscan: TCP D stributed Portscan 1
136. 0. 99. 139 147.237.77. 216 Lhited Sates dover.idf.il [portscan: TCP D stributed Portscan 1
46. 43.73.129 147. 237.77. 216 Pal estinian Territory, Qrcupied dover.idf.il |portscan: TCP O stributed Portscan 1
105. 156. 121. 186 147.237.77. 216 Mbr occo dover.idf.il [portscan: TCP D stributed Portscan 1
46.19. 86. 11 147.237.72. 166 I srael akaidf.il  [portscan: TCP D stributed Portscan 1
87.69. 32. 72 147.237.72. 166 I 'srael aka.idf.il  [portscan: TCP D stributed Portscan 1
213.57.143. 78 147.237.77. 216 I srael dover.idf.il [portscan: TCP D stributed Portscan 1
37.26. 146. 253 147.237.72. 166 I srael akaidf.il  [portscan: TCP D stributed Portscan 1
82. 200. 142. 180 147.237.72. 156 Kazakst an aman.idf.il |ET SCAN NVAP -sS w ndow 4096 1
212.179. 226. 243 147.237.77. 216 I srael dover.idf.il [portscan: TCP D stributed Portscan 1
31.154. 163. 187 147.237.72. 166 I srael akaidf.il  [portscan: TCP D stributed Portscan 1
80. 246. 137. 228 147.237. 72. 166 I srael aka.idf.il portscan: TCQP Distributed Portscan 1
2.54.133. 88 147.237.77. 216 I srael dover.idf.il [portscan: TCP D stributed Portscan 1
195. 34. 150. 18 147. 237.77. 216 Austria dover.idf.il |Tehila - Perl LWP with fake user agent 1
80.179. 11. 61 147.237. 72. 166 I srael aka.idf.il portscan: TQP Distributed Portscan 1
192. 116. 166. 66 147.237.72. 166 I srael aka.idf.il  [portscan: TCP D stributed Portscan 1
79.180. 51. 41 147.237.72. 166 I srael akaidf.il  [portscan: TCP D stributed Portscan 1
192.114. 23. 18 147.237.77. 216 I 'srael dover.idf.il [portscan: TCP D stributed Portscan 1
79.177.58. 89 147.237.77. 216 I srael dover.idf.il [portscan: TCP D stributed Portscan 1
136. 243. 130. 9 147.237.76. 201 Ger many e.atal.idf.il [ET SCAN NVAP -sS w ndow 1024 1
46.117. 1. 179 147.237.72. 166 I 'srael aka.idf.il  [portscan: TCP D stributed Portscan 1
109. 253. 134. 73 147.237.72. 166 I srael aka.idf.il  [portscan: TCP D stributed Portscan 1
46. 19. 86. 110 147.237.72. 166 I srael akaidf.il  [portscan: TCP D stributed Portscan 1
93.173.79. 23 147.237.77. 216 I 'srael dover.idf.il [portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry

Target Address

dte

Signature

192.162.26.4  |spain 147.237.72. 166 |aka. i of . i | Bad TCP sequence SWretransmt with different oo or  [s1
w ndow scal e
194. 218.27. 162 |Sweden 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber nonitor |76
5.102.254.239 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d ACK nunber nonitor |44
194.218.27. 162 |Sweden 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber alert 40
Sreanming Engine: TCP Invalid i i ssi
109. 253. 222. 177 | srael 147. 237, 77. 243 |nobi | e. i of . i 9 =g Inval id segnent retransmssion. |, ., 30
Ret r ansmi ssi on Packet dr opped.
41.33.231. 90 Egypt 147. 237.77. 216 |dover. i df .i | drop SAMrul e drop 21
Sreamng Engine: TCP Invalid i i ssi
2.54.56.238  |Israel 147.237.77. 243 |mbile.i o i1 9 =g Inval i d segnent retransmssion. |, ., 21
Ret r ansni ssi on Packet dr opped.
109. 253. 219. 12 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d ACK nunber monitor |19
37.142.196. 159 |Israel 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> Timeout |reject 18
R SYNretransmt wth different .
85. 65. 202. 208 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence vi ndow scal e noni t or 17
reamn ine: TCP Invali i i Ssi
192.118.78.57 |Israel 147.237.72. 166 |aka. i df .i | Strean g Engine @ Invalid invalid segnent retransnissi on drop 15
Ret r ansmi ssi on Packet dr opped.
2.54.22.124 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 15
213.8.38. 42 I sr el 147.237.76.42 |refuah.icf.il  |Bad TCP sequence S retransmt wih different | onivor |14
W ndow scal e
109. 253. 219. 12 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval id AGK nunber aert 13
Sreaning Engine: TGP Invalid i i sSi
185. 120. 125. 38 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. |, 12
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
109. 253. 213. 49 |Israel 147. 237. 76. 200 |ei tan. aka. i f . i 9 =g Invalid segnent retransmssion. |, 12
Ret r ansni ssi on Packet dr opped.
85.65.202. 208 I srael 147.237.76.42 |refuahicf.il  |Bad TOP sequence SiNretransmt with different . o, 12
W ndow scal e
5.102.254.239 |Israel 147.237.77. 233 |atal .idf. il Bad TCP sequence I'nval i d ACK nunber alert 11
178.214.79. 116 glcf;i'géa” Territory147. 237. 77. 176 |nat pash. icf. il |dr op First packet isn't SN drop 10
80. 246. 133. 210 |Israel 147.237.76.42 |refuahidf.il  |Bad TCP sequence SWretransmt with different —opor o
w ndow scal e
Sreaning Engine: TCP Invalid i i ssi
62. 219. 135. 231 |Israel 147.237.72. 166 |aka. i df . 9 =g Inval id segnent retransmssion. |, ., 9
Ret ransmi ssi on Packet dr opped.
105. 106. 143. 247 |A geria 147.237.77. 216 |dover. i df .i 1 drop SAMrul e drop 9
178.214.79. 116 |FAEStinan Termitoryl, j; 537 77 216 |dover.idr. i dr op First packet ism't SWN drop 8
Qccupi ed
31.168.96.254 |lIsrael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect
79.177.235. 151 |Israel 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> Timeout |reject
Sreanming Engine: TCP Invalid i i ssi
46.19. 85. 68 I srael 147. 237, 77. 243 |nobi | e. i of . i 9 =g Invalid segnent retransmssion. | ., 6
Ret ransmi ssi on Packet dr opped.
2.54.22.124 I sr ael 147.237. 72. 166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber nonitor |6
Sreamng Engine: TCP Invalid i i ssi
64.120.16.196 |United Sates 147. 237.72. 166 |aka. i of .11 9 =g Inval i d segnent retransmssion. |, ., 6
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi
109. 64.57. 146 | srael 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. —q ., 6
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
62.90.147. 145 |israel 147. 237.72. 166 |aka. i f .11 9 =g Inval i d segnent retransmssion. |, ., 6
Ret r ansni ssi on Packet dr opped.
2.54.22. 124 I srael 147.237.72. 166 |aka.idf il Bad TCP sequence Inval i d sequence nunber noni t or 6
Sreaming Engine: TCP Invalid i i ssi
84.94.223.86  |israel 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
176. 13. 4. 60 I srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. |, 6
Ret ransm ssi on Packet dr opped.
81.218.125.15 |lsrael 147.237.72. 166 |aka.idf il Bad TCP sequence I'nval i d sequence nunber noni t or 6
Sreanming Engine: TCP Invalid i i ssi
109. 64. 94. 168 | srael 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, ., 6
Ret ransmi ssi on Packet dr opped.
95.35.28.95 [Israel 147.237.72. 166 |aka. i of . i | Bad TCP sequence SYNACK retransmt wth monitor |6
different w ndow scal e
Sreanming Engine: TCP Invalid i i ssi
85. 65. 202. 208  |Israel 147. 237. 72. 167 |i shuri maka. i df . i 9 =g Invalid segnent retransmssion. |, ., 6
Ret ransmi ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i SSi
204.12.251.37 |wited Sates 147.237.72. 166 |aka.i df . i1 9 =g Inval id segnent retransmssion. |, . 6
Ret r ansmi ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
2.52.37.236 I srael 147.237.72. 166 |aka. i df . 9 =g Inval id segnent retransmssion. |, ., 6
Ret ransmi ssi on Packet dr opped.
46. 19. 85. 147 I sr ael 147.237.77. 216 |dover. i df .i | Bad TCP sequence I'nval i d ACK nunber alert
2.52.166. 123 | srael 147.237.72. 167 [i shurimaka. i df .i |SYN At t ack SYN -> SYN-ACK -> RST rej ect
46. 19. 85. 147 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence I'nval i d ACK nunber noni t or
147.236.50.70 |Israel 147.237.77. 233 |atal i of i Bad TCP sequence SWretransmt with different —opor s
w ndow scal e
46.19. 85. 78 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence I'nval i d ACK nunber alert
46. 19. 85. 78 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or
195. 160. 242. 40 |l srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber alert
Sreanming Engine: TCP Invalid i i ssi
85.64.71.222  |Israel 147.237.72. 166 |aka. i df . 9 =g Inval id segnent retransmssion. | ., 4
Ret ransmi ssi on Packet dr opped.
209. 88. 157. 203 |l srael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
2.54.22.124 I srael 147.237.72. 166 [aka.i of .i Bad TCP sequence Inval i d AGK nunber aert
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf .il drop Frst packet isn't SN drop
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
46. 19. 85. 23 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode B ock 105
176.13. 5. 14 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code Bl ock 86
176.13.17. 45 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 84
2.54.9.228 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode B ock 42
46. 19. 85. 55 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code Bl ock 26
37. 46. 38. 188 I srael 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut horized URL Access from 37.46. 38. 188 Bl ock 13
31.210. 186. 249 |l srael 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed URL Access from 31.210. 186. 249 Bl ock 12
109. 253. 222. 177|1 sr ael 147.237.77.243|nobi | e.i df . i | Distributed Suspicious Response Code Bl ock 10
192. 162. 26. 4 Spai n 147.237.72. 166 [aka. i df . i | Distributed Unknown HTTP Request Met hod Bl ock 7
192. 162. 26. 4 Spai n 147.237.72. 166 |aka. i df . i | DOstributed I11egal Byte Gode Character in Header Nane B ock 7
192. 162. 26. 4 Sain 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Qode Character in Mthod Bl ock 7
192. 162. 26. 4 Spai n 147.237.72. 166 [aka. i df . i | Distributed Ml fornmed URL Bl ock 7
192. 162. 26. 4 Spai n 147.237.72. 166 |aka. i df . i | Mil tiple Abnormal |y Long Header Line from192.162.26.4 B ock 6
192. 162. 26. 4 Sain 147.237.72. 166 |aka. i df . i | Mil tipl e Mal formed HTTP Header Line from 192. 162. 26. 4 Bl ock 6
31.210. 186. 249 [lIsrael 147.237.72. 166 [aka. i df . i | Distributed PHP Attenpt Bl ock 6
37. 46. 38. 188 | srael 147.237.72. 166 |aka. i df . i | Dstributed PHP Attenpt B ock 6
192. 162. 26. 4 Sain 147.237.72. 166 |aka. i df . i | Mil tipl e NILL Character in Header Narme from 192. 162. 26. 4 Bl ock 6
2.54.56. 238 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code Bl ock 6
62.219.254.97 |Israel 147. 237.77. 226 V\:A:W chanat z. aka. i df m“é:g;lzfgkg'dﬁ‘ﬁifpi; oragelfilesd Bl ock 5
89.234. 157. 254 |France 147.237.76.42 |refuah.idf.il Mil ti pl e Unhaut horized LRL Access from 89. 234. 157. 254 Bl ock 5
176.12.160.1  [Israel 147. 237.72. 156 |anan. i df . i | m ;'ngl;t ?gf u:"l"‘;tcgs'ozli(j Ct)’?‘e/pggf_srfg O e i ned B ock 5
109. 226. 22. 161 |l srael 147.237.77. 216 |dover . i df . il Distributed Waut hori zed URL Access on wwidf.il/error. htm Bl ock

192. 162. 26. 4 Spai n 147.237.72. 166 [aka. i df . i | Mil tiple Abnormal |y Long Request from 192.162. 26. 4 Bl ock

109. 226. 44. 156 |l srael 147.237.77. 216 |dover.i df . il Distributed Wauthorized URL Access on waw idf.il/error. htm B ock
192.162.26.4  |Spain 147.237.72. 166 |aka. i df . i | g‘gzt.ifg; 'Z'é_egaj Byte (de Craracter in Header el ue from B ock 5
84.94.179. 12 I srael 147.237.72. 166 [aka. i df . i | Mil tipl e Unauthorized URL Access from 84. 94, 179. 12 Bl ock 5
66.249.64.207 |United Sates [147.237.0.34 [tikshuv.idf.il EE;:;‘ l:tdffji wr?;’jt:/ogriiyies‘/’gg;r ;C.Cae;i on Bl ock 4
46.19. 85. 203 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code Bl ock

46. 19. 86. 85 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode B ock 4
77.125.109.68 |Israel 147.237.72. 166 |aka. i df . i | Ml tiple Unhauthorized URL Access from 77.125. 109. 68 Bl ock 4
66.249.64.202 |United Sates [147.237.0.34 |tikshuv.idf.il Dt buted f?ﬁ:jt:/og;iyie;gg:e‘r ;’lc_caesspi on B ock 4
134.249.65.86 |lkraine 147.237.77.216|dover. i df . il D stributed Waut hori zed URL Access on waw i df . il/nazi/ Bl ock 3
109. 226. 17. 214 |Israel 147.237.77. 216 |dover.idf .l D stributed Unaut hori zed LRL Access on waw idf.il/error. htm Bl ock 3
109. 253. 206. 120|1 sr ael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code Bl ock 3
37.46. 38. 185 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka. i df.il/aj ax/ updat est at us. php [B ock 3
192. 162. 26. 4 Spai n 147.237.72. 166 [aka. i df . i | Distributed I11egal Byte Gode Character in URL Bl ock 3
46.119.127.64  |lkraine 147.237.77. 216 |dover . i df . il Uhaut hori zed URL Access to vwwuidf.il/mazi/ B ock 3
84.94.179. 12 I srael 147.237.72. 166 |aka. i df . i | Dstributed PHP Attenpt B ock 3
109. 253. 146. 121 ]I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code Bl ock 3
46. 19. 85. 68 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Code Bl ock 3
192. 162. 26. 4 Spai n 147.237.72. 166 [aka. i df . i | Mitiple Illegal HITP \Version from192. 162. 26. 4 B ock 3
37. 46. 38. 185 I srael 147.237.72. 166 [aka. i df . i | Distributed PHP Attenpt Bl ock 3
109. 253. 205. 23 |l srael 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Code Bl ock 2
77.125.109.68 |Israel 147.237.72. 166 |aka. i df . i | Dstributed PHP Attenpt B ock 2
207.46.13.107 |lLnited Sates |147.237.77.216|dover.idf.il D stributed Unaut hori zed LRL Access on waw idf.il/error. htm Bl ock 2
2.52.141. 255 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
66. 102. 8. 243 Lhited Sates |147.237.77.216|dover.idf.il Dstributed Wauthorized URL Access on waw idf.il/error. htm B ock 2
192.162.26.4  |spain 147.237.72. 166 |aka. i df . i | ggfﬂ%ﬁpﬁyﬁ:@i &fﬂ_&gﬁﬂ) None 2
176. 13. 6. 156 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode B ock 2
192. 162. 26. 4 Sain 147.237.72. 166 |aka. i df . i | Abnormal |y Long Request et hod B ock
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