02-29-2016-09:04:06 to 02-29-2016-10:04:06

@
1"PT SwNn [ )

oV

www.gov.il

IDF Under Attack

Daily Report

|Top Targets |
800+
6001 W akaidf.il
] M dover.idf.il
4004 M nadi matal .idf.i
B nobile.idf.il
Number | B tikshuv. idf.il
ks 2%°T W lawidh il
W oatal.idf.il
0- M aman.idf.il
S & RS & & $\$ (»\ & Ky & naar achot . i df . i |
o A > 2 S & A A X B refuah.idf.il
\4 N Q X 5
¥ & & N & & S &

Top Tar get

[Top Attackers |

150+

Nunber
(6]
At acks

Top Attackers

W 194. 218. 27. 162

37.26. 149. 162
I 109. 65. 33. 86

66. 249. 66. 127
Il 109. 253. 140. 1
M 109. 253. 143. 177
[ 79. 180. 61. 244
M 46. 19. 85. 180

70.194. 104. 171
W 41.33.231.90




|Top Attackers | n DDoS- Def ence |
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Attacker Address |Attacker Country |Target Address |Site Signature Device Action |[Count
79.180. 12. 103 | srael 147.237.72. 166 aka.idf.il B ock_Wp Al _Nets drop 3
82. 145. 219. 82 Eur ope 147.237.77. 216 dover.idf.il B ock _|p VWb In drop 3
93. 80. 161. 65 Russi an Federati on 147.237.77. 233 atal.idf.il JIMPurple Gon Limt Htp drop 3
93. 80. 161. 65 Russi an Federation 147.237.77. 233 atal .idf.il JLM Under Attack Con Htp drop 2
212.179. 54. 237 | srael 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 2
198. 23. 141. 210 Lhited Sates 147.237.76. 31 nakchal . i df i Block Np Al Net drop 1
184. 105. 139. 102 Lhited Sates 147. 237.0. 35 akaws. i df . i | Block Np Al Net drop 1
222.99.172. 119 Korea, Republic of 147.237.76. 199 e.nakchal .idf.il B ock_Up Al _Nets drop 1
184.105.139. 114 Lhited Sates 147.237.77.121 e.navy.idf.il Bock Np Al Net drop 1
184. 105. 139. 86 Lhited Sates 147.237.77. 234 hal ag.idf.il Bock Np Al _Net dr op 1
198. 23. 141. 210 Lhited Sates 147.237.77. 243 nobi | e.idf il Block Np Al Net drop 1
184. 105. 139. 102 Lhited Sates 147. 237.77. 205 prisha.idf.il Block Np Al Net drop 1
180. 182. 220. 133 Korea, Republic of 147.237.77. 19 lawforumidf.il B ock_Wp Al _Nets drop 1
222.99.172. 119 Korea, Republic of 147.237. 76. 200 eitan aka.idf.il B ock_Up Al _Nets drop 1
184.105. 139. 118 Lhited Sates 147.237. 8. 28 e.nobile-ks.idf.il |Bock Np Al Net drop 1
184. 105. 139. 98 Lhited Sates 147.237.77. 227 e hanaz.idf.il B ock Np All _Net drop 1
184. 105. 139. 106 Lhited Sates 147.237.77. 178 e. mat pash. i df . | Block Np All Nt drop 1
180. 182. 220. 133 Korea, Republic of 147.237.77. 205 prisha.idf.il B ock Wp Al Nets drop 1
222.99.172.119 Korea, Republic of 147.237.76. 201 eatal.idf.il B ock_Wp Al _Nets drop 1
184.105. 139. 122 Lhited Sates 147.237.77. 243 nobi | e.idf.il B ock Np All _Net drop 1
184. 105. 139. 98 Lhited Sates 147.237.77. 235 svivaidf.il Bock Np Al Net drop 1
222.99.172.119 Korea, Republic of 147. 237.76. 198 e.yohal an.i df .i | Bl ock Udp All Nets drop 1
184.105. 139. 114 Lhited Sates 147.237.8. 24 elifestyle.idf.il B ock Np Al Net drop 1
184. 105. 139. 74 Lhited Sates 147.237.77.212 e. dover.idf.il B ock Np Al _Net drop 1
65.34.47. 111 Lhited Sates 147.237.72. 167 ishurimaka.idf.il |Bock Udp Al Nets drop 1
222.99.172. 119 Korea, Republic of 147.237. 76. 202 e.halag.idf.il B ock_Up Al _Nets drop 1
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|Top Attackers In IPS|

At t acker Address|Attacker Qount ry Target Address |Site |Sgna1ure

193. 43. 245. 250 |l srael 147.237.0.34 |tikshuv.i df.i[[|Cl1000138: HITP. prefix 1.01 in the LR B ock 5
193. 43. 246. 250 |l srael 147.237.0.34 |tikshuv.idf.il[C1000138: HTTP. prefix 1.01 in the LR B ock 3
69.30.215.106 |Lnited Sates 147.237.77.216 |dover.idf .i|l [ClL000074: HITP. najestic bot B ock 2
37.26.148.189 |[Israel 147.237.0.34 |tikshuv.i df.i[|Cl1000138: HITP. prefix 1.01 in the LR B ock 2
66. 249. 64. 180 |l srael 147.237.0.34 |tikshuv.idf.il[C1000138: HTTP. prefix 1.01 in the LR B ock 2
69.30.215.106 |Lnited Sates 147.237.72. 166 |aka. i df . i | C1000074: HTTP. maj estic bot B ock 2
108. 59. 8. 80 Lhited Sates 147.237.77.216 |dover.idf .i|l [ClL000074: HITP. najestic bot B ock 2
37.26.146. 223 |Israel 147.237.0.34 |tikshuv.idf.il[C1000138: HTTP. prefix 1.01 in the LR B ock 2
106. 38. 241. 106 |Chi na 147.237.77. 176 |nat pash. i df . i [|CL000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
46.43.126.100 |Palestinian Territory, Qcupied147.237.77.176 |mat pash. i df.il[14170: HITP. B ank Wser-Agent (descriptor but no string) |B ock 1
106. 38. 241. 106 |Chi na 147.237.77.216 |dover.idf.il |CL000071: HTTP: User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 |Chi na 147.237.77.233 |atal .idf.il C1000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
66.249. 66. 127  |147.237.77.74 |Whited Sates |lawidf.il ET SCAN NVAP -sA (2) 73
79.180. 61. 244  |147.237.72. 166 |l srael aka.idf.il portscan: TP D stributed Portscan 2
113. 163. 164. 237(147. 237. 76. 44 |V et nam e.refuah.idf.il ET SDAN Behavi oral husual ly fast inbound Telnet Connecti ons, 1
Potential Scan or Brute Force
37.26.146.254 |147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
94.159. 144, 107 |[147.237.72. 166 |l srael aka idf.il portscan: TCP D stributed Portscan 1
5.28.169. 21 147.237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
87.69.204. 136  [147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
2.54.130. 223 147, 237. 72. 166 |I srael aka idf.il portscan: TCP D stributed Portscan 1
84.111.233. 218 [147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
217.194. 198. 114|147. 237. 77. 216 || srael dover.idf.il portscan: TCP D stributed Portscan 1
80. 178. 200. 5 147, 237. 72. 166 |I srael aka idf.il portscan: TCP D stributed Portscan 1
212.179.21. 194 |147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
79.180.101.55 |147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
212. 143. 104. 105147. 237. 77. 216 || srael dover.idf.il portscan: TCP D stributed Portscan 1
164.39.11.198 [147.237.77.235 E?ir:;gom sviva idf.il ET SCAN NVAP -sS w ndow 1024 1
46.19. 85. 154 147.237. 72. 166 |I srael aka.idf.il portscan: TP D stributed Portscan 1
136.243.130.9 |147.237. 77. 212 |Ger many e. dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
37.142.216. 129 |147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
109. 253. 131. 206|147, 237. 72. 166 |I srael aka.idf.il portscan: TP D stributed Portscan 1
5.29. 236. 123 147.237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
93.174.93. 96 147.237.77. 226 |Netherlands  [waw chamat z. aka.idf.il [ET SCAN NVAP -sS w ndow 1024 1
2.54.163. 222 147.237. 72. 166 |I srael aka.idf.il portscan: TP D stributed Portscan 1
84.228.56.206 |[147.237.72. 166 |l srael akaidf.il portscan: TCP D stributed Portscan 1
2.54.130.57 147.237.77. 216 (I srael dover.idf.il portscan: TCP D stributed Portscan 1
84. 109. 80. 51 147.237. 72. 166 |I srael aka.idf.il portscan: TP D stributed Portscan 1
212.179. 222. 225|147. 237. 77. 216 || sr ael dover.idf.il portscan: TCP D stributed Portscan 1
80.178. 124. 106 |[147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
212.179.1.186 |[147.237.72. 166 |l srael aka.idf.il portscan: TP D stributed Portscan 1
208. 115.113. 89 |147.237.72. 166 |Whited Sates [aka idf.il portscan: TCP D stributed Portscan 1
46.151.52.210 [147.237. 76. 202 |Wkrai ne e halag.idf.il ET SCAN NVAP -sS w ndow 1024 1
164.39. 11. 198  [147.237.77.212 LKJ?i;:gom e.dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
46.19. 85. 71 147.237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
194. 218. 27. 162 |Sweden 147. 237. 72. 166 |aka.i of .i Bad TCP sequence Invalid ACK nunber noni t or 101
194. 218.27. 162 [Sweden 147.237.72. 166 [aka.i df .i | Bad TCP sequence Inval i d ACK nunber aert 51
109. 65. 33. 86 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 49
r in ine: TCP Invali i i ssi
70.104.104. 171 |Uited Sates 147,237, 77. 216 |dover. icf. i1 | @M NG Engine: TGP alid invalid segnent retransnission drop 39
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
2.52.37.98 I srael 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransnission. drop 30
Ret r ansmi ssi on Packet dr opped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
109. 65. 33. 86 | srael 147.237.72. 166 |aka. i df . i drop Frst packet isn't SYN drop 25
69. 31. 51. 121 g”;(’;ymus 147. 237. 77. 170 |mar achot . i of . i 1{dr op First packet isn't SIN drop 24
93.80.161.65  |SSian 147.237.77. 233 |atal .idf il drop Frst packet isn't SWN drop 20
: ’ ’ Federati on ’ ’ ’ : ’
2.54.16. 106 I srael 147.237. 77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 20
79.180. 61. 244  |lsrael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 19
84.95. 215. 19 I srael 147.237.72. 166 [aka.i df .i | Bad TCP sequence Inval i d sequence nunier noni t or 16
Sreaning Engine: TGP Invalid i i ssi
37.26.148.156 |Israel 147.237.72. 166 |aka.i df . i1 9 =9 Invalid segment retransmission. drop 12
Ret r ansmi ssi on Packet dropped.
Sreaning BEngine: TGP Invalid i i ssi
109. 253. 132. 30 |l srael 147. 237.77. 243 |mobi l e. i f . i 9 =9 Invalid segnent retransmssion. drop 12
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
109. 253. 221. 124|1 srael 147.237.77. 243 |nobil e.i of . 9 =9 Invalid segment retransmission. drop 12
Ret r ansmi ssi on Packet dropped.
46.19. 85. 144 I srael 147. 237. 77. 216 |dover.i of .i | Bad TCP sequence Invalid ACK nunber alert 12
46.19. 85. 144 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber noni t or 12
109. 253. 140. 221 |I srael 147.237.77.233|atal .idf.il Bad TCP sequence Inval i d ACK nunber alert 11
109. 253. 140. 2211 srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 11
80.178.101.40 |Israel 147.237. 72. 156 |anan.i df .il SYN Att ack SYN -> SYN-ACK -> RST rej ect 11
80. 246. 140. 207 |l srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 10
217.194. 203.52 |Israel 147.237.72. 156 |anan.i df .i drop First packet isn't SN drop 10
o SYN+AXK retransmit with different .
79.180. 61. 244 |l srael 147. 237. 72. 166 |aka.i of .i Bad TCP sequence wi ndow scal & noni t or 10
62.219.198. 6 | srael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 9
Sreaning BEngine: TCP Invalid i i ssi
176.13.21. 111 |Israel 147. 237.72. 166 |aka. i f .11 9 =9 Inval i d segnent retransnission. drop 9
Ret r ansmi ssi on Packet dropped.
r ing BEngi ne: TCP Invali i i ssi
94.230.93.227 |israel 147.237.0.34 |tikshwv.ior 1 |27 €M NG Engine: TCP Invalid finvalid segnent retransnission drop 9
Ret ransm ssi on Packet dropped.
Sreaning BEngine: TCP Invalid i i ssi
176.13.6.248  |Israel 147.237.72. 166 |aka. i of . i 9 =9 Inval i d segnent retransnission drop 9
Ret r ansmi ssi on Packet dropped.
r ing BEngi ne: TCP Invali i i ssi
2.54.146.133  |Israel 147. 237. 72. 166 |aka. i df .| Streaning Engine: TCP Invalid invalid segnent retransnission drop 9
Ret ransm ssi on Packet dropped.
. . SWNretransmit wth different .
80. 246. 130. 218 |l srael 147.237.77. 234 |hal ag.i of .l Bad TCP sequence wi ndow scal e noni t o 8
46. 19. 85. 65 I srael 147.237.76.42 |refuah.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 8
Sreaning BEngine: TCP Invalid i i ssi
2.54.4.158 I'srael 147. 237.72. 166 |aka i of . i 9 =9 Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
94.230.93.179 |israel 147.237.0.34  |tikshuv.idf.il 9 =9 Invalid segment retransmssion. dr op 6
Ret r ansmi ssi on Packet dropped.
Sreaning BEngine: TCP Invalid i i ssi
94.230.93.140 | srael 147.237.0.34  |tikshuv.idf.il 9 =9 Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
46.19.85.111  |israel 147.237.72. 166 |aka.i df . i1 9 =9 Invalid segment retransmssion. drop 6
Ret r ansmi ssi on Packet dropped.
Sreaning BEngine: TCP Invalid i i ssi
109. 66. 164. 119 |l srael 147. 237.72. 166 |aka i of . i 9 =9 Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
94.230.93.163 | srael 147.237.0.34  |tikshuv.idf.il 9 =9 Invalid segment retransmssion. dr op 6
Ret r ansmi ssi on Packet dropped.
Sreaning BEngine: TCP Invalid i i ssi
2.54.140.226  |israel 147. 237. 77. 243 |mobi l e. i f . i 9 =9 Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
46. 19. 85. 104 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber alert 6
Sreaming Engine: TGP Invalid i i ssi
94.230.93.131 | srael 147.237.0.34  |tikshuv.idf.il 9 =g Invalid segnent retransmssion. dr op 6
Ret r ansni ssi on Packet dropped.
212.179.21.194 |l srael 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber noni t or 6
Sreaning Engine: TAP Invalid i i Ssi
94.230.93.166 | srael 147.237.0.34  |tikshuv.idf.il 9 =g Invalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
46. 19. 85. 104 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d ACK nunber noni t or 6
Sreaning Engine: TGP Invalid i i ssi
109. 65.58.86  |Israel 147.237.72. 166 |aka.i df . i1 9 =9 Invalid segment retransmssion. drop 6
Ret r ansmi ssi on Packet dropped.
Sreaning BEngine: TCP Invalid i i ssi
94.230.93.214 |israel 147.237.0.34  |tikshuv.idf.il 9 =9 Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
46.19. 86. 0 I srael 147.237.72. 166 |aka.i df . i1 9 =9 Invalid segment retransmssion. drop 6
Ret r ansmi ssi on Packet dropped.
Sreaning BEngine: TCP Invalid i i ssi
109. 65.31.162 |l srael 147. 237.72. 166 |aka i of . i 9 =9 Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
149.78.24.30  |Israel 147.237.72. 166 |aka.i df . i1 9 =9 Invalid segment retransmssion. drop 6
Ret r ansmi ssi on Packet dropped.
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Sreaning Engine: TGP Invalid

Inval i d segnent retransnission.

80. 246. 136. 162 |l srael 147.237. 77. 243 |nobi l e.i of .i | 2 dro
Ret r ansni ssi on Packet dropped. P
Sreaning Engine: TGP Invalid i i ssi

79.180.12.103 |[Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. drop
Ret r ansmi ssi on Packet dr opped.

212.179.102. 167|l srael 147.237.72. 166 |aka. i df . il dr op First packet isn't SN drop
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
37.26.149.162 |lsrael 147.237.77.243|mobi l e. i df . i | Mil tipl e Unhaut horized URL Access from 37.26. 149. 162 B ock 91
109. 253.140.1  |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 62
109. 253. 143. 177|I srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 48
46. 19. 85. 180 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 40
176.13.2. 95 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 20
66. 249. 69. 26 Uhited Sates |147.237.77.216|dover.idf.il Ml tiple Unaut horized URL Access from 66.249. 69. 26 B ock 16
. . Mul tiple Whaut horized Method for Known URL from
85. 64.228.236 |Israel 147.237.72. 166 |aka. i df . i | 85. 64, 228, 236 B ock 14
82.166.22.37  |Israel 147.237.72. 166 |aka. i df . i | Mitiple Uhauthorized Method for Known URL from B ock 7
82. 166. 22. 37
109. 253. 202. 13 |Israel 147.237.77.243|mobi l e. i df . i | D stributed Suspici ous Response Code B ock 6
2.54.39. 226 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 4
109. 253. 221. 124]I srael 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Code B ock 4
37.26.148.170 |lIsrael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 3
85. 250. 245. 5 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 3
109. 253. 198. 254 ]I srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 3
37.26.149.162 |lIsrael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 3
66.249.81.212 |wited Sates |147.237.77.216|dover.idf .il O stributed Lhaut hori zed URL Access on waw i df.il/error. htm B ock 3
. . . Paraneter Type Mol ati on NewPassword in
46. 19. 86. 90 I srael 147.237.77. 243 |nobi l e.idf . il nobi | e. i df .| / sachar/ changepassvor d B ock 3
: . . Unaut hori zed URL Access to
87.26.149.162 I srael 147.237.77. 243 [nobi | e. i df . i | nobi | e.idf.il/categorytenpl ates/|istchil ddocunent s/ 1597 Bl ock 3
207.46.13.107 |lLnited Sates |[147.237.77.216|dover.idf .il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 2
. . Unhaut hori zed URL Access to
46.210.182.59 |Israel 147.237.72. 166 |aka. i df . i | v aka, i o i |/ nai v i yus/ cont rol s/ at uda/ B ock 2
81.218.13.130 [Israel 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 81.218. 13. 130 B ock
176.13. 9. 137 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock
: . . Paraneter Type Mol ation QurrentPassword in
46. 19. 86. 60 I srael 147.237.77.243|nobi le.idf . i | mobi | e. i df . i |/ sachar/ changepassvor d Bl ock 2
157. 55. 2. 152 Lhited Sates |147.237.77.216|dover.idf.il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 2
66. 249. 81. 215 RJSIS:;ni on 147.237.77.216|dover.idf .l Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 2
37.26.146.184 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
79.180.61.244 |[Israel 147.237.72. 166 [aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 2
66.249.81.218 |[Wited Sates |147.237.77.216|dover.idf .il D stributed Uhauthorized URL Access on wawidf.il/error.htm B ock 2
46.19. 85. 212 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Code B ock 2
37.26.149.167 |[Israel 147.237.77.243|nobi l e.idf . il Paraneter Type M ol ation Password i n nobil e.idf.il/sachar/login B ock 2
] . . Unhknown Par arret er anp; anp; docld in
66. 249. 79. 10 Lhited Sates [147.237.72.166|aka. i df.i | v aka. i o i |/ brot her s/ ski ra/ def aul t. asp None 1
82.102.136.65 |[Israel 147.237.77.216|dover.idf .l Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock
66. 249. 66. 21 Lhited Sates |147.237.77.243|nobil e.idf .il Mil ti pl e Unauthorized URL Access from 66. 249. 66. 21 B ock
79.183.169. 121 I srael 147.237.72.166 |aka. i df . i | tnknown Paranet er ct| 00Sct| 00Scphhei n$cphSachar Sctl17:in o 1
wan aka. i df . i |/ nai n/ sachar/ paysl i ps. aspx
46. 19. 86. 45 I srael 147.237.77.243|nobi l e. i df . i | O stributed Suspicious Response Code B ock
37.26.148.195 |[lIsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None
123.211. 14. 144 |Australia 147.237.77.216|dover.idf .il Unt raceabl e SSL Sessi ons: (pen Mbde None 1
] . . Unknown Par anet er anp; pageNumin
66.249.79.222 |lhited Sates |147.237.72.166|aka.idf.i | aka.i of i1 /i turi ndasp/ di spl ayal | sol di ers. asp None 1
’ . - Unaut hori zed URL Access to
66.249.69.32  |Wited Sates  |147.237.77.216|dover. i df . il 147. 237, 77. 216/ 1133. 20477- he/ dover . aspx B ock 1
31.154.19.5 I srael 147.237.77.234|hal ag. i df . i | Mil tipl e Uhaut horized URL Access from3l.154.19.5 Bl ock 1
] . ] Paraneter Type M ol ati on PageNumin
68.180.230.29 |lhited Sates [147.237.77.176|nat pash. i df . i | v cogat . i df . i 1/ 1927- hel cogat . aspx Bl ock 1
40.77.167. 24 Lhited Sates |147.237.77.216|dover.idf.il Lhaut hori zed URL Access to waw idf.il/anan B ock 1
66.249.79.10  |Wnited Sates |147.237.72.166 |aka. i df .i| Unknown Paraneter anp; catlD in None 1
ww aka. i df . i |/ gi yus/ f or ns/ downl oadf or m asp
37.26.148.170 [israel 147.237.0.19 |[nadimatal .idf.il Unt raceabl e SSL Sessi ons: (pen Mbde None
2. 54. 140. 226 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Qode B ock
; : . . Unaut hori zed URL Access to
66. 249. 66. 21 Lhited Sates [147.237.77.243|nobi le.idf.il nobi l e, i o . i |/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1750 B ock 1
212.117.136.6 |[Israel 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Gode Character in URL from212.117.136.6 |B ock 1
79 183. 169. 121 |1 srael 147. 237, 72. 166 |aka. i df . i | Unknown _Par gmzt er ctl 00sct | 00$9phhﬁa| n$cphSachar $ctl 41 in None 1
v aka. i df . i |/ mai n/ sachar/ paysl i ps. aspx
_ m ny- kosher - kravi . i d _ o
66. 249. 78. 80 Lhited Sates 147.237.0. 17 £l Untraceabl e SSL Sessi ons: Lhknown Server Certificate None 1
31.168. 182. 240 |l srael 147.237.77.216|dover. i df . il Unaut hori zed URL Access to v i df . il/navy. Bl ock 1
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