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|Top Attackers | n DDoS- Def ence |
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Attacker Address  |Attacker Country |Target Address |Site |Signature |Device Action |Count |
198. 23. 141. 210 Lhited Sates 147.237.77. 226 W chamat z. aka. i df . i | B ock Np Al _Net drop 1
198. 23. 141. 210 Lhited Sates 147.237.76. 39 nobi | e. nei tav.idf.il B ock Np Al Net drop 1
198. 23. 141. 210 Lhited Sates 147.237.77. 235 svivaidf.il Bock Np Al Net drop 1
184. 105. 247. 211 Lhited Sates 147.237.72. 217 eidf.il Block Udp All Nets drop 1
198. 23. 141. 210 Lhited Sates 147.237.76. 148 gocenter.aka.idf.il B ock Np Al _Net drop 1
208. 67. 1. 130 Lhited Sates 147. 237.77. 233 atal.idf.il ock Wip Al Nets drop 1
184. 105. 247. 211 Lhited Sates 147.237.77. 216 dover.idf.il ock Wp Al _Nets drop 1
198. 23. 141. 210 Lhited Sates 147.237.77. 216 dover.idf.il B ock Np Al Net drop 1
185. 130. 5. 201 147.237.77. 226 W chanat z. aka. i df . i | B ock Wp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Count |
79.183. 152. 62 I srael 147.237.0. 34 tikshuv.idf.il [ClL000138: HITP. prefix 1.01 in the LR B ock 16

66. 249. 64. 180 I srael 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.0l in the URL B ock 2

106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il C1000071: HTTP: User Agent Sogou+web+spi der Bl ock 1

106. 38. 241. 106 Chi na 147.237.77.233 |atal .idf.il Cl000071: HTTP. User Agent Sogou-+web+spi der B ock 1

106. 38. 241. 106 Chi na 147.237.77.176  |matpash.idf.il |ClL000071: HTTP: User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Target Address ‘Attacker Quntry |Ste Signature
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 3
80, 246. 130. 20 |147 237 76.30 |1srael hirsh i df i | ET DC5 Large amount of TCP ZeroWndow - Possible Nkiller2 3
DDos at t ack
46.120. 167. 182 |147. 237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
46.19. 85. 84 147.237. 72. 166 |I srael aka idf.il portscan: TQP D stributed Portscan 1
31.211. 102. 129 |147. 237.0. 16 ?23331 o ny-kosher-kravi.idf.il |ET SCAN NVAP -sS wi ndow 4096 1
212.179. 90. 106 |147. 237. 77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
185.3.144.45  [147.237.72. 166 |l srael aka.idf.il portscan: TP D stributed Portscan 1
149. 78. 224. 174 (147. 237. 72. 166 || srael akaidf.il portscan: TCP D stributed Portscan 1
82.80.198. 164 |147.237.72. 166 (I srael aka.idf.il portscan: TCP D stributed Portscan 1
79.178.234.99 |147.237.72. 166 I srael aka.idf.il portscan: TP D stributed Portscan 1
46.19.86.196 |147.237.77.216|Israel dover.idf.il portscan: TCP D stributed Portscan 1
37.26.149. 130 [147.237.72. 166 (I srael aka.idf.il portscan: TCP D stributed Portscan 1
218.246.0.97 |147.237.77.121|Chi na e.navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
176.13.22. 112 (147.237.72. 166 |l srael akaidf.il portscan: TCP D stributed Portscan 1
88.35.115. 118 |147.237.76.148]Itay ggcenter. aka. i df .i | ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address ‘Ste ‘Slgnature
194. 218. 27. 162 |Sweden 147. 237. 72. 166 |aka.i of .i Bad TCP sequence Invalid AGK nunber noni t or 116
194. 218.27. 162 [Sweden 147.237.72. 166 [aka.i df .i Bad TCP sequence Inval i d AGK nunber aert 60
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |dr op SAMrul e drop 36
109. 253. 136. 61 |l srael 147.237.76.42 |refush.icf.il [Bad TCP sequence z'a\:ge”ansmt with different wndow)onivor |19
185.99. 32. 3 147.237.76.30 |himush.idf.il |[Bad TCP sequence I'nval i d ACK nunber noni t or 12
Sreaming Engine: TGP Invalid i i ssi
176.13.15.172 [ srael 147.237.77. 243 |robi L e, i of . i1 g =g nvalid segnent retransmssi on. drop 12
Ret r ansm ssi on Packet dropped.
Sreanmng Engine: TGP Invalid i i ssi
176.13. 16. 9 I srael 147. 237. 77. 243 |nobi l e.i df .i | 9 =9 nval i d segnent retransmssi on. drop 12
Ret r ansm ssi on Packet dropped.
80.246.130.20 |[lsrael 147.237.76.30 [himsh.idf.il |Bad TCP sequence Inval i d ACK nunber alert 12
109. 65. 33. 86 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 12
80. 246.130. 20 |l srael 147.237.76.30 |himush.idf.il |[Bad TCP sequence I'nval i d ACK nunber noni t or 12
46. 19. 85. 17 | srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 10
Sreaning Engine: TP Invalid i i ssi
109. 253. 159. 39 |l srael 147. 237.72. 166 |aka i of . i 9 =9 Inval i d segrent retransmssi on. drop 9
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
46.210.220.51 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. drop 9
Ret r ansni ssi on Packet dropped.
109. 253.136. 61 |Israel 147.237.77.233|atal .idf.il  |Bad TOP sequence S retransmt wth different wndow) oivor [
5.102.254.176 |[lIsrael 147.237.72. 166 |aka.idf .il Bad TCP sequence Inval i d ACK nunber noni t or 8
reamn ine: TCP Invali i i ssi
157.55.30.58  |Uited Sates |147.237. 76. 200 |ei tan aka icr .|| SN Egine: TCP Invalid Inval i d segnent retransmssi on. drop 8
Ret r ansni ssi on Packet dr opped.
o SYNWACK retransmt wth different .
217.194.204.3 |Israel 147. 237. 72. 166 |aka.i of .i Bad TCP sequence i ndow scal 6 noni t or 7
81.218.173.126 |lIsrael 147.237.77. 74 [lawidf.il Bad TCP sequence Inval i d sequence nunber noni t or
37.26.146.155 |l srael 147. 237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
185.99.32. 3 147.237.76.30 |hinush.idf.il |[Bad TCP sequence I'nval i d ACK nunber alert 6
reamn ine: TCP Invali i i ssi
2.54. 49, 62 I srael 147. 237, 77. 243 |t 1 e o1 | €M NG Engi ne: TP aid nval i d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
109. 253. 204. 113|i srael 147. 237, 77. 243 |robi 1 e. i of . i 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 150 I srael 147.237.76.42 |refuah.idf.il |[Bad TCP sequence Inval i d ACK nunber noni t or 6
Sreanmng Engine: TGP Invalid i i ssi
109. 253. 217. 94 |Israel 147. 237. 77. 243 |nobi l e.i df .i | 9 =9 nval i d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dropped.
reaming BEngine: TCP Invali i i ssi
2.52.166.114  |Israel 147.237.77. 243 |mobi e i o1 |7 AT NG Engine: TP Invalid Invalid segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dropped.
Sreanmng Engine: TGP Invalid i i ssi
79.179.35.137 |israel 147. 237.72. 166 |aka. i f .11 9 =9 nval i d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dropped.
reaming BEngine: TCP Invali i i ssi
2.54.55. 93 I'sr ael 147.237.72. 166 |aka i 11 || S NG Engine: TCP Invalid nvalid segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dropped.
Sreanmng Engine: TGP Invalid i i ssi
109. 253. 139. 42 |Israel 147. 237.72. 166 |aka. i f .11 9 =9 nval i d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dropped.
109. 65. 33. 86 | srael 147.237.72. 166 |aka. i df il drop First packet isn't SN drop 6
Sreaning Engine: TCP Invalid i i ssi
217. 194. 199. 124 |1 srael 147. 237.72. 166 |aka i of . i 9 =9 Inval i d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
176.13.8.204  |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segent retransmssion. drop 6
Ret r ansmi ssi on Packet dropped.
46. 19. 85. 150 I srael 147.237.76.42 |refuah.idf.il [Bad TCP sequence Invalid ACK nunber alert 6
2.54.53. 66 | srael 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 6
Sreaming Engine: TGP Invalid i i ssi
40.77.167.23  |UWited Sates |147.237.76.200|eitan aka idf.i g =g nvalid segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dropped.
2.52.139. 57 I srael 147. 237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 5
46. 19. 85. 150 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber alert 5
46. 19. 86. 177 | srael 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 5
46. 19. 85. 150 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence I'nval i d ACK nunber noni t or 5
46.19. 85. 124 I srael 147.237.77. 216 |dover.idf.il |SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
Sreanmng Engine: TGP Invalid i i ssi
207.46.13.110 |lnited Qates |147.237.76.200 e tan aka i df . i 9 =9 nval i d segnent retransmssi on. drop 4
Ret r ansm ssi on Packet dr opped.
66.249.93.248 |[Israel 147.237.76.202|e.hal ag.idf .i1 |Geo- | ocati on enf or cenent Geo-l ocat i on inbound enforcenent  |drop 4
Sreaning Engine: TCP Invalid i i ssi
37.26.149.213 |israel 147. 237.72. 166 |aka i of . i 9 =9 Inval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
79.178. 176. 225 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. drop 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
82.81.23.204  |israel 147. 237.72. 166 |aka i of . i 9 =9 nval i d segrent retransmssi on. drop 3
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
2.54.172.148  |israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segent retransmssion. drop 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
109. 253. 131. 2041 sr ael 147. 237.72. 166 |aka i of . i 9 =9 nval i d segrent retransmssi on. drop 3
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
46.19.86.163 |l srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
79.182.23.157 | srael 147.237.72. 166 |aka i df .1 9 59 Invalid segent retransmssion. drop 3

Ret r ansm ssi on

Packet dropped.
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A tacker

Attacker Address count ry Target Address ‘Ste ‘S|gnature

Streamng BEngi ne: TGP Invalid Invalid segnent retransnission.

79.177.48.63 I srael 147.237.72. 166 |aka.idf il ..
Ret ransm ssi on Packet dr opped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
109. 253. 213. 92 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response CGode Bl ock 143
109. 253. 206. 107 |1 sr ael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 70
80.246.136.87 |[Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 45
2.54.137.189 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response CGode Bl ock 30
176.13.21.231 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 29
176. 13. 4. 225 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 12
208.115. 113. 88 gﬁ;ttg: 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to navy.idf.il/giyus/forun asp/ showf orumasp [B ock 7
46.121.75.164 |Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka. i df.i|/mai n/ shchar B ock 6
37.26.149.199 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 6
176.13.4.78 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 5
176. 13. 6. 69 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 5
176.13.15.172 |lIsrael 147.237.77.243|nobi | e.i df . i | D stributed Suspicious Response Code B ock 4
66. 249. 69. 26 g“;:s 147.237.77. 216 |dover.i df .i | Ml tipl e Unauthorized URL Access from 66.249. 69. 26 B ock 3
2.52.166. 114 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 2
109. 253. 143. 247|I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response CGode Bl ock 2
176.13.16.9 I srael 147.237.77.243|nobi | e.i df . i | D stributed Suspicious Response Code B ock 2
31.154.80.209 |[Israel 147.237.72. 166 [aka. i df . i | Unaut hor i zed Met hod HEAD for waw aka. i df . i |/ mai n/ hone/ def aul t. aspx  [Bl ock 2
46. 19. 85. 243 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response CGode Bl ock 2
157. 55. 39. 205 ;“;tteeg 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ B ock 1
37.142.139.48 [Israel 147.237.72. 166 [aka. i df . i | Too Many Headers per Request - 65 Headers B ock 1
37.26.146.148 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
109. 253. 136. 61 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1135-he/ at al . aspx B ock 1
37.142.139.48 [Israel 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Gode Character in URL from37.142. 139. 48 B ock 1
. . I1legal Byte Gode Character in URL sXI[[MB#2[[11#16[ [ 1]1#4[[»H1#22n]]; 1
37.142.139.48 |Israel 147.237.72. 166 |aka. i df . i | B ock 1
[[#25]]®[[#8] ]zt VA[ [ #6] ] fm) %00
195. 191. 233. 220|Fol and 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to waw i df . il/894-en/ dover . aspx/ B ock 1
i m ny- kosher - kravi .
66. 249. 78. 87 Lsh'mt:: 147.237.0. 17 i dfnyi | Uhtraceabl e SSL Sessi ons: Uhknown Server Certificate None 1
37.26.148.188 [Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mde None 1
46. 19. 86. 35 I srael 147. 237.72. 156 |anan. i df . i | thauit hori zed LRL Access to : Bock |1
waw anman. i df . i | / consol e/ cor e/ doc_ngr/ undef i ned
37.142.139.48 |[Israel 147.237.72. 166 |aka. i df . i | Ml ti pl e Unknown HTTP Request Method from 37.142. 139. 48 B ock 1
37.142.139.48 [Israel 147.237.72. 166 [aka. i df . i | Mil tiple Abnornal |y Long Header Line from 37.142.139. 48 B ock 1
Lhi ted . . . Unaut hori zed URL Access to
66. 249.66. 15 Sates 147.237.77. 243 [nobi | e. i df . i | nobi | e.i df.il/categorytenpl ates/|istchil ddocunent s/ 1727 Bl ock !
37.142.139.48 [Israel 147.237.72. 166 [aka. i df . i | Abnormal |y Long Request net hod B ock 1
180. 76. 15. 163 |Chi na 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 994- 9757- he/ r ef uah. aspx |B ock
37.26.146.155 |lsrael 147.237.72. 166 |aka. i df . i | Mil tiple Lhtraceabl e SSL Sessi ons from 37.26. 146. 155 (Qpen Mde) None
162. 217. 230. 109 ;h;:ee: 147.237.77.216|dover. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
Unknown HTTP Request Met hod
37.142.139.48 |[Israel 147.237.72. 166 |aka. i df . i | A IWAESYG [ #0] ] S=¥4 [ #7] ] - UVii* 2« ERMAWEM.B[ [ #15] ] “ D1UAs 0 Gz |B ock 1
in LR sxI[ [ VB#2[ [1]#16[[!]]#4] [ »4] ] #22n] ]
37.142.139.48 |Israel 147.237.72. 166 |aka. i df . i | Mitiple Illegal HITP Version from37.142. 139. 48 B ock 1
Ill1egal HITP \krsion
; i a>i [ [#23]] B[ [#5] ]| JA G5} Rag [#8] ] "[ [#30] ] 3 [ [#8] ] Qulj [[#25]]]7- [[#23]]
37.142.139.48 |Israel 147.237.72. 166 |aka. i df . i | 89994 [ #8] ] R~ 9CANI «Accil, ) 5[ [ #8] ] h<An” UCBAN—{ bt @ VUop-[ [ #26] ] = B ock 1
8[ [ #30] ] G-h=AP{ [#7]] B9+ i ~AN¥4 [ #22] ] [[#8] ] B{Al |
68. 180. 228. 95 g‘;ttees 147.237.76.31 |nakchal .idf.il Paranet er Type M ol ation PageNumin nakhal .idf.il/1108-he/ nakhal . aspx |B ock 1
37.26.148.219 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mde None 1
46. 19. 86. 195 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response CGode B ock 1
37.142.139.48 [Israel 147.237.72. 166 [aka. i df . i | NLLL Character in Header Nane at B ock 1
2.54.189. 131 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 1
91.199.69.254 |lsrael 147.237.72. 166 [aka. i df . i | Unknown Paranet er sbredirect in v aka.idf.il/main/sachar/ None 1
37.142.139.48 [Israel 147.237.72. 166 [aka. i df . i | Ml tiple Abnormal |y Long Request from 37.142.139. 48 B ock 1
Lhi ted . . Ill1egal Paraneter Encodi ng searchText in
66.249.66.33  [o o 147.237.77.74 (lawidf.il v | aw i df . |/ 275- he/ pat zar . aspx None 1
37.142.139.48 |[Israel 147.237.72. 166 |aka. i df . i | Illegal Byte Gode Character in Header Nane B ock 1
Lhi ted ny- kosher - kravi . i df _
184. 105. 247. 195 Sates 147.237.0. 16 O Unaut hori zed URL Access to 147.237.0. 16/ B ock 1
37.26.146.155 |[lIsrael 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Connection - Gpen Mde None 1
40.77. 167. 28 ;h;:ee: 147.237.77. 216 |dover . i df .i | O stributed Lhaut horized UR. Access on wwwv idf.il/error. htm B ock 1
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