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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

|Target Address

Site

Signature

Device Action

Count

109. 65. 224. 142 | srael 147.237.72. 166 aka.idf.il Bl ock_UWp Al _Nets drop 6
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il B ock_Udp Al _Nets dr op 2
185. 56. 28. 67 Net her | ands 147.237.77. 19 lawforumidf.il Bock Np Al Net drop 1
173.234. 39. 194 Lhited Sates 147.237.0. 17 m ny- kosher -kravi .idf.il Bock Np Al Net drop 1
184.105. 139. 116 Lhited Sates 147.237.72. 217 e.idf.il Bock Np Al Net dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Count
62.210. 107. 201 France 147. 237.72. 166 aka.idf.il [CL000074: HITP. najestic bot Bl ock 3
106. 38. 241. 106 Chi na 147.237. 72. 166 aka.idf.il [C1000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66. 249. 69. 26 147.237.77.216|hited Sates |dover.idf.il ET SCAN NVAP -sA (2) 2
, o SERVER APACHE Apache nod_ssl non- SSL connection to port
180. 97. 106. 162 |147.237.77.179|Chi na enazi.idf.il . . - 1
deni al of service attenpt
. L SERVER- APACHE Apache nod_ssl non- SSL connection to port
180.97. 106. 37  [147.237. 77. 216 |Chi na dover.idf.il ) . - 1
deni al of service attenpt
, , o SERVER APACHE Apache nod_ssl non- SSL connection to port
180. 97. 106. 36 147.237.76.30 |China hi nush. i df . il . . - 1
deni al of service attenpt
SERVER- APACHE Apache nod_ssl non- SSL connection to or t
180. 97. 106. 36  |147.237.0.19 |China nadi matal .idf.il . -Ap - P 1
deni al of service attenpt
107.6.130. 113  [147.237.76. 197 |Whited Sates |e hinush.idf.il ET SCAN Potential SSH Scan 1
222.186.21.72 |147.237.76. 196 |Chi na e.svivaidf.il ET SCAN Potential SSH Scan 1
. S SERVER- APACHE Apache nod_ssl non- SSL connection to port
180. 97. 106. 162 |147. 237. 77. 233 |Chi na atal .idf.il . . - 1
deni al of service attenpt
. . SERVER APACHE Apache nod_ssl non- SSL connection to port
180. 97. 106. 161 |147.237.76.42 |China refuah.idf.il ) . - 1
deni al of service attenpt
. .. |SERVER APACHE Apache nod_ssl non-SSL connection to port
180. 97. 106. 37  |147. 237. 76. 176 |Chi na test.ncore.idf.il . . - 1
deni al of service attenpt
. . D SERVER APACHE Apache nod_ssl non- SSL connection to port
180. 97.106.36  |147.237.0.34 |China tikshuv.idf.il ) . - 1
deni al of service attenpt
107.6.130. 113 |147.237.76.201|lhited Sates |e.atal.idf.il ET SCAN Potential SSH Scan 1
222.186.21.72 |147.237.76.30 |China hi nush. i df . i 1 ET SCAN Potential SSH Scan 1
180. 210. 201. 112|147.237.0. 15  |S ngapore kosher-kravi.idf.i|ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature

194. 218. 27. 162 [Sweden 147.237.72. 166 |aka. i df .il Bad TCP sequence Invalid ACK nunber noni t or 118

194. 218.27. 162 [Sweden 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber alert 59

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 30

173.198.127.6 |lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 12

46. 19. 85. 102 | srael 147. 237.72. 156 |anan. i df . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 12

176.12.130. 194 I srael 147.237. 72. 156 |anan.i df . | Bad TCP sequence SINGAGC retransmt with different | onior  f11

w ndow scal e

Sreamng Engine: TCP Invalid i i ssi

79.176.242.25 |israel 147. 237. 72. 166 |aka. i f . i 9 =g nvalid segnent retransmssi on. drop 9
Ret r ansn ssi on Packet dropped.
Sreaming BEngine: TCP Invalid i i ssi

109. 253. 145, 246|| srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. drop 9
Ret ransm ssi on Packet dropped.

212.143.142.56 |lIsrael 147. 237. 77. 216 |dover. i df .i | drop First packet isn't SN drop 7

2.54.42.138 | srael 147.237.77. 243 |nobi l e.idf . il SYN Attack SYN -> SYN-ACK -> RST rej ect 6

r ing BEngine: TCP Invali i i ssi

79.176. 185. 186 |Israel 147.237.72. 166 |aka i df . Streaning Engine: TCP Invalid invalid segnent retransnissi on. drop 6
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

79.182.189. 18 |l srael 147.237.72. 166 |aka i df .i 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansnm ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi

46.19.85.103  |Israel 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssi on. drop 6
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

46.19.85.90  |israel 147.237.77. 243 |nubi le.i o . i1 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansnm ssi on Packet dropped.

r ing BEngine: TCP Invali i i ssi

46.19.85.103  |israel 147.237.77. 243 |moti e ior. i |27 €M NG Engine: TGP Invalid  Jinvalid segnent retransnission drop 6
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

89.138.51.13  |Israel 147.237.72. 166 |aka i df .i 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansnm ssi on Packet dropped.

46. 19. 85. 199 | srael 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 5

46. 19. 85. 199 I srael 147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d ACK nunber alert 5

46. 19. 85. 18 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d AGK nunber alert 4

46.19. 85. 18 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
Sreamng Engine: TCP Invalid i i ssi

65.55.210.175 |Uited Sates |147. 237. 76. 200 |ai tan. aka. i of .| 9 =g nvalid segnent retransmssi on. drop 4
Ret r ansn ssi on Packet dropped.
Sreaming BEngine: TCP Invalid i i ssi

77.127.241.87 |israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

208.54.86.221 |Uited Sates |147. 237. 72. 166 |aka i df il 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dropped.
Sreaming BEngine: TCP Invalid i i ssi

109. 65. 48. 118 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

46.19.86.217  |israel 147. 237. 72. 166 |aka. i f . i 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansnm ssi on Packet dropped.
Sreaming BEngine: TCP Invalid i i ssi

2.52.4.87 I srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

79.181.36.87  |israel 147. 237. 72. 166 |aka. i of . i 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansnm ssi on Packet dropped.
Sreaming BEngine: TCP Invalid i i ssi

109. 253. 217. 161/l srael 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

176.13.4.218 |l srael 147. 237. 72. 166 |aka. i f . i 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dropped.
Sreaming BEngine: TCP Invalid i i ssi

109. 253. 128. 243|l srael 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

2.52.32.16 I'srael 147. 237. 72. 166 |aka. i f . i 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dropped.
Sreaming BEngine: TCP Invalid i i ssi

46.19. 85. 0 I srael 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

109. 253. 222. 2311 sr ael 147. 237. 72. 166 |aka. i f . i 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dropped.
Sreaming BEngine: TCP Invalid i i ssi

46.19.85.218  |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

84.228.121. 169 |Israel 147.237.72. 166 |aka i f .11 9 =g Invalid segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dropped.
Sreaming BEngine: TCP Invalid i i ssi

178. 255. 215. 87 |France 147. 237. 76. 147 |chi nuch. aka. i df .| 9 =g Invalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

109. 253. 130. 1751 sr ael 147. 237. 72. 166 |aka. i of . i 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dropped.

2.54.42.138 I srael 147.237.77. 243 |nobi l e.idf . i | Bad TCP sequence I'nval i d AGK nunber alert 3
Sreanming Engine: TGP Invalid i i ssi

87.68.54.226  |Israel 147.237.72. 166 |aka. i df .| 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansnm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi

79.182.209.65 |Israel 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi

77.125.124.46  |Israel 147.237.72. 166 |aka. i df .| 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansnm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi

2.54.139.166  |Israel 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dropped.
Sreanming Engine: TP Invalid i i ssi

79.177.58.250 |Israel 147.237.72. 166 |aka. i df .| 9 =g Invalid segnent retransmssi on. drop 3
Ret r ansnm ssi on Packet dropped.
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A tacker .
Attacker Address count ry ‘Target Address |Ste Signature
reamn ine: TCP Invali i i ssi
37.26.148.237 |Israel 147. 237. 72. 166 |aka i of . i | Streamng Engi ne: TCP alid invalid segnent retransnission drop 3
Ret r ansn ssi on Packet dropped.
2.54.42.138 I srael 147.237.77. 243 |nobi l e.i df . i | Bad TCP sequence I'nval i d AGK nunber noni t or 3
Sreanming Engine: TCP Invalid i i ssi
87.68.243.77  |israel 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssi on. drop
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
46.19.85.124  |israel 147.237.72. 166 |aka i df .i 9 =g nval i d segnent retransmssi on. drop
Ret r ansnm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
79.183.101. 41 | srael 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssi on. drop
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
77.126.51.105 | srael 147. 237.72. 166 |aka. i f .11 9 =g nvalid segnent retransmssi on. drop
Ret r ansnm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
46.19.86.102  |Israel 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssi on. drop
Ret ransm ssi on Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
46. 19. 86. 212 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code Bl ock 126
46.19.85.71 I srael 147.237.0.19 |nadimatal .idf.il Suspi ci ous Response Code B ock 113
66. 249. 69. 26 Uhited Sates |147.237.77.216|dover.idf.il Ml tipl e Unaut horized URL Access from 66. 249. 69. 26 B ock 5
79.112. 115. 250 |Romani a 147. 237.77. 216 |dover . i df . i | Distributed Whaut hori zed LR Access on Bl ock 3
wwy i df . i | /tenpl at es/ shar ed/ user cont r ol s/ header upper/
46.19. 86. 102 I srael 147.237.72. 166 [aka. i df . i | Dstributed Il1egal Byte Gode Character in URL B ock
176.13. 2. 14 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response CGode B ock
. . Unaut hori zed URL Access to
46.117.232. 169 |l srael 147.237.77. 216 |dover . i df . il v i df i | / 1806- 21852- he/ dover . aspx. B ock 1
40.77.167. 28 Uhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wwwuidf.il/tenpl ates/articl e/ watch B ock 1
. ny-kosher-kravi.idf.i |Mitiple Untraceabl e SSL Sessions from 180.97. 106. 162 ( Pr ot ocol
180. 97. 106. 162 |Chi na 147.237.0. 16 | viol ati on (SSL_QONN QLI ENT_HELLO)) None 1
66.249.64.229 |lnited Sates [147.237.77.233|atal.idf.il Uhaut hori zed URL Access to 147.237.77.233/robot s. t xt B ock
46.19. 85. 102 I srael 147.237.72. 156 [aman. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None
37.26.148.179 |lIsrael 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
. . . . Untraceabl e S3. Sessions: Protocol violation
180. 97. 106. 36  |Chi na 147.237.0.34 |tikshuv.idf.il (SSL OONN LI ENT FELLO) None 1
66.249.73.138 |Wited Sates |147.237.72.156|anman.idf.il Uhaut hori zed URL Access to list.ips.gov.il/index-files/listl xls B ock 1
46.120.76.195 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: (pen Mode None 1
. . . Mil tiple Lhtraceabl e SS. Sessi ons from 180. 97. 106. 162 ( Pr ot ocol
180. 97. 106. 162 |Chi na 147.237.77.233|atal .i df . il viol ation (SSL COAN LI ENT HELLO)) None 1
79.176.242.25 |lIsrael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to ww aka. i df.i|/nai n/ sachar/ undefined |B ock 1
] . . Unaut hori zed URL Access to
66.249.66.125 |[Wnited Sates [147.237.77.74 |lawidf.il ww nag, | of i 1/ it enpl at es/ get fi | &/ get fil e, aspx B ock 1
46. 19. 85. 103 | srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code Bl ock 1
37.203.214.2 Sweden 147.237.77. 216 |dover.i df .i | PHP At tenpt B ock 1
. . . . Untraceabl e S3. Sessions: Protocol violation
180.97.106.36  [Chi na 147.237.76.30 |hinush.idf.il (SSL_OONN LI ENT HELLO None 1
. m ny- kosher-kravi .id _ .
66. 249. 78. 80 Lhited Sates [147.237.0.17 £l Uhtraceabl e SS. Sessi ons: Lhknown Server Certificate None 1
] . . Unaut hori zed URL Access to
66.249.64.124 |nited Sates [147.237.76.86 |navy.idf.il navy. i of i |/ ai v g yus/ i yus/ general . aspx Bl ock 1
. . Unknown Paraneter _ VI EWSTATEENCRYPTED i n
192. 116. 54. 243 [l srael 147.237.72. 166 |aka. i df . i | wiw aka. i df .i |/ i v sachar / i | box. aspx None 1
46.19. 85. 90 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 1
139.162. 194. 16 [Netherlands  |147.237.77. 216 |dover.idf.i| Distributed Whaut hori zed LR Access on Bl ock 1
wwy i df . i | /tenpl at es/ shar ed/ user cont r ol s/ header upper/
] . . . Unknown Paraneter &ortDr in
66.249.66.133 |lhited Sates |[147.237.76.200|eitan. aka.idf.il Wi ei tan. aka. i o . i |/ 938-en/ i t an. aspx None 1
37.203.214.2 Sweden 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to waw i df.il/wp-1ogin. php B ock 1
. . . Untraceabl e S3. Sessions: Protocol violation
180. 97. 106. 37  |Chi na 147.237.77.216|dover.i df . i | (SSL_OONN LI ENT FELLO) None 1
’ . . Uhaut hori zed URL Access to
66.249.78.242 |lhited Sates [147.237.76.42 |refuah.idf.il 147. 237, 76. 42/ i p._stor age/ fi | es/ 1/ 3251, pdf B ock 1
. m ny- kosher-kravi .id . .
66. 249. 64. 149 Lhited Sates [147.237.0.17 £l Uhtraceabl e S3. Sessi ons: Lhknown Server Certificate None 1
. . Uhaut hori zed URL Access to
199.203. 196. 1331 st ael 147.237.77. 216 [dover . i df . i | vy i df . i |/t enpl at es/ shar ed/ user cont r ol s/ navnenu/ undef i ned Bl ock !
46. 19. 85. 102 I srael 147.237.72. 156 |anman. i df . i | Mil tiple Untraceabl e SSL Sessions from46. 19. 85. 102 ((pen Mde) |None 1
66. 249. 69. 24 Lhited Sates [147.237.76. 147 chi nuch. aka. i df .il Unaut hori zed URL Access to waw chi nuch. aka. i df . i |/404. ht m B ock 1
40. 77.167. 23 Lhited Sates [147.237.72.166|aka.idf.il Unhknown Paraneter docid in aka.idf.il/nain/sachar/klali.aspx None 1
. . . Untraceabl e S3. Sessions: Protocol violation
180. 97. 106. 161 |Chi na 147.237.76.42 |refuah.idf.il (SSL_OONN LI ENT FELLO) None 1
’ . . Uhaut hori zed URL Access to
68.180.228.112 |Lhited Sates [147.237.77.216|dover.idf.il www i i 1/ engl i SV doct i nel doct i ne. st B ock 1
’ . . . Unhaut hori zed URL Access to
66.249.64.207 |Wited Sates [147.237.0.34 |tikshuv.idf.il i kshuv. i df i |/ i dr ushi n ni sr ot . aspx B ock 1
] . . Paraneter Type Mol ati on SearchText in
207.46.13.155 [Wited Sates [147.237.77.74 |lawidf.il v | aw i df i |/ 163- 6639- he/ pat zar . aspx B ock 1
46. 19. 85. 102 I srael 147.237.72. 156 |anman. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
. . . . Untraceabl e S3. Sessions: Protocol violation
180.97.106.36  |Chi na 147.237.0.19 |[madimatal .idf.il (SSL_OONN LI ENT HELLO None 1
37.26.146.149 |lIsrael 147.237.72. 156 |anan. i df . i | Lhtraceabl e SSL Sessi ons: Cpen Mde None 1
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