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Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |[Count |
217.26.171.188 Ml dova, Republic of 147.237.76. 176 test.ncore.idf.il L4 Source or Dest Port Zero drop 4
103. 206. 22. 24 147.237. 0. 200 ndu. i df . i | JLM Under _Attack_Con_Tcp drop 2
198. 23. 141. 210 Lhited Sates 147.237.76. 201 e atal.idf.il B ock Np Al Net drop 1
184. 105. 139. 72 Lhited Sates 147.237. 8. 45 eeitanidf.il B ock Np Al Net drop 1
184. 105. 247. 212 Lhited Sates 147.237.0. 15 kosher-kravi.idf.il |Block Udp All Nets drop 1
74.82.47.18 Lhited Sates 147.237.77. 176 nat pash. i df . i | ock_Wp Al _Nets drop 1
198. 84. 107. 122 Lhited Sates 147.237. 76. 147 chi nuch. aka.idf.il B ock Np Al _Net drop 1
184.105. 139. 112 Lhited Sates 147.237.0. 19 nadi matal .idf.il B ock Np Al Net drop 1
185. 56. 28. 67 Net her | ands 147.237. 76. 38 eeneitav.idf.il B ock Np All Net drop 1
184. 105. 139. 116 Lhited Sates 147.237.77. 121 e.navy.idf.il Block Np Al Net drop 1
185. 130. 5. 224 147.237.76. 44 e.refuah.idf.il Bl ock_Udp Al _Nets drop 1
108. 4. 125. 66 Lhited Sates 147. 237.72. 156 anan. i df il ock_Wp Al _Nets drop 1
217.26.171.188 Ml dova, Republic of 147.237.77.176 nat pash. i df . il L4 Source or Dest Port Zero drop 1
184. 105. 139. 120 Lhited Sates 147.237.72. 166 aka.idf.il B ock Np Al Net drop 1
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il Bl ock Wdp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address |Site |Sgna1 ure Devi ce Action |Oount
136. 243. 103. 156 Ger many 147.237.77. 216 dover.idf.il |CL000074: HTTP. majestic bot B ock 2
198. 20. 69. 74 Lhited Sates 147.237.76. 177 ncore.idf.il |[13840: TLS QpenSSL Heartbeat Packet B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
66. 249. 69. 26 147.237.77.216|nited Sates |dover.idf.il ET SCAN NVAP -sA (2) 2
173. 230. 169. 99 |147. 237. 76. 177 |Canada ncore.idf.il ET SCAN NVAP -f -sS 1
203. 197. 205. 118(147. 237. 77. 227 [Indi a e hanaz. i df .il ET SCAN NVAP -sS wi ndow 3072 1
115. 85.192. 40 |147.237. 72. 217 |Chi na eidf.il ET SCAN Potential SSH Scan 1
82.117.208. 243 |147.237.77.19 lavforumidf.il [ET SCAN NVAP -sS w ndow 1024 1
_ - SERVER APACHE Apache nod_ssl non- SSL connection to port
180. 97. 106. 162 |147. 237. 72. 166 |Chi na aka.idf.il ) . - 1
deni al of service attenpt
, , L SERVER APACHE Apache nod_ssl non- SSL connection to port
180. 97. 106. 161 |147. 237. 76. 200 |Chi na eitan. aka. idf.il . . - 1
deni al of service attenpt
. o SERVER APACHE Apache nod_ssl non- SSL connection to port
180.97. 106. 37  [147. 237. 77. 235 |Chi na svivaidf.il ) . - 1
deni al of service attenpt
, _— . |SERVER- APACHE Apache nod_ssl non- SSL connection to port
180. 97. 106. 37 147. 237. 72. 167 |Chi na ishurimaka.idf.il . . - 1
deni al of service attenpt
_ L SERVER APACHE Apache nod_ssl non- SSL connection to port
180.97.106. 36  [147.237. 77. 176 |Chi na nat pash. i df . i | ) . - 1
deni al of service attenpt
173.230. 169. 99 [147. 237. 76. 177 |Canada ncore.idf.il ET SCAN NVAP -sS wi ndow 2048 1
203. 197. 205. 118|147. 237. 77. 227 |Indi a e. hanaz.idf.il ET SCAN NVAP -sS w ndow 4096 1
115. 85.192. 40  [147.237.76.38 |China eeneitav.idf.il |ET SCAN Potential SSH Scan 1
198. 20. 69. 74 147.237.76. 177 |Uhited Sates |[ncore.idf.il ET DRCP Dshiel d B ock Listed Source 1
88.249.106.23 |147.237.76.39 |[Turkey nobi | e. nei tav.idf.i |[ET SCAN NVAP -sS wi ndow 1024 1
185.59. 31. 137  [147.237.76. 177 |Turkey ncore.idf.il ET SCAN Potential SSH Scan 1
, . |SERVER APACHE Apache nod_ssl non- SSL connection to port
180. 97. 106. 162 |147.237.0.15 |China kosher-kravi .idf.il . . - 1
deni al of service attenpt
. _ D SERVER APACHE Apache nod_ssl non- SSL connection to port
180. 97.106. 161 |147.237.8.46 |China e. chinuch.idf.il . . - 1
deni al of service attenpt
, L SERVER APACHE Apache nod_ssl non- SSL connection to port
180. 97.106. 37  |147.237.76.31 |China nakchal .i df .il ) _ - 1
deni al of service attenpt
. A SERVER APACHE Apache nod_ssl non- SSL connection to port
180.97.106. 36  [147. 237. 77. 243 |Chi na nobi |l e.idf il ) . - 1
deni al of service attenpt
173.230. 169. 99 [147. 237. 76. 177 |Canada ncore.idf.il ET SCAN NVAP -sS wi ndow 3072 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
194. 218. 27. 162 |Sweden 147.237.72. 166 |aka.i df .i | Bad TCP sequence I'nval i d ACK nunber nonitor 118
194. 218.27. 162 [Sweden 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d AGK nunber aert 59
41.33.231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 30
reamn ine: TCP Invali i i ssi
109. 253. 213. 217|1 srael 147. 237. 72. 166 |aka. i of . i | Streamng Engi ne: TCP alid|imvalid segnent retransnissi on drop 9
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
5.22.135.159  |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, 6
Ret ransmi ssi on Packet dropped.
Sreaning BEngine: TCP Invalid i i SSi
46.19.85.176 |l srael 147. 237. 72. 166 |aka. i of . i | 9 =g Inval id segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
84.94.209.94  |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, 6
Ret ransmi ssi on Packet dropped.
Sreaning BEngine: TQP Invalid i i SSi
79.182.201. 188 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Inval id segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
66.249.66.15  |Wited Sates |147.237.77.243|nobile.idf.il 9 =g Invalid segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dropped.
212.143.142.56 |[Israel 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop
185. 32.179. 132 |Israel 147.237.77. 216 |dover.idf .il SYN At t ack SYN -> SYN-ACK -> Tineout |[reject 4
5.22.135. 159 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence I'nval i d AGK nunber nonitor |4
185.32.179.132 |Israel 147. 237. 77. 216 |dover. i df .i Bad TCP sequence SYNHACK retransmt with monitor |4
different w ndow scal e
Sreaning Engine: TCP Invalid i i ssi
109.67.55.181 | srael 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dropped.
S reamn ine: TCP Invali i i ssi
79.183. 246. 103 |l srael 147. 237. 72. 166 |aka. i of . i | g Engi ne: TP alid|imvalid segnent retransnissi on drop 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
46.19. 85. 24 I srael 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, 3
Ret ransmi ssi on Packet dropped.
reamn ine: TCP Invali i i ssi
109. 253. 136. 137|1 srael 147. 237. 72. 166 |aka. i of . i | Streamng Engi ne: TCP alid|imvalid segnent retransnissi on drop 3
Ret r ansni ssi on Packet dropped.
80. 246. 133. 160 |l srael 147.237.77.233 |atal .idf. il Bad TCP sequence I'nval i d AGK nunber nonitor |3
reamng BEngine: TCP Invali i i ssi
79.176.54.14  |Israel 147.237. 72. 166 |aka. i df .| Streaning Engi ne: TCP Invalid|imvalid segnent retransnissi on drop 3
Ret r ansm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
109. 253. 206. 1211 sr ael 147.237.72. 166 |aka. i f .11 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dropped.
reamng BEngine: TCP Invali i i ssi
46.19. 86. 21 I srael 147.237. 72. 166 |aka. i df .| Streaning Engi ne: TCP Invalid|imvalid segnent retransnissi on drop 3
Ret r ansm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
37.26.149.142 |Israel 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i Ssi
109. 65. 88.120 I srael 147.237. 72. 166 |aka.i df . i g =g Invalid segnent retransmssion. | 3
Ret r ansm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.182.209. 65 I srael 147.237.72. 166 |aka. i f .11 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dropped.
185. 32. 179. 132 |l srael 147. 237. 77. 216 [dover.i df . i SYN Attack SYN -> SYN-ACK -> Tineout |[alert 2
68.46.9. 211 Lhited Sates [147. 237.77. 216 [dover.idf .i | Bad TCP sequence I'nval i d ACK nunber nonitor |2
31.210.186.59 |[lsrael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence I'nval i d AGK nunber nonitor |2
176.9.131. 69 Ger many 147.237.77. 216 |dover.idf.il drop SAMrul e drop 2
106. 38. 241. 106 |Chi na 147.237.72. 166 |aka i df .i | drop SAMrule drop 2
74.82. 47. 47 Wited Sates |147.237.76. 198 |e. yohal an.idf i Geo- 1 ocati on enf or cenent Geo-I ocat i on i nbound drop 1
enf or cenent
184. 105. 139. 104|Lhited Sates |147.237.77.233 |atal .idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 162|Uhited Sates |[147.237.76. 177 |ncore.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
218.22.211.69 [China 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |[reject 1
184.105. 139. 74 |wited Sates [147.237.77. 212 |e. dover.iof .il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
123.125.71. 117 |China 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Tineout |[reject 1
106. 38. 241. 106 |Chi na 147.237. 77. 176 |nat pash. i df . i | drop SAMrul e drop 1
74.82. 47. 47 Wited Sates |147.237.77. 227 |e. hanaz. i of .1 Geo-1 ocation enf or cenent Ceo-I ocati on i nbound drop 1
enf or cenent
184. 105. 139. 111|Wited Sates |147.237.8.50 |e.tikshuv.idf.il Geo- | ocati on enf or cement Geo-1 ocati on i nbound drop 1
enf or cenent
141.212.122. 163|Whited Sates [147. 237.76. 177 ncore.idf .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
73.222.120.222 |lhited Sates |147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d AGK nunber nonitor |1
184. 105. 139. 88 |wnited Sates [147.237.76. 199 |e. nakchal . i df . Geo- | ocati on enf or cenent Sﬁfolzgi'mo” i nbound drop 1
138.36.0. 3 147.237.0.33  [idf.il drop drop 1
106. 38. 241. 106 |Chi na 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 1
216.218.206.82 |lhited Sates |[147.237.77.233|atal.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 247. 200|United Sates [147.237.77.234 |halag.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
Russi an . s . Geo- | ocati on i nbound
146.185.239. 102 - o 147.237.8.50 |e.tikshuv.idf.il Geo- | ocat i on enf or cenent onf or conent drop 1
74.82.47.36 Lhited Sates |147.237.0.17 ?]I"Iy kosher-kravi.id |qyN At ack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 139. 88 |Uited Sates |147.237.77.235(sviva idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
138.36.0.3 147.237.0.200 [ndu.idf.il drop drop 1
106. 38. 241. 106 |Chi na 147.237.77. 233 |atal .idf.il drop SAMrul e drop 1
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Devi ce
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‘Country Target Address |Site Sgnature Action ‘Count
66. 249. 69. 26 Lhited Sates 147.237.77. 216 |dover.i df .i | Mil tipl e Whaut horized URL Access from 66. 249. 69. 26 B ock 18
46.19.85.71 I srael 147.237.0.19 |nadimatal .idf.il Suspi ci ous Response Code B ock 3

: . . Uhaut hori zed URL Access to

108.235.81.95 |Lhited Sates [147.237.77.216|dover.idf.il v df i1 /i p storagelfiles/ 2/ 4912. png B ock 2
40.77.167.23 |thited Sates [147.237.72.166aka.idf.il Lhknown Paraneter KEY in aka.idf.il/ishurinicityofficers/ None 1
180. 97. 106. 162 |Chi na 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Protocol viol ation None 1

(SSL_CONN CLI ENT_HELLO
Uhaut hori zed URL Access to

146. 50. 79. 106 |Net her| ands 147.237.77. 216 |dover . i df . i | v df i |/t enpl at es/ shar ed/ user cont r ol s/ header upper/ B ock 1
68.180.228.112 Lhited Sates |147.237.77.216|dover.idf.i | Par aneter Type M ol ati on PageNumin waw i df . il/1785- he/ dover . aspx |B ock 1
66.249.64.101 |Lhited Sates [147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to nakhal . i df.i|/894- he/ nakhal . aspx) Bl ock 1
. . . S3. ULhtraceabl e nnection - Protocol violation
180. 97. 106. 37 |Chi na 147.237.76.31 |nakchal .idf.il (SSL OONN LI ENT FELLO) None 1
Russi an . . Paraneter Type Mol ation FleNane in
95.153.129. 178 | ierati on 147.237.77.74 |lawidf. il ww | awi df i | /tenpl at es/ get il e/ getfil e. aspx Bl ock !
66.249.69.32 |[Lhited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to 147.237.77.216/ robot s. t xt Bl ock 1
40.77.167.23 |UWited Sates |147.237.72.166|aka.idf.il Unhknown Paraneter docid in aka.idf.il/nain/haredi nigeneral .aspx  |None 1
149.88.39.6  |Israel 147.237.72. 166 |aka. i df . i | Wnknown Parareter _V BASTATEENCRYPTED i n None 1
wan aka. i df . i | / mai n/ sachar/ nai | box. aspx
74.82.47.3 Lhited Sates [147.237.76.39 [nobile. neitav.idf.il [Wauthorized URL Access to 147.237.76. 39/ Bl ock 1
. . . . Uhaut hori zed URL Access to
66.249.64.180 |lhited Sates [147.237.0.34 |tikshuv.idf.il v ti kshuv. i o . i 1/ ai 1/ gi yus/ gi yus/ gener al . aspx B ock 1
. . . . S3. Lhtraceabl e nnection - Protocol violation
180. 97. 106. 37 |Chi na 147.237.77.235|sviva.i df . il (SSL OONN LI ENT FELLO) None 1
96.230.113. 184 |Lhited Sates |147.237.72.167|i shurimaka.idf.il SSL Untraceabl e Connection - Qpen Mde None 1
_ m ny- kosher - kr avi . i _ o
66. 249. 78. 87 Lhited Sates 147.237.0. 17 df il Lhtraceabl e S3. Sessi ons: Uhknown Server Certificate None 1
Uhaut hori zed URL Access to
40.77.167.24 |Whited Sates |147.237.77.216|dover.idf.il ww i df . i 1/1133- 18630- he/ dover . aspX [ X CBELFE B ock 1
&L BEALIESIEY,
. . . Lhtraceabl e S Sessi ons: Protocol viol ation
180. 97. 106. 36 |Chi na 147.237.77. 176 |mat pash. i df . i | (SSL_OONN CLI ENT HELLO) None 1
. m ny- kosher - kr avi . i _ .
74.82.47. 4 Lhited Sates 147.237.0. 17 df il Lhtraceabl e S3. Sessi ons: Uhknown Server Certificate None 1
66.249.66.33 |lWited Sates |[147.237.77.74 |lawidf.il Paraneter Type Mol ation I nfoCenter|temin B ock 1

viwy | aw i df il /tenpl ates/getfil e/ getfil e aspx

. . . . Lhtraceabl e S3. Sessi ons: Protocol viol ation
180. 97. 106. 161 |Chi na 147.237.76.200|ei tan. aka. i df . i | (SSL_OONN LI ENT FELLO) None 1

m ny- kosher - kravi . i
df.il
ny- kosher - kravi . i df .

il

. . . . Untraceabl e SS. Sessions: Protocol violation

180. 97. 106. 36 |Chi na 147.237.77. 243 |nobi l e. i df . i | (SSL_OONN LI ENT HELLO) None 1

aka.idf.il Illegal Byte de Qharacter in UR /nai n/ kapat z/ / r es#012
i ) our ces/ i mages/ i nner page/ goback. gi f

Uhaut hori zed URL Access to

66. 249. 78. 94 Lhited Sates 147.237.0. 17 Lhtraceabl e SS. Sessi ons: Uhknown Server Certificate None 1

40.77. 167. 86 Lhited Sates |147.237.0.16 Lhaut hori zed URL Access to waw ny-kosher-kravi.idf.il/robots.txt |B ock 1

79.176.54. 14 I srael 147. 237. 72. 166 B ock 1

66.249. 66. 129 |Lnited Sates [147.237.76.200]ei tan. aka.idf.il v ei tan. aka. i df i 1/t enpl at es/ si t enap/ si t enap. aspx B ock 1

37.142.64.93 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod HEAD for www aka. i df.i|/nain/ sachar B ock 1
. P . S Lhtraceabl e Gonnection - Protocol violation

180. 97. 106. 162 |Chi na 147.237.0.15 |kosher-kravi.idf.il (SSL CONN CLI ENT FELLO) None 1

109. 65. 88. 120 |l srael 147.237.77. 216 |dover . i df .i | Lhaut hori zed URL Access to wwn idf.il/https:/wwnidf.il/ B ock 1

68.46.9. 211 Lhited Sates [147.237.77.216|dover.idf.il SSL Wntraceabl e Connection - Qpen Mde None 1
. . . . . S Lhtraceabl e Gonnection - Protocol violation

180. 97. 106. 37 |Chi na 147.237.72. 167 i shuri maka. i df .i | (SSL CONN LI ENT HELLO) None 1

79.176.54.14 |Israel 147.237.72. 166 |aka. i df . i | Mitiple Illegal Bite Gode Character in LR from79.176. 54. 14 B ock 1
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