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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count|
58.176. 20. 99 Hong Kong 147.237.77. 233 atal.idf.il ock Wp Al _Nets drop 4
198. 84. 107. 122 Lhited Sates 147.237.76. 34 yohal an. i df .il B ock Np Al Net dr op 1
185. 35. 62. 195 Sntzerl and 147.237.72. 166 aka.idf.il Bock Np Al Net drop 1
185. 130. 5. 201 147.237.77.19 lawforumidf.il [Block Udp All Nets drop 1
115. 230. 124. 164 Chi na 147.237.0. 33 idf.il Invalid TGP H ags drop 1
185. 35. 62. 250 Sntzerl and 147.237.0. 19 nadi matal .idf.il|{Block Np All Net drop 1
66. 240. 219. 146 Lhited Sates 147.237.76. 38 eeneitav.idf.il|B ock Wdp Al Nets drop 1
198. 84. 107. 122 Lhited Sates 147.237.8. 14 e.orchot.idf.il |Block Np Al Net dr op 1
124.44.70.1 Japan 147.237.76. 38 eeneitav.idf.il|Bock Wdp Al Nets drop 1
24.171. 36. 244 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
185. 56. 28. 67 Net her | ands 147.237. 76. 198 e.yohalan.idf.il |Block Np Al Net drop 1
71.6.135.131 Lhited Sates 147.237.77.179 e nazi.idf.il ock Wdp Al _Nets drop 1
198. 84. 107. 122 Lhited Sates 147.237.72. 14 dover.idf.il (ol d)|B ock Np Al _Net drop 1
141.212.122. 208 Lhited Sates 147.237.8. 46 e.chinuch.idf.il |Block Udp All Nets dr op 1
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 1
185. 56. 28. 67 Net her | ands 147.237.77. 235 sviva.idf.il B ock Np Al Net drop 1
74.82.47.18 Lhited Sates 147.237.0. 33 idf.il Block Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site Sgnature Devi ce Action |Oount
46. 19. 86. 45 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LR B ock 4
198. 20. 69. 74 Lhited Sates 147.237.8. 27 e.nadimatal .idf.il 13840: TLS (penSSL Heartbeat Packet B ock 1

66. 249. 64. 180 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HTTP: prefix 1.01 in the URL B ock 1
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
202. 71. 25. 29 147.237.76. 177 Indi a ncore.idf.il ET SCAN NVAP -sS wi ndow 2048 1
185. 72. 179. 221 147.237.77. 243 nobi | e. i df.il ET SCAN Potential SSH Scan 1
138.36.0. 3 147. 237.77. 176 nat pash. i df . i | ET SCAN NVAP -sS wi ndow 1024 1
202. 71. 25. 29 147. 237.76. 177 Indi a ncore.idf.il ET SCAN NVAP -sS wi ndow 4096 1
202. 71. 25. 29 147.237.76. 177 Indi a ncore.idf.il ET SCAN NVAP -f -sS 1
189. 202. 241. 84 147. 237.76. 39 Mexi co nobi | e. nei tav. i df.il ET SCAN NMAP -sS wi ndow 3072 1
185. 72.179. 221 147. 237.77. 205 prishaidf.il ET SCAN Potential SSH Scan 1




02-29-2016-04:04:03 to 02-29-2016-05:04:03

|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
194, 218.27. 162 |Sweden 147.237.72. 166 |aka. i df . i | Bad TCP sequence I'nval i d ACK nunber monitor 118
194. 218.27. 162 [Sweden 147.237.72. 166 [aka.i df .i Bad TCP sequence Inval i d ACK nunber aert 59
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
171.96.230. 71  [Thai l and 147. 237. 77. 216 |dover.i df .i | Bad TCP sequence I'nval i d ACK nunber monitor |20
R SWNretransnmit wth different .
79.176. 242. 232 |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence wi ndow scal e monitor |9
24.171.36.244 |Whited Sates 147.237.77. 216 |dover.idf .il dr op Frst packet isn't SN drop 7
Sreaning Engine: TGP Invalid i i ssi
79.182.52.214  |israel 147. 237.72. 166 |aka. i of . i1 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf .il dr op Frst packet isn't SYN drop
46. 19. 86. 45 I srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence I'nval i d ACK nunber aert
46. 19. 86. 45 I srael 147.237.0.34  [tikshuv.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
Russi an e Sreaming Engine: TGP Invalid |invalid segnent retransnssi on.
130.193.37.19  |o oo 147. 237. 72. 166 |aka.i df .i | Ret r ansmi ssi on Packet  dr opped. drop 3
Sreaning Engine: TGP Invalid i i ssi
84.228.24.107 | srael 147. 237.72. 166 |aka. i of . i1 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Russi an e Sreaming Engine: TGP Invalid |invalid segnent retransnssi on.
93. 158. 152. 6 Feder at i on 147. 237. 72. 166 |aka.i df .i | Ret r ansmi ssi on Packet  dr opped. drop 3
Sreaning Engine: TGP Invalid i i ssi
2.54.0.146 I srael 147. 237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
109. 253. 145. 98 | srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. . 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
79.180. 140. 141 i srael 147. 237.72. 166 |aka i of . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
2.54.170.226  |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. . 3
Ret r ansni ssi on Packet dropped.
5.22.131.124 I srael 147. 237. 72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 2
waw. chanat z. aka. i df SYN+tACXK retransmt wth .
79.178.195. 113 |lIsrael 147.237.77. 226" Bad TCP sequence different v ndow scal e monitor |2
106. 38. 241. 106 [Chi na 147. 237. 72. 166 |aka.i df .i | drop SAMrule drop 2
5.22.131.124 I srael 147.237. 72. 156 |aman.i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |1
141.212.122. 67 |wited Sates |147.237.76. 200 |eitan. aka.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
106. 38. 241. 106 |Chi na 147.237.77. 216 |dover.i df .i | drop SAMrule drop 1
74.82.47.34 Wited Sates |147.237.0.19 |nadimatal.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 174|Wited Sates |147.237.8.28 |e nobile-ks.idf.il Geo- | ocati on enf or cenent (effolrg‘e:ﬁ;'mon i nbound drop 1
37.162.108.191 |France 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACK nunber alert 1
141.212.122. 161|Wnited Sates |147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
46. 19. 86. 45 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber aert 1
141.212.122. 171|tnited Sates |147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122.68 |wnited Sates |147.237.76. 200 |eitan. aka.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
106. 38. 241. 106 |Chi na 147.237.77. 233 |atal .idf il drop SMrule drop 1
221.199.217. 173|Australia 147.237.77. 216 |dover.i df .i | SYN Attack SYN -> SYN-ACK -> Tineout [reject 1
141.212.122. 174|Wnited Sates  |147.237.72. 156 |anan. i df . il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
37.162.108. 191 |France 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber nonitor |1
141.212.122. 165|thited Sates |147.237. 76. 148 [gocenter. aka idf.il  |dr op drop 1
138.36.0.3 147. 237.76. 202 |e. hal ag. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
46. 19. 86. 45 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
141.212.122. 172|Wnited Sates |147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
24.159.102. 161 |Lhited Sates |147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber alert 1
141.212.122. 72 |wited Sates |147.237.77. 205 |prisha.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
109. 186. 59. 215 |l srael 147.237. 72. 166 |aka.i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212. 122. 166|Lhited Sates |147.237.76. 148 |gqcenter. aka.idf.il drop drop 1
138.36.0. 3 147.237.77. 121 |e. navy.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
198. 20. 69. 74 Lhited Sates |147.237.76. 177 |ncore.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
71.28.45.27 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 1
141.212.122. 173|Wnited Sates [147.237.8.28 |emobile-ks.idf.il  |Geo-1ocation enf or cenent Sﬁ?o'r;ﬁ?;no” t nbound drop 1
24.159.102. 161 |lhited States  |147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |1
141.212.122. 73 |wited Sates |147.237.77. 205 |prisha.idf.il SYN At ack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 139. 116|Lhited Sates |147.237.76.86 |navy.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 167|Uhited Sates [147.237.76.86 |[navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

Devi ce

At acker

Count ry ‘Target Address |[Site Sgnature Action ‘Count
66.249.69.26 |lited Sates |147.237.77.216|dover.idf.il Mil tipl e Unaut horized URL Access from 66. 249. 69. 26 Bl ock 24
66.249.66.15 |[Lhited Sates [147.237.77.243|nobile.idf.il Mil ti pl e Unaut hori zed URL Access from 66. 249. 66. 15 B ock
66.249.66.18 |lhited Sates [147.237.77.243|nobile.idf .il Ml tipl e Unaut horized URL Access from 66.249. 66. 18 B ock
66.249.66.18 |Wited Sates [147.237.77.170|n@arachot.idf.il Mil tipl e Uhaut horized URL Access from 66. 249. 66. 18 B ock

m ny- kosher - kr avi . i df

66. 249. 78. 87 Lhited Sates 147.237.0. 17 i Lhtraceabl e S3. Sessi ons: Lhknown Server Certificate None 2
66.249.66.21 |lhited Sates [147.237.77.243|nobile.idf.il Ml tipl e Unaut horized URL Access from 66. 249. 66. 21 B ock 2
66.249.69.26 |lLnited Sates [147.237.77.216|dover.idf.il D stributed Lhauthori zed URL Access on wawidf.il/error.htm |B ock 2
74.82.47.2 Lhited Sates [147.237.0.19 |madimatal .idf.il Unhaut hori zed URL Access to 147.237.0. 19/ B ock 1
157.55.39.105 |Uhited Sates |[147.237.77.216|dover.idf.il Distributed Uhaut hori zed URL Access on wawidf.il/error.htm |B ock 1
. . Uhaut hori zed URL Access to
79.176. 242. 232 |1 st ael 147.237.77.233|atal . i df . il 147, 237.77. 233/ 1134- hel at al . aspx Bl ock 1
194. 72. 238. 241 Ei"ntgegom 147.237.77. 216 |dover . i df . i | Uhaut hor i zed URL Access to / B ock 1

m ny- kosher - kr avi . i df

66. 249. 78. 80 Lhited Sates 147.237.0. 17 i Lhtraceabl e SS. Sessi ons: Lhknown Server Certificate None 1

Unaut hori zed Met hod PCST for

37.142.159. 100 [l srael 147.237.72. 166 [aka. i df . i | v aka, i df i |/ mai n/ sachar / nevisar chi ve. aspx B ock 1

81.223.254.34 |Austria 147.237.77.74 |lawidf.il Uhaut hori zed URL Access to /robots. txt B ock 1
! . . Uhknown Paraneter docid in

207.46.13.137 |lhited Sates [147.237.72.166aka.idf.il aka i o . i 1/ chanat 2/ mi kt zoa/ def aul t. asp None 1

66.249. 64.119 |lhited Sates [147.237.76.86 |navy.idf.il Mil ti pl e Unaut horized URL Access from 66. 249. 64. 119 B ock 1

. . Unhaut hori zed Met hod HEAD for

99. 237. 178. 220 |Canada 147.237.72. 166 |aka. i df . i | v aka. i df i 1/ mai n/ home/ def aul t . aspx B ock 1
) m ny- kosher - kr avi . i df ) .

66. 249. 78. 94 Lhited Sates 147.237.0. 17 i Lhtraceabl e S3. Sessi ons: ULhknown Server Certificate None 1

66.249.64.119 |Wited Sates [147.237.76.86 [navy.idf.il Unaut hori zed LRL Access to navy.idf.il/yohal an/ mai n/ main.asp |B ock 1

141.212.122. 64 |Uhited Sates |147.237.76.200|ei tan. aka. i df . il Uhaut hori zed URL Access to /x B ock 1
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