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|Top Attackers | n DDoS- Def ence |
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Attacker Address  |Attacker Country  |Target Address  |Site |Signature |Device Action  |Count |
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il ock Wdp Al _Nets drop 2
185. 35. 62. 127 Sh tzerl and 147.237.76. 42 refuah.idf.il B ock Np Al Net dr op 1
162.216.114. 158 Lhited Sates 147.237.8. 24 elifestyle.idf.il |Bock Udp All Nets drop 1
185. 35. 62. 129 Sii t zer| and 147.237.76. 44 e.refuah.idf.il B ock Np Al Net drop 1
175. 124. 212. 146 Korea, Republic of 147.237.77. 179 e nazi.idf.il Block Udp All Nets drop 1
185. 130. 5. 201 147.237.76. 86 navy.idf.il ock Wdp Al _Nets drop 1
62. 8. 70. 58 Kenya 147.237.77.121 e navy.idf.il ock Wdp Al _Nets drop 1
185. 35. 62. 125 Sii t zer| and 147.237.8. 24 e lifestyle.idf.il |Bock Np Al Net dr op 1
188. 138. 102. 50 Ger many 147.237.77.170 naar achot . i df . il B ock Wp Al Nets drop 1
62. 8. 70. 58 Kenya 147.237.77. 227 e hanaz.idf.il B ock_Udp Al Nets drop 1




02-29-2016-03:04:01 to 02-29-2016-04:04:01

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site ‘Sgnature Devi ce Action |Count
106. 120. 173. 124  |China 147.237.77.216 |dover.idf.il Cl000071: HTTP:. User Agent Sogou+web+spi der B ock 5
66. 249. 64. 180 I srael 147.237.0. 34 tikshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 1

66. 249. 64. 190 | srael 147.237.0. 34 tikshuv.idf.il [Cl000138: HITP. prefix 1.01 in the LR Bl ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

Potential Scan or Brute Force

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
66.249. 79. 10 147.237.72.166|lhited Sates |aka idf.il ET SCAN NVAP -sA (2) 2
1. 84, 230, 42 147 237.76. 30 |United Sates i mshidf il ET SSAN Behavi oral ULhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
218.57.11.7 147. 237.77. 216 |Chi na dover.idf.il ET SCAN Potential SSH Scan 1
50.148.90. 11 147.237.8.28  |Hong Kong o nobil eks. idf | ET SI)AN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
218.57.11.7 147. 237. 76. 148 |Chi na ggcenter. aka.idf.il [ET SCAN Potential SSH Scan 1
218.57.11.7 147.237.76. 42 |China refuah.idf.il ET SCAN Potential SSH Scan 1
185.130.5.249 |147.237. 76. 202 e halag.idf.il ET SCAN Potential SSH Scan 1
122. 228. 207. 118|147. 237. 76. 201 [Chi na e.atal.idf.il ET SCAN Potential SSH Scan 1
94.102.48.193 |147.237.76.38 |Netherlands eeneitav.idi.il [ET SCAN NVAP -sS wi ndow 1024 1
82.117. 208. 243 |147.237.8. 46 e.chinuch.idf.il [ET SCAN NMAP -sS w ndow 1024 1
218.57.11. 7 147. 237. 76. 198 |Chi na e.yohal an.idf.il ET SCAN Potential SSH Scan 1
218.57.11.7 147. 237. 76. 147 |Chi na chinuch. aka.idf.il [ET SCAN Potential SSH Scan 1
218.57.11. 7 147.237.76.39 [China nobi | e.neitav.idf.i|ET SCAN Potential SSH Scan 1
193. 105. 134. 220|147. 237. 77. 212 [Sweden e. dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
185.130. 5. 249  [147.237.76. 200 eitan.aka.idf.il |ET SCAN Potential SSH Scan 1
122. 228.207. 118|147.237.0. 15 [China kosher-kravi.idf.il |[ET SCAN Potential SSH Scan 1
o1.117.186.51 |147.237.72. 14 |spain dover i df i1 (ol d) ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
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|Top Attackers In FW |

A tacker

Attacker Address | . ry Target Address [Ste Signature
194. 218. 27. 162 |Sweden 147.237.72. 166 |aka. i df.il Bad TCP sequence Invalid ACK nunber noni t or 118
194.218.27. 162 |Sweden 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber alert 59
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
46. 19. 85. 27 | srael 147.237.76.30 |hinush.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 23
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop
71.123.133. 33 Lhited Sates 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect
185.27.106.35 |Israel 147.237.72. 166 |aka.i df . i1 Streamng Engi ne: TCP | nvalid imvalid segnent retransnission drop 3
Ret r ansm ssi on Packet dr opped.
77.127.215. 211 |Israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid invalid segnent retransnissi on drop 3
Ret r ansni ssi on Packet dr opped.
46. 19. 86. 77 | srael 147.237.72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 3
37.26.148.237 |Israel 147.237.72. 166 |aka. i of . i Streamng Engine: TCP Invalid Jinvalid segnent retransnission. |y 3
Ret r ansni ssi on Packet dr opped.
66.249. 66,133 |Uited Sares |147.237. 76,200 |eitan akaicr.il || C2M NG Engine: TGP | nvalid imvalid segnent retransnission drop 2
Ret r ansni ssi on Packet dr opped.
147. 235. 8. 64 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout alert
147. 235. 8. 64 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
207.46.13.70  |United Sates |[147.237.72. 166 |aka.idf. il Stream ng Engl ne: TGP Invalid Jinvlid segnent retransnission drop 2
Ret r ansm ssi on Packet dr opped.
147.235.8.64  |Israel 147. 237. 77. 216 |dover i f . i Bad TCP sequence mﬁﬁs::: reansm't wthdifferent |oonitor |2
106. 38. 241. 106 |Chi na 147.237.72. 166 |aka.i df.il dr op SAMrul e drop 2
123.125.71.90 |China 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
85. 248. 227. 163 |9 ovaki a 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 1
159. 226.95. 66  |Chi na 147.237.77. 205 |prisha i df.il SYN At t ack SYN - > SYN-ACK -> RST rej ect 1
141.212.122.78 |[Lhited Sates [147.237.76.34 |yohalan.idf.il drop drop 1
138.36.0.3 147.237.77.61 |e.cogat.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
194. 150. 168. 79 |Ger many 147.237.77. 216 |dover.idf.il D rect ory Traver sal directory traversal overflow noni t or 1
106. 38. 241. 106 |Chi na 147.237.77. 233 |atal .idf.il dr op SAMrul e drop 1
171.25.193.77 |Sweden 147.237.77. 216 |dover. i df .i Drectory Traversal directory traversal overflow noni t or 1
138.36.0. 3 147.237.77. 234 |hal ag.i of .i SYN At t ack SYN - > SYN-ACK -> RST rej ect 1
198. 20. 69. 98 Lhited Sates |[147.237.76.176|test.ncore.idf.il |[SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
138.36.0.3 147.237.76. 197 |e. hinush.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
185. 100. 85. 190 147.237.77. 216 |dover.idf.il Drectory Traversal directory traversal overflow noni t or 1
93. 115. 95. 204 g”&;ymus 147.237.77. 216 |dover.i df . i | Drectory Traversal directory traversal overflow monitor |1
169. 54. 233. 124 |Net her| ands 147.237.0.19 |nadimatal.idf.il |drop Frst packet isn't SN drop 1
68.11.205.168 |[lhited Sates |147.237.77.216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 1
141.212.122. 172|United Sates |147.237.8.27 |e.nadimatal .idf.i|Geo-1 ocati on enf or cenent Geo-| ocati on i nbound enf or cenent |dr op 1
138.36.0.3 147.237.77. 212 |e.dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
109. 163.234.9 [Romani a 147.237.77. 216 |dover.idf.il Drectory Traversal directory traversal overflow noni t or 1
176.126. 252. 12 |Romani a 147.237.77. 216 |dover. i df .i | Drectory Traversal directory traversal overflow noni t or 1
77.247.181.162 [Netherl ands 147.237.77. 216 |dover. i df .i | D rectory Traversal directory traversal overflow noni t or 1
46.121. 64. 15 | srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
138.36.0.3 147.237.77.235|sviva. idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
138.36.0. 3 147.237.76.198|e.yohal an.idf.il [SYN Attack SYN -> SYN-ACK -> RST rej ect 1
193. 90. 12. 86 Nor way 147.237.77. 216 |dover.idf.il D rect ory Traver sal directory traversal overflow noni t or 1
95.130. 12. 37 France 147.237.77. 216 |dover. i df .i | Drectory Traversal directory traversal overflow noni t or 1
169. 54. 233. 124 |Net her| ands 147.237.72. 14 |dover.idf.il (ol d) |drop Frst packet isn't SN drop 1
68. 11. 205. 168 Lhited Sates 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
141.212.122. 173|United Sates |147.237.8.27 |e.nadimatal .idf.i|Geo-1 ocati on enf or cenent Geo-| ocati on i nbound enf or cenent |dr op 1
37.187.119.59 |France 147.237.77. 216 |dover. i df .i | D rectory Traversal directory traversal overflow noni t or 1
138.36.0.3 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
114.112.90.54 |Chi na 147.237.76. 44 |erefuah.idf.il |Geo-1ocation enf or cenent Geo-| ocati on i nbound enf or cenent |dr op 1
178.32.53. 53 zint:gom 147.237. 77. 216 |dover.i df .i | Drectory Traversal directory traversa overflow noni t or 1
80.244.81.191 |Sweden 147.237. 77. 216 |dover.i df .i | Drectory Traversal directory traversa overflow noni t or
62.210. 105. 116 |France 147.237.77. 216 |dover. i df .i Drectory Traversal directory traversal overflow noni t or 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count

46.118.114.75 |Wraine 147.237.77.216|dover.i df . il Unhaut hori zed LRL Access to www idf.il/nazi/ Bl ock 3

131.253.25. 168 |uited Sates |[147.237.77.216|dover.idf.il Uhaut hori zed UR. Access to wwidf.il/error. htm B ock 3

66. 249. 69. 26 Uhited Sates |147.237.77.216|dover.idf.il Mil tipl e Unaut hori zed URL Access from 66.249. 69. 26 B ock 3

66. 249. 66. 21 Lhited Sates [147.237.77.243|nobi | e.idf.il Mil tiple Unaut horized URL Access from 66. 249. 66. 21 Bl ock 3
. m ny- kosher-kravi .id . o

66. 249. 64. 143 Lhited Sates |147.237.0.17 £l Lhtraceabl e S3. Sessi ons: Uhknown Server Certificate None 2

67.19. 79. 218 Lhited Sates |147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to /robots. t xt B ock 1

66.249.64.229 |lited Sates [147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1232-he/ atal . aspx |B ock 1

. . URL is Above Root Drectory

193. 90. 12. 88 Nor way 147.237.77.216|dover.i df .i | wwi o i1/ ./ shared/ cl i entscri pts/j query/j query-1 4.2, nin. | s Bl ock 1
: . . . Uhaut hori zed URL Access to

66. 249. 66. 21 Lhited Sates [147.237.77.243|nobile.idf.il nobi | e, i o . i 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1674 B ock 1
. . . Uhaut hori zed URL Access to

66. 249. 66. 12 Lhited Sates |[147.237.77.170|nmar achot.idf.il nar achot i df i 1/ pdf /111 es/ 9/ 108889, pf B ock 1

157.55.39. 105 |lhited Sates |147.237.77.216|dover.idf.il D stributed Uhaut hori zed LRL Access on wawidf.il/error. htm B ock 1
) . . . Uhaut hori zed URL Access to

66. 249. 66. 15 Lhited Sates [147.237.77.243|nobile.idf.il nobi | .1 df .1 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1722 B ock 1
. . . Uhaut hori zed URL Access to

66.249.69.32  [Wited Sates |147.237.77.216|dover.idf.il 147. 237. 77. 216/ 1133- 19163- he/ dover . aspx B ock 1
. m ny- kosher-kravi .id . o

66. 249. 64. 149 Lhited Sates |147.237.0.17 £l Lhtraceabl e S3. Sessi ons: Uhknown Server Certificate None 1

184. 105. 247. 196|Uhited Sates |[147.237.77.216|dover.idf.il Uhaut hori zed URL Access to 147.237.77. 216/ B ock 1
! . . . Uhaut hori zed URL Access to

66. 249. 66. 18 Lhited Sates [147.237.77.243|nobile.idf.il nobi l e, i o i |/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1734 B ock 1
_ m ny- kosher - kravi . i d _ o

66. 249. 78. 80 Lhited Sates [147.237.0.17 £l Lhtraceabl e SS. Sessi ons: Uhknown Server Gertificate None 1
! . . . Uhaut hori zed URL Access to

66.249.64.190 |lnited Sates [147.237.0.34 |tikshuv.idf.il v ti kshuv. i o i 1/ i/ gi yus/ general . aspx B ock 1

185. 112. 248. 32 147.237.76.31 |nakchal .idf.il Unhaut hori zed URL Access to 147.237.76.31/ B ock 1
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