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Top Tar get

[Top Attackers |

M aka. idf.il

M dover.idf.il

M nobi le.idf.il

BMeitan.aka. idf.il

M chi nuch. aka. i df . il

Watal.idf.il

M madimatal .idf.il

B mny-kosher-kravi.idf.il
lawidf.il

M tikshuv.idf.il

W 194. 218. 27. 162
41.33.231. 90
I 46. 19. 86. 230

Nunber
(6]

66. 249. 66. 129
B 5. 22. 135. 159

At acks

Top Attackers

M 109. 253. 199. 40
[ 93.174.93. 218
M 46. 19. 86. 11

129. 184. 84. 40
W 208. 113. 248. 206
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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |signature |Device Action  |Count |
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack forward 8
82. 145, 222. 181 Eur ope 147.237.77. 216 dover.idf.il ock | p_ VWb In drop 5
93.174. 93. 218 Net her | ands 147.237.72. 166 aka.idf.il bl ock-sp-traf 1 drop 2
185. 130. 5. 224 147. 237.76. 31 nakchal .i df .| Block Udp All Nets dr op 1
10. 8. 0. 38 147.237.72. 166 aka. idf.il bl ock-sp-traf 1 drop 1
185. 130. 5. 224 147.237.77.212 e.dover.idf.il ock Wp Al _Nets drop 1
23. 239. 64. 15 Lhited Sates 147.237.77. 235 svivaidf.il B ock Np Al _Net drop 1
179. 43. 144. 33 Swi t zer | and 147.237.77.61 e.cogat.idf.il B ock Np Al Net drop 1
72.142.18. 42 Canada 147.237. 8. 46 e. chinuch.idf.il Bl ock Wp Al Nets drop 1
185. 130. 5. 201 147.237.8. 14 e.orchot.idf.il Block Udp All Nets drop 1




02-29-2016-02:04:08 to 02-29-2016-03:04:08

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site ‘Sgnat ure Devi ce Action |Count
106. 120. 173. 124  |China 147.237.77.216 |dover.idf.il Cl000071: HTTP:. User Agent Sogou+web+spi der B ock 5
66. 249. 64. 190 I srael 147.237.0. 34 tikshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

Ki ngdom

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
. . L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
186. 182. 100. 172|147. 237. 76. 30 |Argentina hi nush. i df . i | . 1
Potential Scan or Brute Force
185.130.5.249 |147.237.72. 217 eidf.il ET SCAN Potential SSH Scan 1
185.130.5.249 [147.237.0.34 tikshuv.idf.il ET SCAN Potential SSH Scan 1
185.130.5.249 [147.237.0.15 kosher-kravi.idf.i |[ET SCAN NVAP -sS wi ndow 1024 1
122.228. 207. 118|147. 237. 76. 31 |Chi na nakchal .idf.il ET SCAN Potential SSH Scan 1
. L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
189. 219. 113. 163(147. 237.8. 14  |Mexi co e.orchot.idf.il . 1
Potential Scan or Brute Force
185.130.5.249 |147.237.76.34 yohal an. i df .il ET SCAN NVAP -sS wi ndow 1024 1
185. 130. 5. 249  |147.237. 0. 200 mau. i df il ET SCAN Potential SSH Scan 1
185.130.5.249 |147.237.0.19 nadimatal.idf.il |ET SCAN Potential SSH Scan 1
164.39.11.198 |147.237.0.200 | ted i df | ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |[Ste Signature
194. 218. 27. 162 |Sweden 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber noni t or 118
194. 218.27. 162 [Sweden 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber aert 59
41. 33. 231. 90 Egypt 147.237. 77. 216 |dover.idf.il drop SAMrul e drop 30
Sreanming Engine: TCP Invalid i i ssi
66.249.66.129 |Uited Sates  |147.237.76.200 |eitan. aka. i df.il 9 =g Invalid segnent retransmssion. | o 14
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
46.19.86.230  |Israel 147.237. 77. 243 |robi 1 e. i of . i | 9 =9 Invalid segnent retransmssion. g 12
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
109. 253. 199. 40 | srael 147.237.77. 243 |nobil e. i of . 9 =g Invalid segnent retransmssion. |, 9
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
46.19. 86. 11 I srael 147.237. 77. 243 |robi 1 e. i of . i | 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
66.249.79.10  |Wited Sates |147.237.72. 166 |aka.idf.il 9 =g Invalid segment retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
5.22.135.159  |Israel 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
5.22.135. 159 I srael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence Invalid ACK nunber monitor |5
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 5
Sreaming Engine: TGP Invalid i i ssi
109. 253. 144. 172|l srael 147.237.77. 243 |nobil e.i df . 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
79.176.99.67  |israel 147. 237. 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
79.183.0.152  |Israel 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
84.228.27.133 |israel 147. 237. 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
46.19.85.181  |Israel 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Russi an . .. |Streaming Engine: TCP Invalid [invalid segnent retransnission.
93. 158. 152. 49 Federat i on 147. 237. 76. 147 |chi nuch. aka. i df .i | Ret 1 ansni ssi on Packet dr opped. drop 3
66. 102. 8. 137 Whited Sates  [147.237.77.233[atal.idf.il drop First packet ismt SYN drop 3
5.22.135. 159 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber monitor |3
106. 38. 241. 106 |Chi na 147.237.72. 166 |aka. i df .i dr op SAMrul e drop 2
Sreaming Engine: TGP Invalid i i ssi
66.249.66. 133 |lhited Sates  |147.237. 76.200 [eitan. aka. idf. il 9 =g Invalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
66.249. 66.137 |Uited Sates  |147.237. 76. 200 |ei tan. aka i df .i | 9 =g Invalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dropped.
93.174.93.218  [Nether| ands 147.237.72.166 |aka.i df .i | B ock HTTP Non Conpli ant Response out of state monitor |2
Sreanming Engine: TQP Invalid i i ssi
154.20. 47. 147 |Canada 147. 237. 76. 200 |ei tan. aka. i df . | 9 =g Invalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dropped.
141.212.122.69 |[nited Sates [147.237.77.74 [lawidf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect
207.46.13.139 |lhited Sates |147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
157.55.39. 4 Lhited Sates |147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
195. 62. 53. 168 RJSf;:I”ion 147.237.76.42 |refuah.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
141.212.122.70 |Wited Sates |147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
106. 38. 241. 106 |Chi na 147.237.77. 176 |nat pash. i df . i | drop SAMrul e drop 1
169. 54. 244.84  |Net her| ands 147.237.0.19 |nadimatal.idf.il |drop Frst packet isn't SYN drop 1
114.112.90.54 |China 147.237. 72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
66.102. 8. 131 Lhited Sates 147.237.77. 233 |atal .idf.il drop Frst packet isn't SYN drop 1
195. 62. 53. 168 R‘F Sf:;”ion 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122.78 |Wited Sates |147.237.76. 147 |chinuch. aka. i df .11 |SYN At t ack SYN -> SYN-ACK -> RST rej ect
106. 38. 241. 106 |Chi na 147.237.77. 216 |dover.idf.il drop SAMrul e drop 1
169. 54. 244. 84  |Net herl ands 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 1
141.212.122.64 |lhited Sates |147.237.76.197 e himsh.idf.il  |Geo-1 ocation enf or cerent gﬁ?:r(cjgilmon I nbound drop 1
105.62.53. 168 |USSI &N 147.237.76.196 |e.svivaidf.il  [Geo-1 ocation enf or cenent Geo-I ocat i on i nbound dro 1
T Federation ) T ) ) enf or cenent P
141.212.122.79 |Wited Sates |147.237.76. 147 |chinuch. aka. i df .11 |SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
106. 38. 241. 106 |Chi na 147.237.77. 233 |atal .idf.il drop SAMrul e drop 1
78.46.97. 213 Ger many 147.237.77. 216 |dover. i df .i SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
46.19. 86. 11 | srael 147.237. 77. 216 |dover.idf.il drop First packet isn't SN drop 1
141.212.122.65 |Wited Sates |147.237.76.197|e.himsh.idf.il  |Geo-1 ocation enfor cenent gﬁ;’;ggi'mon I nbound drop 1
198. 20. 69. 74 Lhited Sates |147.237.8.27 |e.madimatal.idf.i|SYN Attack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
129.184.84.40 |France 147.237.77.216|dover. i df . il Paraneter Type M ol ati on PageNumin v i df .il/1283-en/ dover. aspx |B ock 6
208.113. 248. 206|lhited Sates [147.237.72.166|aka.idf.i | Mil tipl e Uhauthorized URL Access from 208. 113. 248. 206 Bl ock 5
66. 249. 69. 26 Uhited Sates [147.237.77.216|dover.idf.il Ml tiple Unaut horized URL Access from 66.249. 69. 26 Bl ock 5
46. 19. 86. 230 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 4
93.174.93.218 |[Netherlands [147.237.72.166|aka.idf.i | Mil tiple NILL Character in Method from 93.174. 93. 218 Bl ock 3
109. 253. 199. 40 |l srael 147.237.77.243|nobi l e.idf . i | O stributed Suspicious Response Code Bl ock 2
93.174.93.218 |Netherlands |147.237.72.166|aka.idf.il Mitiple Illegal Byte Gode Character in Method from93.174.93.218 |B ock 2
46.19. 86. 211 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Qode Bl ock 2
66. 249. 78. 80 Lhited Sates |147.237.0. 17 :jnf niyl- kosher - kravi . | Lhtraceabl e SS. Sessi ons: Uhknown Server Certificate None 1
157.55.39.183 |lhited Sates [147.237.72.166|aka.idf.i | Unaut hori zed URL Access to 147.237.72. 166/ robots. txt B ock 1
66. 249. 64. 137 Lhited Sates |147.237.0. 17 (Tf niyl- kosher - kravi . | Lhtraceabl e SS. Sessi ons: Uhknown Server Certificate None 1
66. 249. 78. 94 Lhited Sates |147.237.0. 17 (rjnf niyl- kosher - kravi . i Lhtraceabl e S Sessi ons: Lhknown Server Certificate None 1
Unknown Par anet er
46.121. 232. 235 |[Israel 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenPl acetbl der $bt nAt udaBack i n None 1
wane aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
Uhaut hori zed URL Access to
178. 255. 215. 87 |France 147.237.77.216|dover. i df . il www, i df . i1/1133-20232-he/ kkkkkkk=79615652kkkkkkk_7961565 |B ock 1
2
66. 249. 66. 21 Uited Sates [147.237.77.243|nobile.idf.il Ml tiple Unaut horized URL Access from 66.249. 66. 21 Bl ock 1
129.184.84. 40 France 147.237.77. 216 dover . i df . i | mu:;‘érillzli(jenlpitz;:zﬁzr (tet(i)/ user cont r ol s/ header upper / Bl ock !
68.180.228.112 |lnited Sates [147.237.77.216|dover.idf.il Paraneter Type M ol ati on PageNumin v i df . i |/ 1380- he/ dover. aspx B ock 1
52.48.17.30 Uhited Sates [147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77.233/ Bl ock 1
93.174.93.218 |Netherlands [147.237.72.166|aka.idf.il NULL Character in Mt hod Bl ock 1
66.249.66.21  [Lhited Sates |147.237.77.243|nobile.idf.il m;ultg‘?réfz_ie?/t‘;‘eggrcﬁzm s/ i st chi | ddocurent / 1735 Bl ock 1
46.19. 86. 11 | srael 147.237.77.243|mobi l e. i df . i | D stributed Suspici ous Response Code Bl ock 1
141.212.122. 64 |Wited Sates [147.237.76. 147 |chi nuch. aka. i df . il Unaut hori zed URL Access to /X B ock 1
81.223.254.34 |Austria 147.237.77.234|hal ag. i df . i | Uhaut hor i zed URL Access to /robots. txt Bl ock
54.196.162.63 |Lhited Sates |147.237.72. 166 |aka. i df .|| mt;;’%fﬂ f?ﬁ&?}g'j:ﬁ r':t dre‘?gulf tolras’:)”o‘m UL on Bl ock 1
208. 113. 248. 206|Lhited Sates [147.237.72.166|aka.idf .il Uhaut hori zed URL Access to aka.idf.il/wp-admn/ Bl ock 1
109. 227.90.27  |lkraine 147.237.77.216|dover.idf.il Lhaut hori zed URL Access to waw idf.il/nazi'a=0 Bl ock 1
141.212.122. 64 |Wnited Sates [147.237.77.74 |lawidf.il Lhaut hori zed URL Access to /x B ock 1
93.174.93.218 |Netherlands [147.237.72.166|aka.idf.il Illegal Byte Qode Character in Mthod Bl ock 1
66.102. 8. 238 Lhited Sates |147.237.77.216|dover.idf.il D stributed Uhaut hori zed UR. Access on waww i df.il/error.htm B ock 1
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