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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

Target Address Site Signature Device Action |Count

41.105. 167. 144 Ageria 147.237.77. 216 dover.idf.il B ock_UWp Al _Nets drop 405
0.0.0.0 147.237.77.216 dover.idf.il HTTP Page H ood Attack forward 4
179. 43. 144, 33 Sntzerl and 147.237.77. 233 atal.idf.il Bock Np Al Net drop 1
23.239. 64. 15 Lhited Sates 147.237.77. 234 hal ag.idf.il B ock Np Al Net drop 1
185.94.111.1 147.237.8. 14 e.orchot.idf.il B ock Wp Al Nets drop 1
23. 239. 64. 15 Lhited Sates 147.237.8. 45 eeitanidf.il B ock Np Al Net drop 1
185.94.111. 1 147.237.72. 14 dover.idf.il (ol d) B ock_UWp Al _Nets drop 1
23.239. 64. 15 Lhited Sates 147.237.72.14 dover.idf.il (ol d) B ock Np Al Net dr op 1
179. 43. 144, 33 Sntzerl and 147.237.0. 15 kosher-kravi.idf.il Bock Np Al Net drop 1
185. 130. 5. 201 147.237.8. 14 e.orchot.idf.il B ock Wp Al Nets drop 1
23.239. 64. 15 Lhited Sates 147.237.77.170 naar achot . i df. il B ock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Qountry get Address |Site |Sgna1ure

31. 154, 169. 200 |l srael 147.237.0.34 |ti kshuv. i df.il|[C1000138: HTTP. prefix 1.01 in the UR B ock 7
136.243.5.215  |Ger many 147.237.77.216 |dover.idf.il |CL000074: HTTP. najestic bot B ock 7
106. 120. 173. 124 |Chi na 147.237.77.216 |dover.idf.il [Cl000071: HTTP: User Agent Sogou+web+spi der Bl ock 5
79.183.54.193  |Israel 147.237.0.34 |ti kshuv. i df.il|[C1000138: HTTP. prefix 1.01 in the UR B ock 4
136.243.5.215  |Ger many 147.237.77. 176 |mat pash. i df . i [[CL000074: HTTP: naj estic bot B ock 3
41.105. 167. 144 |Ageria 147.237.77.216 |dover.idf.i| |12026: HITP. LA C DDoS Tool (QON\LY enabl e when under DoS attack) |B ock 2
51. 255. 65. 41 United Kingdom |147.237.77.233 |atal .idf.il C1000146: HTTP.  AhrefBot craw er B ock 1
51. 255. 65. 46 Uni ted Kingdom |147.237.77.233 |atal .idf.il C1000146: HTTP.  AhrefBot craw er B ock 1
51. 255. 65. 4 Uni ted Kingdom (147.237.77.233 |atal .idf.il C1000146: HTTP. AnrefBot craw er Bl ock 1
51. 255. 65. 70 United Kingdom |147.237.77.233 |atal .idf.il C1000146: HTTP.  AhrefBot craw er B ock 1
51. 255. 65. 9 Uni ted Kingdom |147.237.77.233 |atal .idf.il C1000146: HTTP.  AhrefBot craw er B ock 1
51. 255. 65. 88 Uni ted Kingdom (147.237.77.233 |atal .idf.il C1000146: HTTP. AnrefBot craw er Bl ock 1
51. 255. 65. 37 United Kingdom |147.237.77.233 |atal .idf.il C1000146: HTTP.  AhrefBot craw er B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66.249. 64. 153  |147.237.77.226 |Wited Sates |wwu chanatz. aka.idf.il [ET SCAN NVAP -sA (2) 2
132 74.95. 21 147 237 77. 170 |1 st el vt achot i df il ET DO5 Large anount of TCP ZeroVindow - Possible Nkiller2 5
DDos attack
94.102.48.193  [147.237.76.198|Netherlands  |e.yohal an.idf.il ET SCAN NMAP -sS wi ndow 1024 1
72.68.135.103 [147.237.77.233|thited Sates |atal.idf.il ET SCAN NVAP -sS w ndow 1024 1
201. 235. 215. 254|147. 237. 77.19 |Argentina | awforumidf.il ET SCAN NVAP -f -sS 1
185.130.5.249 |147.237.72. 217 eidf.il ET SCAN Potential SSH Scan 1
185.130.5.249 |147.237.8.28 €. nobi | e-ks.idf.il ET SCAN Potential SSH Scan 1
180. 150. 177. 188|147. 237. 77. 235 [Chi na sviva.idf.il ET SCAN NVAP -sS w ndow 1024 1
98.119. 105. 221 [147.237.77. 205 |Wited Sates |prisha.idf.il ET SCAN NMAP -sS wi ndow 1024 1
82.117. 208. 243 |147.237.8. 24 elifestyle.idf.il ET SCAN NVAP -sS wi ndow 1024 1
201. 235. 215. 254(147. 237.77.19 |Argentina | awforumidf.il ET SCAN NMAP -sS wi ndow 2048 1
7141 114 210|147 237 0.35  |tited Sates lakaws. icf il ET SCAN Behavi oral Lhusual Iy fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
195. 216. 176. 244|147. 237.76. 34 |Latvia yohal an. i df . il ET SCAN NVAP -sS w ndow 1024 1
50. 77. 145. 78 147.237.76.202|Lhited Sates |e.halag.idf.il ET SCAN NVAP -sS w ndow 1024 1
185.130.5.249 |147.237. 77. 205 prisha.idf.il ET SCAN Potential SSH Scan 1
185.130.5.249 |147.237.8. 46 e. chinuch.idf.il ET SCAN NVAP -sS w ndow 1024 1
185.130. 5. 249  |147.237.8. 27 e.madimatal .idf.il ET SCAN Potential SSH Scan 1
164.39.11. 198 |147.237. 76. 196 LKJ?i;:gom esvivaidf.il ET SCAN NVAP -sS w ndow 1024 1
98.119. 105. 221 [147.237.77.205|thited Sates |prishaidf.il ET SCAN NMAP -sS w ndow 4096 1




02-29-2016-01:09:48 to 02-29-2016-02:09:48

|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address [Ste Signature

194. 218. 27. 162 |Sweden 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber noni t or 120
Sreamng Engine: TCP Invalid i i ssi

37.26.146.134 |Israel 147. 237. 76. 200 |ei tan. aka.i df . i 9 =9 Invalid segnent retransmssion. |y, 63
Ret r ansmi ssi on Packet dr opped.

194. 218. 27. 162 |Sweden 147.237.72. 166 |aka.idf . il Bad TCP sequence Inval id ACK nunber alert 60
Sreaming Engine: TCP Invalid i i ssi

185.32.179.74  |Israel 147. 237. 77. 243 |mobi l e, i f . i 9 =9 Invalid segnent retransmssion. | 45
Ret r ansni ssi on Packet dropped.

41. 33. 231. 90 Egypt 147.237. 77. 216 |dover.idf.il drop SAMrul e drop 34

reamn ine: TCP Invali i i Ssi

46. 19. 85. 27 I srael 147. 237,77, 243 |t e i1t | €A g Engine P Invalid finvalid segnent retransnission. drop 24
Ret r ansmi ssi on Packet dropped.

107.150. 24. 106 |Wited Sates [147.237.0.19 |madimatal.idf.i|SYN At t ack SYN -> SYN-ACK -> RST rej ect 15
Sreaning Engine: TQP Invalid i i ssi

104.132.1.98  |[Wiited Sates |147.237.72. 166 |aka i df.il g =g nvalid segnent retransmssion. drop 15
Ret ransm ssi on Packet dropped.
Sreamng Engine: TP Invalid i i ssi

46.19.86.62  |Israel 147.237.77. 243 |nubi le.i o . i1 9 =9 Invalid segnent retransmssion. g, 15
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i ssi

46.19.86.230  |Israel 147.237.77. 243 |robi | e. i of . i | g =g nvalid segnent retransmssion. drop 12
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

46.19.86.209  |Israel 147.237.77. 243 |nubi le.i o . i1 9 =9 Invalid segnent retransmssion. g, 9
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i ssi

109. 253. 213. 217|i srael 147.237.72. 166 |aka. i df . i g =g nvalid segnent retransmssion. drop 9
Ret ransm ssi on Packet dropped.

104.177.186. 182|Wited Sates  [147.237.77. 216 |dover.idf .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 7
Sreaning Engine: TGP Invalid i i ssi

46.19. 86. 11 I srael 147.237.77. 243 |nobil e.i df . 9 =9 Invalid segment retransmssion. drop 6
Ret ransm ssi on Packet dropped.

156. 192. 2. 80 147.237.77. 216 |dover.idf .i | Bad TCP sequence Inval i d ACK nunber noni t or

212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop

46. 19. 86. 28 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber alert
Sreaming Engine: TCP Invalid i i ssi

66.249.79.10  |Uited Sates  |147.237.72. 166 |aka i df il 9 =g Invalid segnent retransmssion. |, 4
Ret r ansni ssi on Packet dropped.

46. 19. 86. 28 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence Invalid ACK nunber noni t or 4
Sreaning Bngine: TQP Invalid i i ssi

79.177.61.70  |israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi

212.179. 224. 19| srael 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransnission. drop 3
Ret r ansmi ssi on Packet dropped.
Sreaning Bngine: TCP Invalid i i ssi

109. 65. 104. 21 i srael 147.237.72. 166 |aka i df . g =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

217.132.2.93  |Israel 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransnission. drop 3
Ret r ansmi ssi on Packet dropped.
Sreaning Bngine: TP Invalid i i ssi

109. 253. 158. 135|i srael 147.237.72. 166 |aka i df . g =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

79.176.54.226 |Israel 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransnission. drop 3
Ret r ansmi ssi on Packet dropped.
Sreaning Bngine: TCP Invalid i i ssi

46.19. 85. 27 I srael 147.237.72. 166 |aka i df . g =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

79.177. 8. 40 I srael 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransnission. drop 3
Ret r ansmi ssi on Packet dropped.
Sreaning Bngine: TQP Invalid i i ssi

87.70. 45. 78 I'srael 147.237.77. 243 |nobi l e. i df . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dropped.

2.52.129. 230 I srael 147.237.77.243|mobile.idf.il  [Bad TCP sequence Inval i d ACK nunber noni t or 2

106. 38. 241. 106 |Chi na 147.237.72. 166 |aka.i df .i | drop SAMirule drop 2

79.181. 146. 104 |l srael 147.237.77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 2

37.46.39. 243 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 2

97.32.132.193 |lhited Sates  |147.237.77.216|dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 2
Sreaming Engine: TCP Invalid i i ssi

157.55.39.58  |Wited Sates  |147.237. 72. 166 |aka. i of .i 9 =9 Invalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dropped.

67.183.66.106 |lLhited Sates |147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 2

2.52.129. 230 I srael 147.237.77.243|mbile.idf.il |Bad TCP sequence Invalid ACK nunber alert 1

141.212.122.170|Wnited Sates  |147.237.76.201|e.atal.idf.il |Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent |drop 1

138.36.0. 3 147.237.76.44 |erefuah.idf.il [SYN Attack SYN -> SYN-ACK -> RST rej ect 1

138.36.0. 3 147.237.8.45 |e.eitanidf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1

195. 62. 53. 168 RJF Sﬁ;;ni on 147.237.76. 196 |e.sviva.idf.il |Geo-| ocati on enf or cenent Geo- 1 ocati on i nbound enf orcenent |drop 1

37.46.38.83 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber noni t or 1

169. 54.244.75 |Netherl ands 147.237.72. 14 |dover.idf.il (ol d|dr op First packet isn't SN drop 1

93.174.93.218 |[Netherl ands 147.237. 72. 166 |aka. i df . il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1

141.212.122.78 |lWhited Sates 147.237.77.227|e.hanaz.i df .il  |Geo-| ocati on enf or cenent Geo-1 ocation inbound enf orcenent |drop 1

74.88.142. 63 Lhited Sates  [147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber alert 1

138.36.0.3 147.237.76.30 |himsh.idf.il  [SYN Attack SYN -> SYN-ACK -> RST rej ect 1

176.13.21.5 | srael 147.237.0.34 [tikshw.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 1

138.36.0.3 147.237.8.14 |e.orchot.idf.il |[SYN Attack SYN -> SYN-ACK -> RST rej ect 1

141.212.122. 171|United Sates  |147.237.76.201|e.atal.idf.il  [Geo-| ocati on enf or cenent Geo-| ocati on i nbound enf or cenent |drop 1

138.36.0. 3 147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
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A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
46. 19. 85. 102 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 74
66. 249. 69. 26 Lhited Sates 147.237.77.216|dover . i df . il Mil ti pl e Unaut horized URL Access from 66. 249. 69. 26 B ock 20
185.32.179. 74  |Israel 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Code B ock 12
185.32.179.74 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 6
46. 19. 86. 62 I srael 147.237.77.243|nobi l e.i df . i | DO stributed Suspici ous Response Qode B ock 5
46.19. 85. 27 I srael 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Code B ock 4
46. 19. 86. 230 | srael 147.237.77.243|mobi l e. i df . i | D stributed Suspici ous Response Code B ock 4
’ . . Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates  |147.237.76.86 |navy.idf.il v navy. i df . i 1/994- 8613- he/ navy. aspx. aspx Bl ock 2
66. 249. 66. 15 Lhited Sates 147.237.77.243|nobi l e.idf . il Ml tiple Unaut horized URL Access from 66.249. 66. 15 B ock 2
. m ny- kosher-kravi . id . L
40. 77. 167. 86 Lhited Sates 147.237.0. 17 fil Untraceabl e SSL Sessi ons: Uhknown Server Certificate None 2
_ m ny- kosher - kravi . i d _ o
66. 249. 78. 80 Lhited Sates 147.237.0. 17 £l Untraceabl e S8 Sessi ons: Lhknown Server Certificate None 2
46. 19. 86. 209 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code B ock 2
] . . Uhknown Paraneter anp;resized in
66. 249. 79. 10 Lhited Sates 147.237.72. 166 |aka. i df . i | vow aka i df . i 1/ edi d yoman/ enl ar ge. asp None 1
66.249.79.10  |Wited Sates  |147.237.72.166|aka. i df .i| Wnknown Parareter anp; catld in None 1
wwy aka. i df . i | / yohal an/ nai n/ nai n. asp
172.56.38.2 Lhited Sates 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None
66. 249. 66. 18 Lhited Sates 147.237.77.243|nobi l e.idf . il Ml tiple Unauthorized URL Access from 66.249. 66. 18 B ock
] . ; Uhknown Paranet er anp; docid in
66. 249. 79. 10 Lhited Sates 147.237.72. 166 |aka. i df . i | v aka. i o . i 1/ gi yus/ kadat zhel p/ None 1
_ m ny- kosher - kravi . i d _ o
66. 249. 78. 87 Lhited Sates 147.237.0. 17 £l Untraceabl e S8 Sessi ons: Lhknown Server Certificate None 1
Russi an . . Paraneter Type Mol ation f in
95.24.56. 182 Federation 147.237.77. 216 [dover . i df . i | ww i df . i1/tenpl at es/ sendt of ri end/ sendt of ri end. aspx Bl ock !
66.249.79.10  [lnited Sates  [147.237.72.166|aka. i df .i tnknown Paranet er anp; sQrderBy in None 1
) T ) T " ) wwy aka. i df . il /ituri mdasp/ wars. asp
] . ; Uhknown Par anet er anp; doc in
66. 249. 79. 10 Lhited Sates 147.237.72. 166 |aka. i df . i | vow aka. i df . i 1/ yohal an/ mai n/ mai n. asp None 1
] . - Paraneter Type Mol ation InfoCGenterltemin
66. 249. 66. 39 Wited Sates  [147.237.77.74 (lawidf.il vy | aw i of i |/t enpl at es/ getfil ef getfil e, aspx B ock 1
81.223.254.34 |Austria 147.237.0.34 |tikshuv.idf.il Lhaut hori zed LRL Access to /robots. txt B ock 1
] . . Uhknown Paraneter anp;innerCatiDin
66. 249. 79. 10 Lhited Sates 147.237.72. 166 |aka. i df . i | voww aka. i o i 1/ i yus/ ganda/ None 1
_ m ny- kosher - kravi . i d _ o
66. 249. 78. 94 Lhited Sates 147.237.0. 17 £l Lhtraceabl e S Sessi ons: Lhknown Server Certificate None 1
52.48. 17. 30 Lhited Sates 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77. 233/ B ock 1
Russi an . . Paraneter Type Molation| in
95. 24.56. 182 Federati on 147.237.77. 216 [dover . i df . i | wan i df . i |/ tenpl at es/ sendt of ri end/ sendt of ri end. aspx Bl ock !
} . . Uhknown Par anet er anp; sideScroll in
66.249. 79. 10 Lhited Sates 147.237.72. 166 |aka. i df . i | v aka. i o i 1/gj yus/ general / None 1
] . . Unknown Par anet er anp; docld in
66.249. 79. 10 Whited Sates  [147.237.72.166|aka.idf .il vw aka i o i 1/ brot her s/ f acy def aul t. asp None 1
66. 249. 69. 26 Lhited Sates 147.237.77.216|dover. i df . il Ostributed Uhaut hori zed URL Access on wwidf.il/error.htm |B ock 1
85. 64. 134. 25 I srael 147.237.72. 166 [aka. i df . i | Unknown Paraneter gws_rd in ww aka.idf.il/ None 1
46.19. 86. 11 | srael 147.237.77.243|mobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
] . . Unknown Par anet er anp; pageNumin
66.249. 79. 10 Lhited Sates 147.237.72. 166 |aka. i df . i | v aka. i o 1/i turi ndasp/ di spl ayal | sol di ers. asp None 1
66. 249. 79. 10 Lhited Sates 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 66.249. 79. 10 B ock 1
. wwv. chamat z. aka. i df . ) o
66.249.64.165 |Lhited Sates 147.237.77. 226 i Lhaut hori zed URL Access to waw chanat z. aka. i df.il/404. aspx |B ock 1
141.212.122. 64 |lLited Sates 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to /X B ock 1
66.249.79.10  |[United Sates  |147.237.72. 166|aka. i df .i| thknowun Paraneter anp; si descrol | in None 1
ww aka. i df . i |/ gi yus/ kadat z/
] . . Uhknown Paraneter anp;docld in
66. 249. 79. 10 Lhited Sates 147.237.72. 166 |aka. i df . i | v aka. i o1/ brot her s/ gal | ery/ None 1
203. 133. 170. 168 Ok‘f’rea’ Republic 1147 237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessions: pen Mode None 1
. . Uhknown Paraneter gws_rd in
85. 64. 134. 25 I srael 147.237.72. 166 |aka. i df . i | vow aka. i i 1/ mai n/ home/ def aul t . aspx None 1
66.249.79.10  |[United Sates  |147.237.72. 166|aka. i df .i| thknown Paranet er anp; pagenum i n None 1
wav aka. i df . il /gi yus/forund asp/ showf or um asp
] . . Uhknown Paraneter anp;catld in
66. 249. 79. 10 Lhited Sates 147.237.72. 166 |aka. i df . i | wan aka, i df 171 ondi it ochen None 1
157. 55. 39. 58 Lited Sates 147.237.72. 166 [aka. i df . i | Unknown Paraneter docid in aka.idf.il/nain/sachar/klali.aspx |None 1
] . . Uhknown Paraneter catIDin
66.249. 79. 10 Lhited Sates 147.237.72. 166 |aka. i df . i | vow aka. i df . i 1/ yohal an/ mai n/ mai n. asp None 1
66. 249. 79. 10 Lhited Sates 147.237.72. 166 [aka. i df . i | Unknown Paranet er anp; docld in v aka.idf.il/giyus/forns/ |None 1
87.70.45.78 I srael 147.237.77.243|mobi l e. i df . i | D stributed Suspicious Response Code B ock 1
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