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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count |
79.178. 206. 135 | srael 147.237.72. 166 aka.idf.il Bl ock_Ulp Al _Nets drop 6
212.179. 54. 237 | srael 147.237.72. 166 aka.idf.il Bl ock_Udp All _Nets drop 3
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 2
185.94.111. 1 147.237.0. 17 mny- kosher-kravi .idf.il Bl ock Udp All _Nets drop 1
54.72.182. 187 Irel and 147.237.77. 216 dover.idf.il Bl ock Udp All _Nets drop 1
185.94. 111. 1 147.237.76.176 test.ncore.idf.il Bl ock_Ulp Al _Nets drop 1
179. 43. 144. 33 Sntzerl and 147.237.77. 226 wn chanat z. aka. i df . i | Block Np Al _Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address Devi ce Action ‘Oount
109. 66. 51. 187 I srael 147.237.0. 34 tikshuv.idf.il [Cl000138: HTTP. prefix 1.01 in the UR B ock 17
93.173.132. 227 I srael 147.237.0. 34 tikshuv.idf.il |[C1000138: HTTP. prefix 1.01 in the LR B ock 8
106.120. 173. 124  |China 147.237.77.216 |dover.idf.il C1000071: HTTP: User Agent Sogou+web+spi der B ock 7
109. 253.128. 5 I srael 147.237.0. 34 tikshuv.idf.il [Cl000138: HTTP. prefix 1.01 in the UR B ock 6
85. 65. 167. 150 I srael 147.237.0. 34 tikshuv.idf.il |[C1000138: HTTP. prefix 1.01 in the LR B ock 6
87.69. 210. 26 | srael 147.237.0. 34 tikshuv.idf.il |[Cl000138: HITP. prefix 1.01 in the LR B ock 4
85. 64.99. 12 I srael 147.237.0. 34 tikshuv.idf.il [Cl000138: HTTP. prefix 1.01 in the UR B ock 4
207. 46. 13. 147 Lhited Sates 147.237.0. 34 tikshuv.idf.il [C1000138: HTTP. prefix 1.01 in the LR B ock 2
87. 69. 83. 231 I srael 147.237.0. 34 tikshuv.idf.il |[Cl000138: HTTP. prefix 1.01 in the UR B ock 2
109. 67. 196. 40 I srael 147.237.0. 34 tikshuv.idf.il [Cl000138: HTTP. prefix 1.01 in the UR B ock 2
2.54.188. 48 I srael 147.237.0. 34 tikshuv.idf.il [C1000138: HTTP. prefix 1.01 in the LR B ock 2
46. 120. 91. 150 | srael 147.237.0. 34 tikshuv.idf.il |[Cl000138: HITP. prefix 1.01 in the LR B ock 1
66. 249. 64. 180 I srael 147.237.0. 34 tikshuv.idf.il [Cl000138: HTTP. prefix 1.01 in the UR B ock 1
198. 20. 69. 74 Lhited Sates 147. 237. 76. 44 e.refuah.idf.il [13840: TLS QpenSSL Heartbeat Packet B ock 1
207. 46. 13. 85 Lhited Sates 147.237.0. 34 tikshuv.idf.il [Cl000138: HTTP. prefix 1.01 in the UR B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 154. 58. 230 |147.237. 77. 176 |France nat pash. i df .i | SERVER- WEBAPP yabb access 6
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
195. 154. 58. 230 |147.237. 77. 176 |France nat pash. i df .i1 SERVER- WEBAPP nodul es. php access 2
220.231. 195. 122147. 237. 77. 179 |Chi na e.nazi.idf.il ET SCAN NVAP -f -sS 1
85. 250. 117. 142 |147.237.77. 216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
213.57.213. 218 |147.237.72. 166 |l srael aka idf.il portscan: TCP O stributed Portscan 1
50,126,189 22 |147. 237 76.38 |Tai wan o e neitavid il ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
198. 20. 69. 74 147.237.76.44 |Wnited Sates |erefuah.idf.il |ET DRCOP Dshield B ock Listed Source 1
14.108.87.188 |147.237.0.33 |Hong Kong il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
183. 60. 48. 25 147.237.0.33 |China iof.il ET SCAN Potential SSH Scan 1
180. 150. 177. 188(147. 237. 76. 199 |Chi na e.nakchal .idf.il [ET SCAN NVAP -sS wi ndow 1024 1
109. 66. 101. 167 [147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
94.102.49 151 |147 237 0.35 |Nstherlands  lakaws.idf il ET SCAN Behavi _oral Lhusual |y fast Terminal Server Traffic, Potential 1
Scan or Infection
220.231. 195. 122|147. 237. 77. 179 |Chi na enmazi.idf.il ET SCAN NVAP -sS w ndow 2048 1
85. 250. 238. 158 |[147.237. 72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
218.246.0. 97 147.237.8.27 |China e.nadimatal .idf.i[ET SCAN NVAP -sS wi ndow 1024 1
66.249. 74. 93 147.237.72.166|Wnited Sates |akaidf.il portscan: TCP DO stri buted Portscan 1
202.170.80.40 |147.237.77.235|Mngol i a sviva idf.il ET SCAN Potential SSH Scan 1
31.168.177.39  |[147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
5.29.1.242 147. 237. 72. 166 I srael aka.idf.il portscan: TCP DO stri buted Portscan 1
180. 150. 177. 188(147. 237. 76. 202 |Chi na e.halag.idf.il ET SCAN NVAP -sS wi ndow 1024 1
112 254.16.97  |147. 237 77. 19 |ni na L ave forumidf il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
109. 65. 185. 81  [147. 237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
220. 231. 195. 122|147. 237. 77. 179 |Chi na e.nmazi.idf.il ET SCAN NVAP -sS w ndow 4096 1
87.71.163.161 |[147.237.72. 166 |l srael aka idf.il portscan: TCP DO stributed Portscan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address [Ste Signature Action ‘Count
194, 218.27. 162 |Sweden 147.237. 72. 166 |aka.i df .i | Bad TCP sequence Invalid AGK nunber noni t or 120
194. 218.27. 162 [Sweden 147.237.72. 166 [aka.i df .i | Bad TCP sequence Inval i d AGK nunber aert 60
41.33.231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 36
185. 120. 126. 67 147.237.77. 216 |dover.i df il Bad TCP sequence Invalid AGK nunber nonitor |29
Sreamng Engine: TCP Invalid ' i ssi
79.182.27.167 |israel 147. 237. 77. 243 |nobi l e.i df .i | 9 =g Invalid segnent retransmssion. |, 27
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi
217. 132. 100. 204/ srael 147.237.77. 243 |robi | e. i of . i1 g =g Invalid segnent retransmssion. 18
Ret ransm ssi on Packet dr opped.
5.22.135. 116 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d AGK nunber noni t or 17
Sreaning Engine: TGP Invalid i i sSi
89.138.78.168 |Israel 147.237.77. 243 |nobil e.i df . 9 =9 Invalid segnent retransmssion. |, 16
Ret ransm ssi on Packet dr opped.
Sreanming Engine: TCP Invalid ' i ssi
80. 246. 136. 113 | srael 147. 237.77. 243 |mobi l e. i i 9 =g Invalid segnent retransmssion. |, 15
Ret r ansni ssi on Packet dr opped.
185. 120. 126. 67 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d ACK nunber alert 15
37.26.147.186 |lsrael 147.237.0.34 |tikshuv.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 14
46.19. 85. 73 I srael 147.237.0.34  [tikshuv.idf.il Bad TCP sequence Invalid AGK nunber noni t or 14
Sreaning Engine: TGP Invalid i i sSi
149. 88. 190. 188 | srael 147.237.77. 243 |nobil e. i df . 9 =9 Invalid segnent retransmssion. |, 14
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid ' i ssi
109. 253. 130. 32 |l srael 147. 237.77. 243 |mobi l e. i . i 9 =g Invalid segnent retransmssion. |, 12
Ret r ansmi ssi on Packet dr opped.
46.19. 85. 73 I srael 147.237.0.34  |tikshuv.idf.il Bad TCP sequence I'nval i d ACK nunber alert 11
46.19. 85. 131 I srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Invalid ACK nunber noni t or 10
Sreamng Engine: TCP Invalid ' i ssi
109. 253. 136. 95 |Israel 147.237.77. 243 |mbile.i o i1 9 =9 Inval id segnent retransmssion. |, 9
Ret r ansni ssi on Packet dr opped.
109. 64. 16. 105  |Israel 147.237.72. 166 |aka.idf .il SYN Att ack SYN -> SYN-ACK -> Ti nmeout rej ect 9
Sreanming Engine: TCP Invalid ' i ssi
46.19.86.185  |israel 147. 237.77. 243 |mobi l e. i i 9 =g Invalid segnent retransmssion. |, 9
Ret r ansmi ssi on Packet dr opped.
46. 19. 85. 216 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d ACK nunber noni t or
37.142.68. 91 | srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Invali d ACK nunber noni t or
192.115.21. 116 |l srael 147.237.72. 166 [aka.i df .i | Bad TCP sequence Inval i d AGK nunber noni t or
46.19.85.234  |[israel 147.237.77. 226 " chanatz. aka. 1df 1paq TOP sequence Inval i d ACK nunber moni tor |7
37.142.68.91 I srael 147.237.0.34 [tikshuv.idf.il Bad TCP sequence I'nval i d ACK nunber aert 7
109. 65. 219. 197 |Israel 147.237.77. 243 |mobi le.i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 7
Sreaning Engine: TQP Invalid i i SSi
79.177.207.94 |israel 147.237.72. 167 |i shuri maka. i df . i g =g Invalid segnent retransmssion. —fq o, 6
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid ' i ssi
109. 253. 139. 1601 sr ael 147. 237.72. 166 |aka. i of .11 9 =9 Inval id segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi
79.182.173. 225 |israel 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. g 6
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid ' i ssi
109. 64. 111. 199 |Israel 147. 237.72. 166 |aka. i of .11 9 =9 Inval id segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dr opped.
i Sreaning Engine: TQP Invalid i i SSi
51.255.65.36 | ted 147.237.77. 243 |mbile.i o i1 g =g Invalid segnent retransmssion. g 6
Ki ngdom Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid ' i ssi
2.54.60. 12 I'srael 147.237.77. 243 |mbile.i o i1 9 =9 Inval id segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i SSi
109. 66. 153.82  |Israel 147.237.77. 243 |robi | e, i of . i1 g =g Invalid segnent retransmssion. g 6
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid ' i ssi
46.19.85.165 |Israel 147.237.72. 166 |aka. i of . i 9 =9 Inval id segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi
212.179.34. 170 | srael 147.237.76. 200 |ei tan. aka. i of .| g =g Invalid segnent retransmssion. 6
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid ' i ssi
77.127.209. 155 |israel 147. 237.72. 166 |aka. i of .11 9 =9 Inval id segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dr opped.
192.115.21. 116 |Israel 147.237.72. 166 |aka.idf .il SYN At ack SYN -> SYN-ACK -> RST rej ect 5
46.19. 85. 220 I srael 147.237.77. 234 |hal ag.idf il Bad TCP sequence Invalid AGK nunber nonitor  [5
46. 116. 110. 179 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 5
46. 19. 85. 220 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence I'nval i d ACK nunber aert 5
62. 0. 200. 108 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 5
o SYNtACXK retransmt wth .
37.26.148.140 |Israel 147.237. 77. 176 |nat pash. i of . i | Bad TCP sequence qifferent wi ndow scal e nonitor |5
37.26.148.140 [Israel 147.237.77. 216 |dover. i df .i | Bad TCP sequence SYNACK retransmt wth moni tor |5
different w ndow scal e
2.54.164. 221 I srael 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
37. 46. 39. 235 | srael 147.237.72. 156 |anan.idf . il Bad TCP sequence Invalid ACK nunber noni t or 4
2.54.164. 221 I srael 147.237.77.74 |lawidf.il SYN Att ack rej ect 4
46.19. 85. 73 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d ACK nunber nonitor (4
Sreaning Engine: TQP Invalid i i SSi
80.178. 157. 115 |israel 147.237.77. 243 |robi L e, i of . i1 g =g Invalid segnent retransmssion. —fq 4
Ret ransm ssi on Packet dr opped.
149.78.184. 181 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
37.46.39. 235 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber noni t or
85.250. 252. 78 |l srael 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 4
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry |Target Address |Site Sgnature Action ‘Count
89.138.78.168 |lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 97
66. 249. 69. 26 Lhited Sates 147.237.77. 216 |dover . i df . i | Mil ti pl e Unaut horized URL Access from 66. 249. 69. 26 B ock 74
80. 246. 136. 162 [l srael 147.237.0.19 |[madi matal .idf.il Dstributed Suspicious Response Code B ock 35
195. 154. 58. 230 |[France 147.237.77. 176 |nat pash. i df . i | Mil tipl e Unaut horized URL Access from 195. 154. 58. 230 Bl ock 34
176.13.9. 137 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code B ock 30
37.26.149.157 [Israel 147.237.0.19 |[madi matal .idf.il Dstributed Suspicious Response Code B ock 17
195. 154. 58. 230 |France 147.237.77. 176 |mat pash. i df . i | Dstributed PHP At enpt B ock 13
79.182.27.167 |Israel 147.237.77.243|nobi l e. i df . i | DO stributed Suspici ous Response Code B ock
66. 249. 69. 26 Lhited Sates 147.237.77. 216 |dover.idf . il Dstributed Uhaut hori zed URL Access on waidf.il/error.htm B ock
89.138.78.168 |lsrael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock
79.176.197. 175 |israel 147.237.72. 166 |aka. i df . i | ;As;l. tl'%_elgl';af;go“ zed Method for Known LR from Bok |5
178.137.81.41 |kraine 147.237.77. 216 |dover. i df .i | Unaut hori zed URL Access to ww i df.il/mazi/ B ock 4
149. 88. 190. 188 |l srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 4
109. 253. 130. 32 |l srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 4
217.132. 100. 204/l srael 147.237.77.243|nobi l e. i df . i | O stributed Suspicious Response Gode B ock 3
80. 246. 136. 113 |l srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 3
79.177.21.162 |[israel 147.237.77. 216 |dover.idf . il Lhaut hori zed URL Access to www i df.il/894-ar B ock 3
213.8.204.52 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Gode B ock 3
79.182.27.167 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
80. 246. 137.191 [Israel 147.237.0.19 [madi matal .idf.il D stributed Suspicious Response Code B ock 3
2.54.60. 12 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Gode B ock 3
79.181. 153. 244 |l srael 147.237.77. 216 |dover. i df . i | Distributed Uhaut horized URL Access on waw idf.il/error.htm B ock 3
85. 250. 232. 2 I srael 147.237.0.19 [madi matal .idf.il D stributed Suspicious Response Code B ock 3
204. 152. 209. 103|lhited Sates 147.237.76.42 |refuah.idf.il Ml ti pl e Unaut hori zed URL Access from 204. 152. 209. 103 B ock 3
66. 249. 78. 80 Lhited Sates 147.237.0. 17 cr;; niyl- kosher-kravi .| Uhtraceabl e SSL Sessi ons: Lhknown Server Certificate None 2
109. 253. 136. 95 |l srael 147.237.77.243|nobi | e. i df . i | Dstributed Suspicious Response Code B ock
46. 19. 86. 185 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock
66. 249. 78. 87 Lhited Sates 147.237.0. 17 g]: niyl- kosher -kravi .| Lhtraceabl e SS Sessi ons: Lhknown Server Certificate None 2
109. 65. 161. 201 |Israel 147.237.72. 166 |aka. i df . i | m;’(:‘f:fd If}?;fl rr‘f/’rg'l i‘z‘;/ t‘;;t fglcsefast o Bock |2
176. 13. 2. 209 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspicious Response CQode B ock 2
85.250.27. 253 I srael 147.237.72. 166 |aka. i df . i | shauthor zed Method FERD T paysl i p. aspe Bock |2
79.176.197. 175 | srael 147. 237.72. 166 |aka. i df . i | m“;kh:ri id??idl /Nrfa:ir:](l)cg;i mgn(’err . s Bock |2
79.181.177.112 i srael 147. 237.72.166 |aka. i df . i | m;i(;’_“it;d_ ILII}?T‘:J Tf/”gii iﬁ‘:/ tj:r_n fglcselsast e Bock |2
24.210.175. 145 |lhited Sates 147.237.77.216|dover . i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
87.69.30.101 | srael 147.237.72. 166 |aka. i df . i | mngk“;iﬁr_?ﬁ'ftn;' nlcégfﬁicltga?gfgg‘fisgfcphsaCha'$°t' 4lin None 1
66.249.66.15  [Lhited Sates 147. 237.77. 243 |nobi | e. i df . i | ﬁ;ﬂt:?rélee? ; ga::_eggrcyis;asnptlguesll <t ohi | ddocunent </ 1680 Bock |1
204. 152. 209. 103|United Sates 147.237.76.42 |refuah.idf.il murter}our;;eg] ﬁ_f‘f‘;iisz_;foragem | s/ 8 2688, e € = Bock |1
2.54.39.52 | srael 147.237.77.243|nobi | e. i df . i | Mil tipl e Uhaut hori zed LRL Access from 2. 54. 39, 52 B ock 1
66. 31. 40. 231 Lhited Sates 147.237.77. 216 |dover . i df . i | Mil ti pl e Unaut horized URL Access from 66. 31. 40. 231 B ock 1
Unknown Par anet er
46. 19. 85. 186 I srael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenPl acetbl der $ct | 13%ct | 01$ct | 03%chl Qu [None 1
estion$116 in ww aka.idf.il/nai n/ gi yus/ questi onnai re. aspx
157.55.39. 129 [uwnited Sates 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ B ock 1
109. 65.101.34  |Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
66.249. 64.202 [Lnited Sates 147.237.0.34 |tikshuv.idf.il ws:;:\fri'df?l/u:;dt/;"gssfzrtu;_frmfrmserdetajIS_ aspx Bock |1
2.110. 116. 89 Denmar k 147.237.77. 216 |dover. i df . i | Unaut hori zed URL Access to 147.237.77. 216/ B ock 1
84.111.135.100 |Israel 147. 237.72. 156 |anan. i df . i | mugzgg' izsfd. fﬁcgﬁgslsz/ Z;’r of doc. e/ undef | e Bock |1
51. 255. 65. 36 United Kingdom [147.237.77.243|nobile.idf.il O stributed Suspici ous Response Gode B ock 1
68.180. 228. 112 |Lnited Sates 147.237.76.86 [navy.idf. il murt];?;.lizd? iﬁeﬁcprztszs/t;)har ed/ user cont r ol s/ header upper / Bl ock !
46.19. 85. 106 I srael 147.237.77. 216 |dover.idf . il Ml tiple Abnormal |y Long Request from 46. 19. 85. 106 B ock 1
Pal esti ni an
31.223.176.30 |Territory, 147.237.77. 216 |dover . i df . i | Untraceabl e SSL Sessions: (pen Mde None 1
Qccupi ed
87.69.128. 39 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1

02-28-2016-20:

04:01 to 02-28-2016-21:04:01




