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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count |
41. 102. 68. 186 Ageria 147.237.77. 216 dover.idf.il B ock Wp Al _Nets drop 41
62. 0. 34.177 | srael 147.237.77.216 dover.idf.il SYN H ood out of context dr op 12
41.102. 68. 186 Ageria 147.237.77. 216 dover.idf.il JLMPurple Gon Linmit Htp drop 3
46. 19. 85. 252 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 2
134. 147. 203. 115 Ger many 147. 237. 0. 200 ndu. i df i | Block Np Al Net drop 2
134.147. 203. 115 Ger nany 147.237.8. 45 eeitanidf.il B ock Np Al _Net drop 2
41. 102. 68. 186 Ageria 147.237.77. 216 dover.idf.il JLM Under _Attack_Con_Htp drop 2
104. 243. 223. 8 147.237.72. 217 e idf.il B ock_Wp Al _Nets dr op 1
179. 43. 144, 33 Sn tzerl and 147.237.0. 16 ny- kosher -kravi . i df .il Bock Np Al Net drop 1
54.72.182. 187 Irel and 147.237.77. 216 dover. i df.il Bl ock Udp All Nets drop 1
179. 43. 144. 33 Sntzerl and 147.237.0. 34 tikshuv.idf.il B ock Np Al Net drop 1
104. 243. 223. 8 147.237.8. 14 e.orchot.idf.il B ock Wp Al _Nets drop 1
5. 29. 242. 67 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
176. 102. 202. 32 Lkr ai ne 147.237.77. 226 wan chanat z. aka. i df . i | B ock_Wp Al _Nets dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site Devi ce Action |Oount
77.126. 164. 57 I srael 147.237.0. 34 tikshuv.idf.il [C1000138: HITP. prefix 1.01 in the URL B ock 12
109. 65. 39. 39 I srael 147.237.0. 34 tikshuv.idf.il |[C1000138: HITP. prefix 1.01 in the LR Bl ock 8
212. 25. 84. 200 | srael 147.237.0. 34 tikshuv.idf.il |[CL000138: HITP. prefix 1.01 in the LR B ock 8
94. 159. 157. 78 I srael 147.237.0. 34 tikshuv.idf.il [C1000138: HITP. prefix 1.01 in the URL B ock 6
37.26.147. 164 I srael 147.237.0. 34 tikshuv.idf.il |[C1000138: HITP. prefix 1.01 in the LR Bl ock 6
213.151. 52. 153 | srael 147.237.0. 34 tikshuv.idf.il |[CL000138: HITP. prefix 1.01 in the LR B ock 4
85. 65. 167. 127 I srael 147.237.0. 34 tikshuv.idf.il [C1000138: HITP. prefix 1.01 in the URL B ock 3
84.109. 12. 29 I srael 147.237.0. 34 tikshuv.idf.il |[C1000138: HITP. prefix 1.01 in the LR Bl ock 2
66. 249. 64. 180 | srael 147.237.0. 34 tikshuv.idf.il |[CL000138: HITP. prefix 1.01 in the LR B ock 1
66. 249. 64. 190 I srael 147.237.0. 34 tikshuv.idf.il [C1000138: HITP. prefix 1.01 in the URL B ock 1
149. 78. 56. 158 I srael 147.237.0. 34 tikshuv.idf.il |[C1000138: HITP. prefix 1.01 in the LR Bl ock 1
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|Top Attackers In |D|

Target Address

At acker
Gountry

Signature

41.33.231.90 |147.237.77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 5
82.80.196.44 [147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 2
36. 235, 205. 174 |147. 237 76. 44 |Tai ven o refuah idh il ET SDAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
212.179.42.66 |(147.237.77.216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
149.78.170.21 |147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
109. 67. 194. 60 [147. 237. 72. 166 || srael aka.idf.il portscan: TCP D stributed Portscan 1
109. 64.27.37  [147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
80.246.130.3  [147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
59.45.79.117 [147.237.8.27 [China e.nadimatal .idf.i|ET SCAN Potential SSH Scan 1
46. 19. 86. 89 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
37.46.38.139  [147.237.77. 216l srael dover . idf il portscan: TCP D stributed Portscan 1
31.168.77.218 |(147.237.77.216 |l srael dover.idf.il portscan: TCP DO stributed Portscan 1
149. 88.54. 204 |[147.237.72. 166 |l srael aka idf.il portscan: TCP D stributed Portscan 1
191 235,55 21 |147. 237 77. 74 |ni na Lawidh il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
109. 65. 128. 32 |147.237.77. 216 |I srael dover.idf.il portscan: TQP D stributed Portscan 1
79.178. 143.82 |(147.237.72. 166 | srael aka.idf.il portscan: TP D stributed Portscan 1
46.116.28.62  |147.237.72. 166 I srael akaidf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature
41.102.68.186 |Ageria 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 533
192.124.249. 2 147. 237. 76. 147 [chi nuch. aka. i df . i [|SYN At t ack SYN -> SYN ACK -> Ti meout rej ect 82
192. 124. 249. 2 147. 237. 72. 156 |anan. i of . i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 80
41.102.68.186 |Ageria 147. 237.77. 216 |dover.i of .i | drop drop 76
Sreamng Engine: TCP Invalid i i ssi
212.29.225. 214 | srael 147. 237.72. 166 |aka. i f .11 9 =g nval i d segnent retransmssi on. drop 32
Ret r ansnm ssi on Packet dropped.
62. 0. 34. 177 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 30
85. 65. 120. 49 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SN drop 23
41.102.68.186 [Ageria 147.237.77. 216 |dover.idf .| Bad TCP sequence I'nval i d AGK nunber noni t or 22
r ing BEngine: TCP Invali i i ssi
37.26.148.184 |israel 147.237.76.31 |nekehal it 1 || AMNg Engine: TCP alid invalid segnent retransnission drop 21
Ret r ansm ssi on Packet dr opped.
o SN retransmit wth different .
5.29.212. 105 I srael 147.237.77. 234 |hal ag.idf . i Bad TCP sequence wi ndow scal e noni t or 20
Sreanming Engine: TGP Invalid i i ssi
77.127.209. 155 |Israel 147.237.72. 166 |aka i df . 9 =g nvalid segnent retransmssi on. drop 18
Ret ransnm ssi on Packet dropped.
o SN retransmit wth different .
194. 56. 215. 218 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence wi ndow scal e noni t or 15
Sreanming Engine: TGP Invalid i i ssi
80.178.97.72  |israel 147.237.77. 243 |robi | e. i of .| 9 =g nvalid segnent retransmssi on. drop 15
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
109. 253. 205, 246 I sr ael 147. 237.77. 243 |nubi l e.i df .i 9 =g nvalid segnent retransmssi on. drop 12
Ret r ansnm ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
109. 64.25. 140 | srael 147.237.72. 167 |i shuri maka. i of . i 9 =g nvalid segnent retransmssi on. drop 12
Ret ransm ssi on Packet dropped.
41.102.68.186 |Ageria 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber alert 12
Sreaming Engine: TGP Invalid i i ssi
2.54. 39, 58 I srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. drop 12
Ret r ansn ssi on Packet dr opped.
. . SYWNretransmt wth different .
149. 78. 58. 99 I srael 147.237.77. 234 |hal ag.idf.il Bad TCP sequence wi ndow scal e noni t or 10
46. 19. 85. 255 I srael 147. 237.77. 216 |dover.idf . il Bad TCP sequence I nval i d ACK nunber noni t or 10
41.33.231.90 Egypt 147.237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 10
Sreamng Engine: TCP Invalid i i ssi
2.54.38.216  |Israel 147.237.72. 166 |aka i df .i 9 =g nval i d segnent retransmssi on. drop 9
Ret r ansn ssi on Packet dropped.
79.177.164. 1 I srael 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 8
185. 3. 144. 97 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 7
46.19. 85. 11 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence I'nval i d AGK nunber noni t or 7
62.0.34.177 I srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 6
37.26.148.164 |Israel 147. 237.72. 166 |aka. i f .i | Bad TCP sequence noni t or 6
Sreaming Engine: TGP Invalid i i sSi
2.54.177.255  |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansn ssi on Packet dropped.
46.19. 85. 23 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber alert 5
46. 19. 85. 23 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber noni t or 5
41.33.232.66 Egypt 147. 237.77. 216 |dover. i df .i Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 5
2.52.45.125 I srael 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
46. 19. 85. 255 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber alert 5
85. 65. 48. 119 I srael 147. 237.72. 166 |aka. i of .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 4
46. 19. 85. 163 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 4
46.117.63.153  |Israel 147.237.0.34  [tikshuv.idf.il Bad TCP sequence Inval i d AGK nunber alert 4
46. 19. 85. 190 | srael 147.237.76.86 |navy.idf.il dr op First packet isn't SYN drop 4
31.154.34.174 |lsrael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout alert 4
46.117.63.153  |Israel 147.237.0.34  [tikshuv.idf.il Bad TCP sequence Inval i d AGK nunber noni t or 4
Sreaming Engine: TGP Invalid i i ssi
89.138.187.13 |Israel 147. 237. 76. 200 |ei tan. aka. i df . | 9 =g Invalid segnent retransmssion. drop 4
Ret ransn ssi on Packet dropped.
31.154.34.174 |Israel 147. 237.77. 216 |dover.i of .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
2.54.136. 47 I srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect
Sreamng Engine: TCP Invalid i i ssi
66.249. 64.190 |United Sates |147.237. 72. 166 |aka i df il 9 =g nvalid segnent retransmssi on. drop 4
Ret r ansn ssi on Packet dropped.
31.154.34.174  |israel 147.237. 77. 216 |dover . i df . i Bad TCP sequence SINCACK retransmt with different oo g
w ndow scal e
5.22.130. 225 I srael 147. 237.72. 166 |aka. i f .i | Bad TCP sequence Invalid ACGK nunber noni t or
37.46.39. 16 I srael 147.237.77. 176 |matpash.idf.il  [Bad TCP sequence I'nval i d AGK nunber noni t or
46. 19. 85. 252 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or
Sreamng Engine: TCP Invalid i i ssi
77.127.218.123 |israel 147. 237. 72. 166 |aka. i of . i 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dropped.
37.26.148.164 |lIsrael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreanming Engine: TGP Invalid i i ssi
46.19. 85. 47 I srael 147.237.72. 166 |aka. i df .| 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansnm ssi on Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
2.54.32.100 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 161
37.26.149.167 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code Bl ock 74
46.19. 85. 37 I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code Bl ock 56
37.26.149.239 |lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 43
46.19.85.8 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code Bl ock 36
66. 249. 79. 75 Uhited Sates [147.237.77.216|dover.idf.il Ml tipl e Unaut horized URL Access from 66.249. 79. 75 Bl ock 29
2.54.166. 41 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 18
109. 64.73.193 |l srael 147.237.72. 156 |anan. i df . i | Mil tipl e Unhaut hori zed URL Access from 109. 64. 73. 193 Bl ock 14
216.72. 34. 89 I srael 147.237.77.243|nobi | e.i df . i | Ml tipl e Unaut horized URL Access from 216. 72. 34. 89 Bl ock 6
216.72.34.89  |israel 147. 237.77. 243 |nobi | e. i df . i | m;ﬂt:?rd'fz‘f? , t:‘egpgfyisemztes” <t ohi | ddocunent </ 1361 Bl ock 6
46.121.254. 223 |Israel 147.237.72. 166 |aka. i df . i | m“;grii dzfe_’?l 5‘:‘& ':/C;eysjs/tc?)ntrol o ot udal B ock 4
80.178.97.72 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Gode B ock 4
66.249.66.69  |nited Sates|147.237. 77. 176 [nat pash. i df . i | Ml tipl e Unaut horized URL Access from 66. 249. 66. 69 B ock 4
81.218. 33. 77 I srael 147.237.77.234|hal ag. i df . il Ml tipl e Unaut hori zed URL Access from 81.218.33. 77 Bl ock 3
46.117.217.99 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
46.117.217.99 |Israel 147.237.77.243|nobi | e.i df . i | D stributed Waut hori zed UR. Access on nobi | e.idf.il/nekudot/index |B ock 3
46.19.85. 15 I srael 147.237.0.19 [madimatal .idf.il D stributed Suspici ous Response Code Bl ock 3
109. 253. 205. 246 |1 srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Gode B ock 2
46.19.85. 4 I srael 147.237.77.243|nobi | e.i df . i | D stributed Suspicious Response Code Bl ock 2
194. 56. 215. 218 |l srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka. idf.il/nain/scripts/css3pie htc |B ock 2
72.9.148.10  [United Sates [147.237.76.86 [navy.idf. il mut]zs;' F e e/ navy. aspx. asp Hock |2
66. 249. 64. 3 Lhited Sates [147.237.76.86 |[navy.idf.il Ml tipl e Unaut horized URL Access from 66.249. 64. 3 Bl ock
109. 253. 195. 93 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code Bl ock
41.137.69. 2 Mor occo 147.237.77.216|dover. i df .i | Lhtraceabl e SSL Sessi ons: Qpen Mde None
62.219. 163. 105 |Israel 147.237.77.233|atal . i df .i | o rzisb;_‘tff_ ;g;“;?g;'zg - _Aggs)fs on Bock |1
85.65.122. 255 I srael 147.237.77. 234 |hal ag. i df . i | ?4? rzggu;(;d23;7?;:32572‘:]61%/&7?5; fr;i . Bock |1
46.19. 85. 86 I srael 147.237.77.74 [lawidf.il Aonornal |y Long Request request version Bl ock 1
79.181. 63. 13 I srael 147.237.77. 170 [maar achot . i df . i | Uhaut hori zed URL Access to maarachot.idf.il/pdf/files/ 9/ 112899. pdf |B ock 1
66. 249. 69. 38 Lhited Sates [147.237.77. 243 |nobi | e. i df . i | Mil tipl e Lhaut horized URL Access from 66. 249. 69. 38 B ock 1
37.26.146.188 |Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Cpen Mde None 1
169. 229.3.91 Lhited Sates [147. 237. 77. 226 \f/W\:AII chamat z. aka. i d Mitiple Illegal Byte Gode Character in Method from169. 229. 3. 91 B ock 1
66. 249. 64. 69 Lhited Sates |147. 237.76. 31 |nakchal .idf.i | Unaut hori zed URL Access to waw nakhal .idf.il/nobil e/ Bl ock
68.180.229.239 [lnited Sates [147.237.72. 166 |aka. i df . il Unt raceabl e SSL Sessi ons: (pen Mbde None
149.88.93. 150 |Israel 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
66.249.64.243 |Uited Sates|147.237.0.15  |kosher-kravi.idf. il [0 hori zed LR IA/CtC:nSpSIattZs/si t w5 t g a5 Bock |1
62.219.228.172 |[Israel 147.237.72. 156 [anan. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
95. 86. 93. 118 I srael 147.237.77.216|dover.i df .i | Uhaut hori zed URL Access to wwu i df . i|/bamahane B ock 1
Unknown Par anet er
79.182.107. 134 |lIsrael 147.237.72. 166 |aka. i df . i | ct 1 00%ct | 00$cphMai n$TochenP acehbl der $bt nAt udaPrint in None 1
wan aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
46.19. 85. 86 I srael 147.237.77.74 [lawidf.il Il1egal HITP Version _ at uvs=56d2f 530a3e3867e000 Bl ock 1
66.249.60.46  [Lhited Sates [147. 237.77. 243 |nobi | €. i df . i | m;ﬂt:?rd'fz‘f? , t:‘egpgfyisemztes” <t ohi | ddocunent s/ 1749 Bl ock 1
176.12.135. 217 |Israel 147.237.77. 234 |hal ag. i df . i | ?4? ;';;”;‘;dZéﬂj"r’tn:;:;iiat’:a/ﬁf'fsef 1‘_’% . Bock |1
109. 253. 209. 42 |l srael 147.237.72.166 |aka. i df . i | Lhaut hori zed URL Access to www aka. i df.il/wwutikshuv.idf.il B ock 1
66.249.64.101 |[Lhited Sates [147.237.76.31 |nakchal .idf.il Uhaut hori zed LRL Access to nakhal .idf.il/page. asp Bl ock
81.218.33.77  |Israel 147.237.77. 234 |hal ag. i df .i | mﬂt:g?;'“zgg R ecess Stiop_st or g0/ 11| 5/ 3 s 7633540 1763, pg Bock |1
194. 56. 215. 218 |l srael 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76. 42/ styl e/ shar ed/ reset . css Bl ock 1
5.29.72.191 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 1
157.55.39. 101 |Uhited Sates |147.237.77.233|atal .idf.il Distributed Abnormal |y Long Request Bl ock 1
66. 249. 66. 33 Uhited Sates [147.237.77.74 [lawidf.il Uhaut hori zed URL Access to ww | aw i df.il/228-he/fag. aspx B ock 1
65.208.151. 119 |lhited Sates [147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to waw refua. atal .idf.il/sip_storage/files/0/ |B ock 1
79.250. 173. 201 |Ger many 147.237.77. 216 |dover .i df . i | Uhaut hori zed URL Access to wwidf.il/arr/ Bl ock 1
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