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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address [Site |Signature |Device Action |Count |

197.117. 169. 65 Ageria 147.237.77. 216 dover.idf.il HTTP- M SC- Acunet i x- product 3 dest - reset 81
41.102. 68. 186 Ageria 147.237.77. 216 dover.idf.il B ock_Udp All _Nets drop 44
149. 88. 106. 86 | srael 147.237.72. 166 aka.idf.il Anomal y- TCP- shor t header dest - reset 3
149. 88. 106. 86 | srael 147.237.72. 166 aka.idf.il Anonal y- TCP- SYN- FI N dest - r eset 2
134.147. 203. 115 Cer many 147.237.76. 202 e halag.idf.il B ock Np Al Net drop 2
146. 185. 239. 100 Russi an Federation 147.237.72. 167 i shurimaka.idf.il bl ock-sp-traf 1 drop 1
179. 208. 148. 68 Brazil 147.237.76. 176 test.ncore.idf.il ock Wdp Al _Nets drop 1
74.82.47. 17 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il B ock_Udp All _Nets drop 1
199. 115.117. 12 Lhited Sates 147.237.72. 217 e.idf.il B ock Wp Al Nets dr op 1
179. 208. 148. 68 Brazil 147.237.76. 177 ncore.idf.il B ock_Udp Al Nets drop 1
114. 33. 82. 30 Tai wan 147.237.77. 226 W chamat z. aka. i df . i | Bl ock Wp Al Nets drop 1
185. 130. 5. 201 147.237. 8. 28 e.nobil e-ks.idf.il Bl ock_UWp Al _Nets drop 1
179. 43. 144. 33 Sntzerl and 147.237.77.212 e. dover.idf.il B ock Np Al _Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site Devi ce Action |Oount
94.188. 158. 91 I srael 147.237.0. 34 tikshuv.idf.il [C1000138: HITP. prefix 1.01 in the URL B ock 20
217.194. 206. 30 I srael 147.237.0. 34 tikshuv.idf.il |[C1000138: HITP. prefix 1.01 in the LR Bl ock 13
5. 29. 84. 165 | srael 147.237.0. 34 tikshuv.idf.il |[CL000138: HITP. prefix 1.01 in the LR B ock 12
5. 29. 10. 243 I srael 147.237.0. 34 tikshuv.idf.il [C1000138: HITP. prefix 1.01 in the URL B ock 8
79.183. 68. 77 I srael 147.237.0. 34 tikshuv.idf.il |[C1000138: HITP. prefix 1.01 in the LR Bl ock 8
84.228. 226. 218 I srael 147.237.0. 34 tikshuv.idf.il |[C1000138: HITP. prefix 1.01 in the LR B ock 6
2.52. 45. 165 I srael 147.237.0. 34 tikshuv.idf.il [C1000138: HITP. prefix 1.01 in the URL B ock 4
79.177.115. 236 I srael 147.237.0. 34 tikshuv.idf.il |[C1000138: HITP. prefix 1.01 in the LR Bl ock 3
192. 114. 38. 139 | srael 147.237.0. 34 tikshuv.idf.il |[CL000138: HITP. prefix 1.01 in the LR B ock 2
66. 249. 64. 180 I srael 147.237.0. 34 tikshuv.idf.il [C1000138: HITP. prefix 1.01 in the URL B ock 1
66. 249. 64. 190 I srael 147.237.0. 34 tikshuv.idf.il |[C1000138: HITP. prefix 1.01 in the LR Bl ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Qountry |Signature

41.33.231.90 147. 237.77. 216 Egypt dover.idf.il Tehila - Perl LWP with fake user agent 2
93.172. 231. 233 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 2
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP with fake user agent 1
82. 80. 198. 164 147.237. 72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
192. 116. 193. 226 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
79.177.102. 249 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
176.13.2. 76 147.237. 72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
149. 88. 243. 70 147.237.72. 166 I 'srael aka idf.il portscan: TCQP D stributed Portscan 1
109. 253. 201. 15 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
94.102. 48. 193 147.237.72. 217 Net her | ands e.idf.il ET SCAN NVAP -sS w ndow 1024 1
93.113.125. 11 147.237.77.121 Rormani a enavy.idf.il [ET SCAN NVAP -sS w ndow 1024 1
91. 231. 192. 149 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
213.57.224. 137 147.237.77. 216 I srael dover.idf.il portscan: TCP DO stributed Portscan 1
82.117. 208. 243 147.237.72. 217 eidf.il ET SCAN NVAP -sS w ndow 1024 1
192.117. 2. 168 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
81.218.48. 2 147.237.77. 216 I srael dover.idf.il portscan: TCP DO stributed Portscan 1
192. 114. 176. 65 147.237.77.216 I 'srael dover.idf.il portscan: TQP D stributed Portscan 1
68. 180. 228. 112 147.237.77. 216 Lhited Sates dover.idf.il portscan: TCP D stributed Portscan 1
164. 39. 11. 198 147.237. 8. 45 Lhi ted Ki ngdom eetanidf.il |[ET SCAN NVAP -sS w ndow 1024 1
2.54.128.219 147.237.72. 166 I 'srael aka idf.il portscan: TQP D stributed Portscan 1
149. 78. 183. 112 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
109. 65. 243. 162 147.237. 72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
93.113.125. 11 147.237.72. 217 Romani a eidf.il ET SCAN NVAP -sS w ndow 1024 1
84. 229. 148. 135 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature Z“:\tnl(;i
217.132.119.0 [ srael 147.237.77. 234 |nal ag. i . i Bad TCP sequence SNretransmt with different oy o [s2
w ndow scal e
Sreamng Engine: TCP Invalid i i ssi
46.19.85.241  |Israel 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion. |, ., 48
Ret r ansni ssi on Packet dr opped.
reanmn ine: TCP Invali i i ssi
176.13.21.170 [Israel 147.237.77. 243 |mobi e iop i1 | SAM NG Engine: TP Invalid finvalid segnent retransnission. |, 39
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
46.19.86.223  |Israel 147.237. 77. 243 |robi | e. i df . i | 9 =9 Invalid segnent retransmssion. |, 24
Ret r ansni ssi on Packet dr opped.
reanmn ine: TCP Invali i i ssi
37.26.149. 255 |Israel 147.237.77. 243 |t e i i1 |2 O g Engi ne P Invalid finvalid segnent retransnission drop 24
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
46.19. 86. 87 I srael 147.237. 77. 243 |robi | e. i df . i | 9 =9 Invalid segnent retransmssion. |, ., 21
Ret r ansni ssi on Packet dr opped.
reanmn ine: TCP Invali i i ssi
37.26.148.219 |Israel 147.237.72. 166 |aka. i df . Streamng Engi ne: TCP Inval i d finvalid segnent retransnissi on. drop 18
Ret r ansni ssi on Packet dr opped.
e SN retransmit wth different .
82.81.47.15 I srael 147.237.77. 234 |hal ag.i df .i | Bad TCP sequence wi ndow scal @ nonitor |17
46.19. 85. 198 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 16
Sreaning Engine: TCP Invalid i i ssi

62.219.137. 44 |israel 147.237.72. 167 | shuri maka. i df . i 9 =9 Invalid segnent retransmssion. |, ., 15
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi

109. 253. 150. 165|I srael 147.237.72. 167 |i shuri maka. i df . i 9 =g Invalid segnent retransmssion. g ., 12
Ret ransni ssi on Packet dropped.

41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 10
Sreaming Engine: TGP Invalid i i ssi

109. 253. 201. 111 | srael 147.237.77. 243 |nobile. i of . 9 =g Invalid segrent retransmssion. | 9
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi

46.210.131.50 | srael 147. 237.77. 243 |mbi l e. i f . i 9 =9 Invalid segnent retransmssion. |, 9
Ret r ansni ssi on Packet dr opped.

197.117.169. 65 |Ageria 147.237. 77. 216 |dover.idf .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 8

109. 253. 150. 165| sr ael 147.237.72. 167 |ishurimaka.iof .i[Bad TCP sequence Invalid ACK nunber monitor |8

66.249.81.238 |Lhited States 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber nonitor |8

79.179. 55. 196 | srael 147.237.72. 166 |aka. i df .i dr op First packet isn't SYN drop 8

46. 19. 85. 209 | srael 147.237.76.31 |nakchal .idf.il dr op First packet isn't SN drop 8

66.249.81.238 |Lhited States 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d sequence nunber nonitor |8

217.132.119.0 [ srael 147.237.77. 233 |atal i df i1 Bad TCP sequence SWretransmt wth different o, o 7

w ndow scal e

79.179.55.196 |l srael 147. 237. 72. 166 |aka.i of . i | SYN Att ack SYN -> SYN-ACK -> Timeout |reject

2.52.157. 168 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence Inval i d ACK nunber noni t or

66.249.81.241 [lWited Sates 147. 237. 77. 216 [dover.i df . il Bad TCP sequence Inval id ACK nunber alert
Sreaning Engine: TQP Invalid i i ssi

212. 179. 230. 116|I srael 147. 237. 72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.

66.249.81.241 [lLited Sates 147. 237.77. 216 |dover. i df . i Bad TCP sequence Inval id ACK nunber noni t or 6
Sreaning Engine: TCP Invalid i i ssi

132. 64. 215. 128 | srael 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. g ., 6
Ret r ansni ssi on Packet dr opped.

66.249.81.241 |lUited Sates 147.237.77. 216 |dover.idf .il Bad TCP sequence Invalid sequence nunber noni t or 6
Sreaning Engine: TCP Invalid i i ssi

132.66. 199. 190 |Israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g ., 6
Ret ransni ssi on Packet dropped.

2.52.157. 168 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACGK nunber alert 6
Sreaming Engine: TGP Invalid i i ssi

66.249.69.38  |Lited Sates 147.237.77. 243 |nobi le.i df .i1 9 =g Invalid segrent retransmssion. |, 6
Ret ransni ssi on Packet dropped.

213.8.122.136 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d sequence nunier noni t or 6
Sreamng Engine: TCP Invalid i i ssi

79.182.176.21 |Israel 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.

41.33.231. 90 Egypt 147.237. 77. 216 [dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 5

66.249.81.235 |Lhited States 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber monitor |5

5.102. 254. 63 I srael 147.237.72.166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber monitor |5

2.54.179. 69 I srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 5

85.114. 111. 17 (F;ajcis;i';'ja” Teritoryl 47, 237. 77. 216 dover . i o . i1 drop First packet isnt SN drop 4

66. 249. 93.248  |Israel 147.237.76.202|e.halag.idf.il  |Geo-1 ocation enf or cenent Geo-| ocati on i nbound drop 4

enf or cenent

185.33.169. 66 |Lhited Sates 147.237.77. 216 |dover. i of .i | Bad TCP sequence monitor |4
Sreaming Engine: TGP Invalid i i ssi

204.12.251.37 |wited Sates 147. 237.72. 166 |aka i of . i | 9 =g Invalid segrent retransmssion. |, 4
Ret ransni ssi on Packet dropped.

212. 150. 161. 210l srael 147. 237. 72. 166 |aka.i f . i | SYN At t ack SYN -> SYN-ACK -> Timeout |reject 4
Sreamng Engine: TCP Invalid i i ssi

46.116.13.64  |Israel 147.237. 77. 243 |robi | e. i df . i | 9 =9 Invalid segnent retransmssion. |, 4
Ret r ansni ssi on Packet dr opped.

212. 150. 161. 210|I srael 147.237.77.74 [lawidf.il SYN Att ack SYN -> SYN-ACK -> Timeout |reject

2.52.4.107 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber aert

46. 19. 85. 40 I srael 147.237.76.31 |nakchal.idf.il [Bad TCP sequence Inval i d ACK nunber noni t or
Sreaning Engine: TCP Invalid i i ssi

109. 253. 144. 84 | srael 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. g, 3
Ret r ansni ssi on Packet dr opped.

2.54.177.191 I sr ael 147.237. 77. 216 |dover.idf .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 3
Sreaning Engine: TCP Invalid i i ssi

192. 114. 91. 244 |israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g ., 3
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi

2.54.53.163  |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. |, ., 3
Ret r ansni ssi on Packet dr opped.




02-28-2016-14:04:06 to 02-28-2016-15:04:06

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
109. 253. 209. 143]I srael 147.237.0.19 |madimatal .idf.il [Distributed Suspicious Response Qode B ock 69
46.19. 86. 211 I srael 147.237.0.19 |nadimatal .idf.il| |Dstributed Suspicious Response Code B ock 68
176.13.10. 179 |Israel 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Qode B ock 48
66. 249. 79. 75 g;g: 147.237.77.216|dover.idf . il Ml tipl e Unaut horized URL Access from 66.249. 79. 75 B ock 14
66. 249. 66. 69 Lsh'mt:: 147.237.77. 176 [nat pash. i df . i | Mil tipl e Unaut hori zed URL Access from 66. 249. 66. 69 Bl ock 13
176.13.21.170 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code B ock 10
. . . Dstributed Paraneter Type Mol ation on
109. 253. 214. 14 |l srael 147.237.77.243|nobi l e. i df . i | nobi | e. i o . i | / sachar / changepassvord par anet er NewPasswor d B ock 9
138.134. 102. 15 |l srael 147.237.76.86 |navy.idf.il Mil tipl e Unauthorized URL Access from 138.134.102. 15 B ock 7
66. 249. 81. 212 LSthlatt:sd 147.237.77.216|dover.idf . il D stributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 4
37.26.149. 255 |[Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock
46.210.131.50 |[Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code B ock
. . . Parameter Type Mol ati on NewPassword in
80.246. 139. 184 |l srael 147.237.77.243|nobi l e. i df . i | nobi | e, i df .1 | / sachar / changepassvor d B ock 4
46. 19. 86. 223 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Gode B ock
37.26.147.179 |lsrael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock
46.19. 85. 183 I srael 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Qode B ock
. . Unaut hori zed URL Access to
213. 251. 182. 103|France 147.237.77. 176 |nat pash. i df . i | vown cogat i df i 1/si p st oragel il es/ O/ si ze220x0/ 3410, | pg. sr ¢ Bl ock 3
2.54.32. 100 I srael 147.237.0.19 |nadimatal .idf.il| |Dstributed Suspicious Response Code B ock 3
46.118.114.75 |lkraine 147.237.77.216|dover. i df . il Unaut hori zed URL Access to waw idf.il/mazi/ B ock 3
109. 253. 209. 143|I srael 147.237.77.243|nobi | e. i df . i | Lhaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex Bl ock 3
2.54.143.175 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code B ock 3
176. 13. 8. 104 I srael 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Qode B ock 3
109. 253. 214. 14 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 3
2.52.5.194 I srael 147.237.0.19 |nadimatal .idf.il| |Dstributed Suspicious Response Code B ock 3
Lhited . . . D stributed Lhaut hori zed URL Access on
66.249.64.202 fo o 147.237.0.34 |tikshuv.idf.il ti kshuv. i of i |/ nai 1V gi yus/ general . aspx B ock 3
109. 253. 201. 111|I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 3
66. 102. 8. 243 Lsh'mt:: 147.237.77.216|dover. i df . i | D stributed Unaut hori zed URL Access on waidf.il/error. htm B ock 2
37.26.148.167 |lsrael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: Qpen Mbde None 2
- - Unhaut hori zed URL Access to
138.134.102. 15 |l srael 147.237.76.86 |navy.idf.il Wi navy. i df . i 1/5i p storagelfil es/ 2/ si ze338x0/ 1802 | pg Bl ock 2
176.13. 6. 123 I srael 147.237.0.19 |nadi matal .idf.il |Dstributed Suspicious Response Code B ock 2
: . . Unhaut hori zed URL Access to
109.253.199. 1531 sr ael 147.237.77. 243|nobi | e. i df . i | nobi | e.i df.il/categorytenpl ates/|istchil ddocunent s/ 1432 Bl ock 2
Lhited . . . D stributed Lhaut hori zed URL Access on
66.249.64.212 [o o 147.237.0.34 |tikshuv.idf.il ti kshuv. i of i |/ nai 1V gi yus/ general . aspx B ock 2
213.151.55.75 |[lIsrael 147.237.76. 42 |refuah.idf.il Mil tipl e Uhaut hori zed UR. Access from 213.151.55. 75 B ock 2
66. 249. 69. 38 Lsh'mt:: 147.237.77.243|nobi l e. i df . i | Mil tipl e Uhaut hori zed URL Access from 66.249. 69. 38 B ock 2
66. 249. 69. 46 g;g: 147.237.77.243|nobi | e. i df . i | Ml tipl e Unaut horized URL Access from 66. 249. 69. 46 B ock 1
109. 253. 216. 117|I srael 147.237.77.243|mobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
. . DO stributed Unaut hori zed URL Access on
2.54.18. 134 I sr ael 147.237.77.234hal ag. i df . i | 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f Bl ock 1
. . . Paraneter Type Mol ation Folderld in
94.188.158.91 |[Israel 147.237.0.34 |tikshuv.idf.il v ti kshuv. i df i | / nodul es/ f or uns/ f or um aspx B ock 1
66. 249. 64. 202 g‘;tt:: 147.237.0.34 |tikshuv.idf.il Lhaut hori zed URL Access to tikshuv.idf.il/tiznoret/gallery/ B ock 1
213. 8. 204. 38 I srael 147.237.76.42 |refuah.idf.il Suspi ci ous Response Code B ock
79.181. 63. 13 I srael 147.237.77. 170 |maar achot . i df . i |  |Whaut hori zed URL Access to maarachot.idf.il/pdf/files/9/112899. pdf B ock
46.117.131. 181 |[lIsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to ww aka. i df . i|/mai n/ sachar/ undef i ned Bl ock 1
199. 207. 253. 96 ;ﬂ;ttee: 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
157. 55. 39. 183 g‘;tt:: 147.237.72. 166 |aka. i df . i | Dstributed Waut hori zed URL Access on 147.237.72. 166/ B ock 1
66. 249. 64. 233 ;q;tteeg 147.237.0.15 |kosher-kravi.idf.i[Miltiple Uauthorized URL Access from 66.249. 64. 233 B ock 1
37.26.146.130 |[Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
Unhaut hori zed URL Access to
212.76.112.15 [Israel 147.237.77. 170 |maarachot . i df . i |  |maarachot.idf.il/pdf/files/5/ 113525. pdf &a=u&ved=0ahukewi vOj o5u5r | ahw B ock 1
f hxokht wBcuogf ggxmac&usg=af qj cnf nf df or vOt hnmvoocpv3gi 8upOpg
. - D stributed Lhaut hori zed URL Access on
82.81.47.15 I sr ael 147.237.77.234|hal ag. i df . il 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f Bl ock 1
Unknown Par anet er
79.177.166.232 |[Israel 147.237.72. 166 |aka. i df . i | ct100$ct | 00$cphMai n$TochenPl aceHol der $ct | 13%ct | 01$ct | 03$chl Questi on$3 |None 1
5 in ww aka.idf.il/nain/giyus/questionnaire. aspx
46.19. 86. 72 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
Lhited . . - Unhaut hori zed URL Access to
66. 249. 69. 46 Sates 147.237.77. 243|nobi | e. i df . i | nobi | e. i df.i1/categorytenpl ates/|i stchil ddocunent s/ 1071 Bl ock !
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