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02-28-2016-11:04:07 to 02-28-2016-12:04:07

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
208. 109. 97. 62 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 32881
37.26. 148. 129 | srael 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 26051
37.26.148.178 | srael 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 22826
79.176.52. 14 I srael 147. 237.72. 156 anan.idf.il Block Udp All Nets drop 6

192. 118. 64. 213 | srael 147.237.72. 167 ishurimaka.idf.il|B ock Wdp Al Nets drop 3
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack forward 2
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry arget Address ‘Site Devi ce Action ‘Oount
176. 13. 11. 220 I srael 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the UR B ock 8
212.179.61. 82 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the UR B ock 7
149. 88. 175. 22 | srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the UR B ock 4
80. 179. 114. 27 I srael 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the UR B ock 2
84.94.41. 65 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the UR B ock 2
95. 86. 92. 46 I srael 147.237.0. 34 ti kshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the UR B ock 2
46. 19. 86. 169 I srael 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the UR B ock 2
162. 210. 196. 98 Lhited Sates 147.237.77. 216 dover.idf.il C1000074: HITP. maj estic bot B ock 2
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|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Gountry |Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 2
176. 13. 13. 223 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
37.26.146. 172 147.237. 72. 166 I 'srael akaidf.il portscan: TCP D stributed Portscan 1
132. 64. 197. 221 147.237.72. 166 I srael akaidf.il portscan: TCP D stributed Portscan 1
94.102. 48. 193 147.237.77.61 Net her | ands e.cogat.idf.il ET SCAN NVAP -sS w ndow 1024 1
84.228. 6. 249 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
80. 246. 139. 66 147.237.72. 166 I srael akaidf.il portscan: TCP D stributed Portscan 1
79.181. 204. 198 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
50. 204. 188. 142 147.237.8. 14 Lhited Sates e.orchot.idf.il ET SCAN NVAP -sS wi ndow 2048 1
212.199. 244, 112 147.237.72. 166 I srael akaidf.il portscan: TCP D stributed Portscan 1
50. 204. 188. 142 147.237.8. 14 Lhited Sates e.orchot.idf.il ET SCAN NVAP -f -sS 1
46. 19. 86. 160 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
164. 39. 11. 198 147.237.77.74 Lni ted Ki ngdom lawidf.il ET SCAN NVAP -sS w ndow 1024 1
2.54.26.233 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
109. 186. 183. 124 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
85. 64.7.180 147.237.72. 166 I srael aka idf.il portscan: TCP D stributed Portscan 1
81.218. 174. 106 147.237.72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
80. 246. 137. 180 147.237. 72. 166 I 'srael akaidf.il portscan: TCP D stributed Portscan 1
79.176. 211. 127 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
213.57.37.178 147.237.72. 166 I 'srael aka.idf.il portscan: TCQP D stributed Portscan 1
50. 204. 188. 142 147.237.8. 14 Lhited Sates e.orchot.idf.il ET SCAN NVAP -sS wi ndow 1024 1
212.199. 182. 150 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
46.117.93. 211 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature
213.57.93.58 | srael 147.237.76.42 |refuahicf.il  |Bad TCP sequence S retransmt with different monitor (164
w ndow scal e

Sreamng Engine: TCP Invalid i i ssi

95.35.204. 244  |Israel 147. 237. 76. 200 |ei tan. aka. i df .| 9 =9 Invalid segnent retransmssion. drop 60
Ret r ansni ssi on Packet dr opped.

41.33.231.90 Egypt 147.237.77. 216 |dover.idf il drop SAMrule drop 17
Sreaning Engine: TCP Invalid i i ssi

176.13.19.110 |Israel 147.237.76.31 |nakchal i df i1 9 =9 Invalid segnent retransnission drop 15
Ret r ansni ssi on Packet dropped.

84.108. 193. 162 |l srael 147.237.76.86 |navy.idf.il drop Frst packet isn't SN drop 14
Sreaning Engine: TGP Invalid i i ssi

2.52.160.247  |israel 147. 237. 72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. drop 12
Ret r ansni ssi on Packet dropped.

79.181.102. 173 [lIsrael 147. 237. 77. 216 [dover. i df . i Bad TCP sequence Invalid sequence nunber noni t or 11

79.181.102. 173 |Israel 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber aert 11

79.181.102. 173 |Israel 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber noni t or 11

37.26.146.223 |Israel 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> RST rej ect 10

84.108. 193. 162 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 10
Sreaning Engine: TCP Invalid i i ssi

46.19.86.94  |israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransnission drop 9
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TQP Invalid i i ssi

80.246.137.26 | srael 147.237.77. 243 |robi | e. i of .| 9 =g Invalid segnent retransmssion. drop 9
Ret r ansmi ssi on Packet dropped.

2.54.132. 110 I srael 147.237.72. 166 |aka.i df i SYN At t ack SYN -> SYN-ACK -> RST rej ect 9

80.179.114.27 |lIsrael 147.237.0.34 |tikshw.idf.il [Bad TCP sequence Invalid ACK nunber noni t or 9
Sreanming Engine: TCP Invalid i i sSi

31.154.154.82 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. drop 9
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

2.54.128.159  |Israel 147.237. 77. 243 |robi | e i df . i | 9 =9 Invalid segnent retransmission drop 9
Ret r ansni ssi on Packet dr opped.

82.80.17.163 | srael 147.237.72. 166 |aka. i df .i| SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 9

165. 72.200. 11  |Eur ope 147.237.72. 166 |aka. i df .il drop First packet isn't SYN drop 9

109. 253. 198. 129] srael 147.237. 72. 166 |aka. i df . il Bad TCP sequence Invalid ACK nunber noni t or 8

82.80.17.163 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8

46. 19. 86. 91 | srael 147.237.76.86 |navy.idf.il drop First packet isn't SYN drop 8

193. 43. 245. 250 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 8

192. 114. 23. 208 |Israel 147.237.0.34 |tikshw.idf.il |drop First packet isn't SWN drop 7

46.19. 85. 172 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d ACK nunber aert 6

5.29.90. 179 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Invalid ACK nunber noni t or 6
Sreanming Engine: TCP Invalid i i sSi

77.125.93.138 |Israel 147.237.72. 166 |aka. i df .| 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.

46. 19. 85. 218 I srael 147.237.72.166 |aka i df .i | Bad TCP sequence Invalid ACK nunber alert 6
Sreanming Engine: TQP Invalid i i ssi

79.180. 208. 189 |i srael 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. drop 6
Ret r ansmi ssi on Packet dropped.

82. 80. 196. 44 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or 6
Sreaming Engine: TGP Invalid i i ssi

185.32.179.3  |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransnission. drop 6
Ret r ansni ssi on Packet dropped.

193. 43. 246. 250 |l srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop

46.19. 85. 172 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence Invalid ACK nunber alert

46. 19. 85. 218 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
Sreaning Engine: TGP Invalid i i ssi

79.178.187. 133 | srael 147.237.72. 166 |aka i f .11 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.

2.52.10. 229 | srael 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> RST rej ect

52.71.155.178 |lWhited Sates |147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop
Sreaning Engine: TCP Invalid i i ssi

46. 19. 86. 120 | srael 147.237.72. 167 |i shuri maka. i df . i g _g Invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.

46.19. 85. 218 I srael 147.237.72. 166 |aka.idf il Bad TCP sequence Inval i d sequence nunier noni t or

46.19. 85. 63 I srael 147.237.72. 166 |aka. i df .i SYN At tack SYN -> SYN-ACK -> RST rej ect
Sreamng Engine: TCP Invalid i i ssi

80. 246. 136. 169 |Israel 147.237. 77. 243 |robi | e. i df . i | 9 =9 Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i sSi

79.181.96.49  |Israel 147.237.72. 166 |aka. i df .| 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.

176. 13. 6. 255 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 6
Sreanming Engine: TCP Invalid i i ssi

109. 65. 138. 220 |Israel 147.237.77. 243 |robi | e. i o .| 9 =g Invalid segnent retransmssion. drop 6
Ret r ansmi ssi on Packet dropped.

62.219.228.172 |lsrael 147.237.72. 166 |aka. i df .il drop First packet isn't SYN drop 5

46. 116. 43. 39 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 5

149.78.189.37 |Israel 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber noni t or 5

91.135.102. 161 |Israel 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> RST rej ect 5

79.181.102. 173 |l srael 147.237.0.34 |tikshw.idf.il [Bad TCP sequence Invalid ACK nunber noni t or 5

82.80. 196. 44 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid sequence nunber noni t or 5
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
109. 253. 210. 202|I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 148
176.13.12.190 |[lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 41
80. 246. 136. 156 |[lIsrael 147.237.0.19 [madi matal .idf.il D stributed Suspici ous Response Code B ock 36
46. 19. 85. 133 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 30
2.54.61.0 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 28
46.116.67.195 |Israel 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code B ock 24
176.13.17.216 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 15
. . . Dstributed Paraneter Type Mol ation on

2.52.155. 114 I 'srael 147.237.77.243|nobi l e. i df . i | nobi | e. i o . i | / sachar / changepassvord par anet er NewPassvor d B ock 12

. . Unaut hori zed URL Access to
5.29. 90. 179 I srael 147.237.77.216|dover. i df . il voww i df i 1/t enpl at es/ t enpl at econt r ol s/ gener o/ B ock 6

. . . Dstributed Paraneter Type Mol ation on
213.8.204.53 I srael 147.237.77.243|nobi l e. i df . i | nobi | e. i o . i | / sachar / changepassvord par anet er NewPasswor d B ock 6
. . Unaut hori zed URL Access to

85.64.174.180 |l srael 147.237.77.74 |lawidf.il vow | aw i of i | /i nages/ 1. hel i nf ocent er t end B ock 3
79.182. 184. 200 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
46.19. 86. 86 I srael 147.237.0.19 [madi matal .idf.il D stributed Suspici ous Response Code B ock 3
2.52.11.7 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
176.13.1.50 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
46.19. 85. 10 I srael 147.237.0.19 [madi matal .idf.il D stributed Suspici ous Response Code B ock 2
37.26.147.228 |lsrael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
132.71.100.72 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed Method PCST for www aka. i df.il/main/sachar/fag. aspx  [B ock 2
37.26.149.170 [israel 147.237.0.19 [madi matal .idf.il D stributed Suspici ous Response Code B ock 2

. . Unaut hori zed URL Access to
176. 13. 2. 183 I srael 147.237.77.234|hal ag. i df . il vwy | ogi st cs. atal i df .1 1/si 7e100x0/ si p_ st or age Bl ock 2
46.117. 16. 92 I srael 147.237.77. 176 |mat pash. i df . i | Unaut hori zed URL Access to waw cogat. i df.il/894- he/ mat pash. aspx |B ock
46. 19. 85. 38 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Gode B ock

. ; D stributed Unauthorized Method for Known URL on

109. 65. 119. 193 |[Israel 147.237.72. 166 |aka. i df . i | wiw aka, i df . i 1/ nai v sachar / vi ewpays! i p. aspx Bl ock 2
46.19. 86. 29 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 2
81.218.241.26 |[Israel 147.237.76. 147 |chi nuch. aka. i df . i| |Uhauthorized URL Access to wwmu chi nuch. aka. idf.il/404. htm B ock 2
2.54.128. 159 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 2
66. 249. 79. 75 Uhited Sates [147.237. 77. 216 |dover. i df . i | Ml tipl e Unaut horized URL Access from 66.249. 79. 75 B ock 2
46.19.85.199  |israel 147.237.72. 166 |aka. i df . i | thaut hori zed Method HEAD for B ock 2

wwy aka. i df . i |/ mai n/ sachar/ vi enpaysl i p. aspx
. . . Unaut hori zed URL Access to
192. 114. 105. 254] srael 147.237.77.243|mobi | e. i df . i | nobi | e, i o . i |/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1071 Bl ock 2

Uhaut hori zed Met hod PCBT for

82.80.156.169 |Israel 147.237.72. 166 |aka. i df . i | vaw aka. i df i |/ i n/ r abanut / cont act us. aspx B ock 2
37.26.146.253 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mde None 2
2.54.53. 105 I srael 147. 237.77. 243 |nobi | e. i df . i | f‘g‘stft Or;j\iag_leE%’Tnfg_'Log - Protocol vidlation None 1
109. 253. 156. 192/l sr ael 147.237.77.243|nobi l e. i df . i | Paraneter Type Mol ation Password in nobile.idf.il/sachar/login B ock 1
82. 80. 196. 44 I srael 147.237.72. 166 [aka. i df . i | Unaut hor i zed Method HEAD for waw aka. i df . il/main/ gi yus/ B ock 1
212.97.132.130 |Dennmark 147.237.76.200|ei tan. aka. i df . i | Lhaut hori zed LRL Access to eitan. aka.idf.il/wordpress/wp-adnin/ B ock 1
182.50.132. 48 |9 ngapore 147.237.76.200|ei tan. aka.i df . il Uhaut hori zed URL Access to eitan. aka.idf.il/bl og/ wp-adnin/ B ock 1
80.179.114.27 I srael 147.237.0.34  [tikshuv.idf.il mutt th?srrlmque.ci| dﬁl ftc Z:pflsalte(;/ opr ol escat egor y/ opr ol escat egory. aspx Bl ock !
66.249.93.239 |lLhited Sates [147.237.77. 176 |mat pash. i df . i | Unaut hori zed URL Access to ww cogat.idf.il/894-ar B ock 1
2.54.184. 58 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mde None 1
46.19. 86. 26 I srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to ww aka. i df.il/main/ B ock 1
216.218.207. 138|Wnited Sates [147. 237. 77. 216 [dover.i df .i | Unaut hori zed LRL Access to waw i df.il/1294- he/ wan i df . il B ock 1
94.159. 159. 217 |[Israel 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to ww i df . i |/ hi mush/ sit e/ he/ hi nush. asp B ock 1
81.218.11.78 I srael 147.237.77. 216 |dover.idf . il D stributed Unaut hori zed LRL Access on waidf.il/error. htm B ock 1
193. 43. 246. 250 |l srael 147.237.77. 216 |dover. i df . i | Ostributed Wauthorized URL Access on waw idf.il/error.htm Bl ock 1
79.176.152.17 | srael 147.237.76.42 |refuah.idf.il ?4? ;g?f’;g_‘t;;“;lhg;ﬁ;de dL/’?‘e :e‘icissss on B ock 1
37.26.146.188 |lsrael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: pen Mbde None

109. 253. 209. 42 |l srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed UR. Access to waw aka. i df il /v tikshuv.idf.il B ock 1

Unknown Par anet er
212.143.133.48 |[lIsrael 147.237.72. 166 |aka. i df . i | ct | 00%ct | 00$cphMai n$TochenP acehbl der $bt nAt udaPrint in None 1
wan aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
37.26.148.129 [Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1

ny- kosher - kravi . i df
il
02-28-2016-11:04:07 to 02-28-2016-12:04:07

184. 105. 247. 195|lhited Sates [147.237.0. 16 Unaut hori zed URL Access to 147.237.0. 16/ B ock 1




