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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
79.181.132. 139 | srael 147.237.77. 216 dover.idf.il Bl ock_Wp Al _Nets drop 27
79.181.132. 139 | srael 147.237.72. 167 ishurimaka.idf.il |B ock Wp All Nets drop 15

147. 235. 8. 31 | srael 147.237.77. 216 dover.idf.il L4 Source or Dest Port Zero dr op 6

79.181. 132. 139 I srael 147.237.72. 166 aka.idf.il Bl ock Udp All Nets drop 3

115. 239. 228. 10 Chi na 147.237.0. 34 tikshuv.idf.il JLM Under _Attack Con Htp drop 2

115. 239. 228. 10 Chi na 147.237.0. 34 tikshuv.idf.il JIMPurple Gon Linmt Htp drop 1

0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack forward 1

80. 246. 136. 132 | srael 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Count
212.235. 31. 129 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LR Bl ock 8
79.181.102. 173 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HTTP. prefix 1.01 in the URL Bl ock 6
109. 65. 82. 168 | srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 4
62.90. 182. 151 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LR Bl ock 2
192. 114. 23. 208 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HTTP. prefix 1.01 in the URL Bl ock 2
37.26.148. 129 | srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 2
109. 67. 150. 105 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LR B ock 2
51. 255. 65. 97 Uhi ted Ki ngdom 147.237.77.74 lawidf.il C1000146: HTTP.  AhrefBot craw er Bl ock 1
51. 255. 65. 8 United Ki ngdom 147.237.77. 170 maar achot . i df . i | C1000146: HITP. AnrefBot craw er B ock 1
109. 253. 129. 8 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LR B ock 1
51. 255. 65. 47 Uhi ted Ki ngdom 147.237.77. 170 naar achot . i df . il C1000146: HTTP.  AhrefBot craw er Bl ock 1
51. 255. 65. 13 Uhi ted Ki ngdom 147.237.77.74 lawidf.il C1000146: HITP.  AhrefBot craw er B ock 1
51. 255. 65. 55 Lnited Ki ngdom 147. 237.77. 170 naar achot . i df . il C1000146: HTTP.  AhrefBot craw er B ock 1
51. 255. 65. 19 Uhi ted Ki ngdom 147.237.77. 170 naar achot . i df . il C1000146: HTTP.  AhrefBot craw er Bl ock 1
51. 255. 65. 64 United Ki ngdom 147.237.77. 170 maar achot . i df . i | C1000146: HITP. AnrefBot craw er B ock 1
51. 255. 65. 37 Lnited Ki ngdom 147. 237.77. 170 naar achot . i df . il C1000146: HTTP. AhrefBot craw er B ock 1
51. 255. 65. 80 Uhi ted Ki ngdom 147.237.77.74 lawidf.il C1000146: HTTP.  AhrefBot craw er Bl ock 1
51. 255. 65. 39 Uhi ted Ki ngdom 147.237.77.74 lawidf.il C1000146: HITP.  AhrefBot craw er B ock 1
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|Top Attackers In |D|

| Target Address

Attacker Address

Attacker Qountry

|Signature

213.57. 42. 100 147.237.77. 216 I srael dover.idf.il portscan: TCQP D stributed Portscan 1
2.52.23. 247 147.237.72. 166 I srael aka.idf.il portscan: TGP D stributed Portscan 1
212.179. 21. 194 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
147. 235. 185. 74 147.237.77. 216 | sr ael dover.idf.il portscan: TCP D stributed Portscan 1
93.113.125. 11 147.237.77. 243 Romani a nobi | e.idf.il ET SCAN NVAP -sS wi ndow 1024 1
82.102. 169. 113 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
80. 178. 121. 228 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
218.246. 0. 97 147.237.72. 156 Chi na anan. i df . i | ET SCAN NVAP -sS wi ndow 1024 1
54.72.0.55 147.237.77. 216 I'rel and dover.idf.il portscan: TCP D stributed Portscan 1
217.216. 140. 66 147. 237.76. 31 Spai n nakchal . i df il ET SCAN Potential SSH Scan 1
37.26. 147. 242 147.237.72. 166 I srael aka.idf.il portscan: TGP D stributed Portscan 1
217. 216. 140. 66 147.237.72. 14 Spai n dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
31.168. 151. 22 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
212.199. 244, 112 147.237.77. 216 I srael dover.idf.il portscan: TGP D stributed Portscan 1
2.52.1.236 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
194. 90. 79. 80 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
94.102. 48. 193 147.237.0. 33 Net her | ands idf.il ET SCAN NVAP -sS wi ndow 1024 1
90. 154. 239. 123 147.237.77. 216 Bul gari a dover.idf.il portscan: TCP D stributed Portscan 1
80. 178. 187. 231 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
60.217.72. 16 147.237.76. 177 Ghi na ncore. i df .il ET SCAN NVAP -sS wi ndow 1024 1
217. 216. 140. 66 147.237.77. 235 Spai n sviva.idf.il ET SCAN Potential SSH Scan 1
37.46. 41. 89 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
217.216. 140. 66 147.237.72. 156 Sai n anan. i df . i | ET SCAN Potential SSH Scan 1
37.26.147. 221 147.237. 72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

Ste

Signature

Country

SYWNretransmt wth different

Ret ransm ssi on

Packet dropped.

80. 246. 130. 191 [lIsrael 147.237.77. 234 |hal ag.i df .i | Bad TCP sequence . noni t or 73
w ndow scal e
. . SN retransmit wth different .
147.161.14.79 |Israel 147.237.77. 233 |atal .idf il Bad TCP sequence i ndow scal e noni t or 37
41.33.231.90 Egypt 147.237.77. 216 |dover.i df .i | drop SMrule drop 26
Sreamng Engine: TP Invalid i i ssi
176.13.23.161 |Israel 147. 237. 77. 243 |nobi l e.i df .i | g =g Invalid segnent retransnission drop 24
Ret r ansmi ssi on Packet dropped.
192. 115. 177. 202|! srael 147.237. 72. 167 |i shuri maka.i df . i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 22
212.179.46.16 |Israel 147.237.76.197 le.hinush.idf .il [SYN At ack SYN -> SYN-ACK -> RST rej ect 20
o SN retransmit wth different .
176. 13. 20. 39 I srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence i ndow scal e noni t or 18
80. 246.135.51 |l srael 147.237. 72. 167 |i shuri maka.i df . i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 13
s SN retransnmit wth different .
109. 65. 5. 50 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence i ndow scal e noni t or 13
81. 218. 241. 26 | srael 147.237.72. 166 |aka.idf . il dr op First packet isn't SYN drop 13
2.54.27. 249 I srael 147. 237. 72. 156 |anan. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 12
Sreanming Engine: TCP Invalid i i ssi
109. 253. 159. 216 i srael 147. 237, 77. 243 |nobi 1 e. i of . i | g =g Invalid segnent retransmssion. drop 12
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i sSi
109. 253. 129. 216 i srael 147. 237, 77. 243 |nobi | e. i of . i | 9 =g Invalid segnent retransmssion. drop 12
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
80. 246.137.26 |Israel 147. 237, 77. 243 |nobi 1 e. i of . i | g =g Invalid segnent retransmssion. drop 9
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i sSi
2.54. 24,102 I srael 147.237.77. 243 |nobil e. i of . 9 =g Invalid segnent retransmssion. drop 9
Ret ransni ssi on Packet dropped.
185. 81. 43. 203 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect
80.179.114.27  |lIsrael 147.237.0.34 |tikshw.idf.il [Bad TCP sequence Invalid ACK nunber noni t or
Sreamng Engine: TCP Invalid i i ssi
62.90.131.78  |israel 147. 237.72. 166 |aka. i of . i1 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
46.19.85.252  |israel 147.237. 72. 167 |i shuri maka. i df . i 9 =g Invalid segment retransnissi on. drop 6
Ret ransmi ssi on Packet dropped.
94.159. 169. 181 |[Israel 147.237.76.31 |nakchal .idf.il dr op First packet isn't SN drop 6
Sreanming Engine: TCP Invalid i i ssi
46.19. 85. 14 I srael 147. 237. 72. 167 |i shuri maka. i df . i g =g Invalid segnent retransnission. drop 6
Ret ransmi ssi on Packet dropped.
Sreaning BEngine: TQP Invalid i i sSi
62.219. 163. 220 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. drop 6
Ret ransni ssi on Packet dropped.
2.54.47.38 I srael 147.237.72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 6
Sreaning Engine: TQP Invalid i i ssi
46.19. 86. 39 I'sr ael 147.237.72. 166 |aka.i df . g =g nvalid segnent retransmssion. drop 6
Ret r ansmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.180. 198. 119 | srael 147. 237.72. 166 |aka. i of .11 g =g Invalid segnent retransnission. drop 6
Ret r ansmi ssi on Packet dropped.
73.138.210.67 |lUited Sates |147.237.72.166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 5
. . SYNFAXK retransmit with different .
46. 19. 85. 230 | srael 147.237.72. 166 |aka. i df il Bad TCP sequence i ndow scal e noni t or 5
64.236.4.1 Lhited Sates [147.237.72.167|ishurimaka.idf.i|SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 5
185.32.179. 112 |Israel 147. 237. 72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 5
37.26.148.204 |lsrael 147.237.76.42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> Ti nmeout rej ect 5
41.33.232.66 Egypt 147.237.77. 216 |dover. i df .i Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 5
208.109.97.62 |Wited Sates [147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5
2.52.42.213 | srael 147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 5
2.54.26.188 | srael 147.237.77. 216 |dover.i df il SYN Att ack SYN -> SYN-ACK -> RST rej ect 5
31.154. 3. 195 I srael 147.237.72. 166 |aka.idf .il SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
46. 19. 85. 142 | srael 147.237.72. 167 [i shurimaka. i df . i |[SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
46. 19. 85. 17 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber noni t or 4
2.54.21.31 I srael 147. 237. 72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
46.19. 85. 151 I srael 147.237.72. 166 [aka.i df .i | Bad TCP sequence Inval i d ACK nunber aert 4
193.33.2. 114 Spai n 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 4
46. 19. 85. 237 | srael 147.237.76.31 |nakchal .idf.il dr op First packet isn't SYN drop 4
80.179.114.27 |Israel 147.237.0.34 |tikshw.idf.il [Bad TCP sequence Inval i d ACK nunber aert 4
91.197. 61. 250 | srael 147.237.77. 216 |dover.idf .il dr op Frst packet isn't SYN drop 4
46. 19. 85. 151 | srael 147.237.72. 166 |aka. i df . i Bad TCP sequence Inval i d ACK nunber noni t or 4
167. 220. 196. 87 E?Ir:g}egom 147.237.77. 216 |dover.idf .il dr op Frst packet isn't SYN drop 4
185. 81. 43. 203 147. 237. 77. 216 |dover i df i Bad TCP sequence SIAK retransmt with different Jopniior g
w ndow scal e
37.26.149.177 |Israel 147.237.77. 216 |dover.i df i | SYN At t ack SYN -> SYN-ACK -> RST rej ect
199.203.215.1 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or
46.19. 85. 17 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACK nunber alert
Sreamng Engine: TCP Invalid i i ssi
79.177.42.39  |israel 147.237.72. 166 |aka. i of . i 9 =g Invalid segnent retransnission. drop 3
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry Target Address |Site Sgnature Action ‘Count
46. 19. 85. 238 | srael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 84
79.182. 184. 200 |[lIsrael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspici ous Response Qode B ock 76
46.19. 86. 66 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 67
109. 253. 150. 104|I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 63
176.13.22.234 |lIsrael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspici ous Response Qode B ock 59
176.13. 1. 50 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 38
80.246.136.25 |lsrael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 21
192. 115. 177. 2021 sr ael 147.237.77.216|dover.i df . il Mil tipl e Unhauthorized URL Access from 192.115. 177. 202 B ock 14
66. 249. 79. 75 Lhited Sates 147.237.77. 216 |dover . i df .i | Mil ti pl e Unaut horized URL Access from 66.249. 79. 75 B ock 10
176.13.7. 46 I srael 147.237.77. 243 |nobi | e. i df . i | S{E:';Li‘t;d. lpla/rz';fhjr /Tcyhpaen:esgs'v\zrr' dor:oar et el NevPassuor d Bl ock 8
176.13.11. 78 I srael 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Code B ock 8
192.115.252.2 |Israel 147.237.72. 166 [aka. i df . i | Ml tiple Unauthorized URL Access from 192. 115. 252. 2 Bl ock 8
105. 106. 175. 208|A geria 147.237.77.216|dover. i df . il Paraneter Type M ol ati on PageNumin v i df . il/1379-he/ dover . aspx |B ock 6
105. 106. 175. 208|A geria 147.237.77.216|dover.idf .l Paraneter Type Mol ati on PageNumin vww i df . i|/1381- he/ dover. aspx [B ock 6
105. 106. 175. 208|A geria 147.237.77. 216 |dover.i df . i Paraneter Type M ol ati on PageNumin v i df . i1/1133- he/ dover. aspx |Bl ock 6
105. 106. 175. 208|A geria 147.237.77.216|dover. i df . il Paraneter Type M ol ation PageNumin v i df .il/1362- he/ dover . aspx |B ock 5
105. 106. 175. 208|A geria 147.237.77.216|dover.idf .l Paraneter Type Mol ati on PageNumin vww i df . i |/1380- he/ dover. aspx [Bl ock 5
2.54.24.102 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Qode Bl ock 4
109. 253. 129. 216 |1 srael 147.237.77.243|mobi l e. i df . i | D stributed Suspici ous Response Code Bl ock 4
105. 106. 175. 208|A geria 147.237.77.216|dover.idf .l Paraneter Type Mol ati on PageNumin vww i df . i|/1779- he/ dover. aspx [Bl ock 4
192.115.252.2 |Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to wan aka.idf.il/sip storage/files/ U Bl ock 3
109. 253, 145. 17 |Israel 147.237.76.42 |refuah.idf.il [ Ta oo ;{’;ey d?'. ?};‘i’;l‘;'hm':ﬂta':picem der 1txtEnai | in Bock |3
109. 253. 204. 205|l srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code Bl ock
212. 150. 245. 250|| srael 147.237.76.31 |nakchal .idf.i|l |Dstributed Unauthorized HITP Met hod Bl ock
2.54.22. 241 I srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspici ous Response Qode B ock
82.80.198.164 I srael 147.237.72. 166 |aka. i df . i | mu;kh:ri ld?é?l /'\I:re:aihn(;(:;i (;tjg Stfhériri cat i onser vi ce. asnx/ get aut huser Bl ock 3
2.54.53. 36 I srael 147.237.77.243|mobi l e. i df . i | Mil ti pl e Uhaut hori zed URL Access from2.54.53. 36 B ock 2
78.224.131.96 |France 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
109. 253. 203. 114/l sr ael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode Bl ock 2
2.54.36.113 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
81.218.70.243 |Israel 147.237.77. 216 |dover. i df .i | D stributed Waut horized HTTP Met hod B ock 2
212. 150. 245. 250]1 srael 147.237.76.31 |[nakchal .idf.il [Miltiple Unauthorized URL Access from 212. 150. 245. 250 Bl ock 2
109. 253. 159. 216 |1 srael 147.237.77.243|mobi l e. i df . i | D stributed Suspici ous Response Code Bl ock 2
Paraneter Type Mol ation
105. 106. 175. 208|A geria 147.237.77.216|dover . i df . i ct1 00$Cont ent P acehbl der 1$ucArti cl eLobbyont r ol $dat epi cker in Bl ock 1
wa i df . i | /1380- he/ dover . aspx
66.249.66.33  [Lhited Sates 147.237.77.74 |lawidf.il :AuNe?jW'iDaéﬁﬁtfrﬂgﬁﬁiprg Zsaefri‘;iﬂ in None 1
185. 37. 12. 200 g‘ilcisgii:;a” Territoryly 47 237.77. 216 |dover . i df . i | Lhtraceabl e SSL Sessions: (pen Mode None 1
40.77.167.104 |lhited Sates 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 1
167. 220. 196. 87 |United Ki ngdom 147.237.77. 216 |dover. i df . il Untraceabl e SSL Sessi ons: (pen Mde None 1
37.26.146.238 |[Israel 147.237.72. 156 |aman. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None
109. 253. 207. 243I srael 147.237.77. 243 |nobi | e. i df . i | Sof)tlrl'ebll‘t;d IT";:’;LZZ /Eyhp:n:eggi'm‘;? do’Lar et e NevPassuor d Bl ock 1
81.218.70.243 [Israel 147.237.77.216|dover. i df.i Ml tiple Unauthorized URL Access from 81.218. 70. 243 B ock 1
212. 150. 245. 250]1 srael 147.237.76.31 |nakchal .idf.il [Uauthorized URL Access to wan nakhal .idf.il/sip_storage/files/8/ [B ock 1
77.127.189.120 [Israel 147.237.72. 166 [aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 1
192.115.252.2  |Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed Method CPTIONS for waw aka.idf.il/ B ock 1
8. 37.233. 169 Lhited Sates 147.237.77.216|dover.idf .l Unt raceabl e SSL Sessi ons: (pen Mbde None 1
109.65.5.50  |Israel 147.237.76.42 |refuah.idf.il |25 ;'Sgu;gﬂ;;”;lhgéﬁ:rdedtf?eﬁectcissi on Bock |1
46.19.86.66 |Israel 147.237.0.19  |madi matal . i df.i| oo T?'zf?ﬁl ‘/)'n:tbii fgliggg?ig?;gj ZCST;(D' der1StxtLastNane in g 1
105. 106. 175. 208|A geria 147.237.77. 216 |dover.i df . i Paraneter Type M ol ati on PageNumin v i df . i|/1785- he/ dover. aspx |Bl ock 1
82. 166. 146. 115 || srael 147.237.76.42 |refuah.idf.il 1D4§t ;isl;_“;gd‘l;:t“;hg/r;ﬁ:rdedlf?e;';‘fissss on Bl ock 1
217.194.203.52 |Israel 147.237.72. 156 |aman. i df . i | Untraceabl e SSL Sessi ons: (pen Mode None 1
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