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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country
0.0.0.0

|Target Address |Site

|Signature |Device Action |Count |
147.237.77. 216 dover.idf.il HITP Page H ood Attack forward 8
123.203. 139. 71 Hong Kong 147.237.72. 167 ishurimaka.idf.il |[B ock Wp Al Nets drop 1
185. 130. 5. 224 147.237.76. 177 ncore.idf.il Bl ock Udp All Nets drop 1




02-28-2016-09:04:01 to 02-28-2016-10:04:01

|Top Attackers In IPS|

Attacker Address ‘Attacker Qount ry arget Address Devi ce Action ‘Count
37.26.148. 131 I srael 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the UR B ock 3
195. 162. 67. 194 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the UR B ock 2
40.77.167.75 Lhited Sates 147.237.0. 34 tikshuv.idf.il |CL000138: HITP. prefix 1.01 in the LR Bl ock 2
108. 59. 8. 70 Lhited Sates 147.237.77. 216 dover.idf.il C1000074: HITP. maj estic bot B ock 2
151. 80. 41. 169 Italy 147.237.77.74 lawidf.il C1000074: HITP. maj estic bot B ock 2
157. 55. 39. 92 Lhited Sates 147.237.0. 34 ti kshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the UR B ock 1
31.168. 101. 163 I srael 147.237.77. 216 dover.idf.il C1000008: HTTP: Xenu User Agent B ock 1




02-28-2016-09:04:01 to 02-28-2016-10:04:01

|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry |Signature

74.208. 153. 47 147.237.77. 216 Lhited Sates dover . idf.il SQ Injection - Select From 2
195. 34. 150. 18 147. 237.77. 216 Austria dover.idf.il Tehila - Perl LWP wth fake user agent 1
31. 168. 14. 74 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
180. 76. 15. 158 147.237.72. 166 Chi na aka.idf.il portscan: TCP D stributed Portscan 1
5.29.75.41 147.237.77. 216 I srael dover.idf.il portscan: TCP Distributed Portscan 1
176. 13. 10. 157 147.237.77. 216 I srael dover . idf il portscan: TCP D stributed Portscan 1
2.54.129. 220 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
109. 67. 199. 144 147.237.72. 166 I srael aka idf.il portscan: TCP Distributed Portscan 1
81.218.57. 61 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
79.178. 245. 15 147.237.77. 216 I srael dover . idf.il portscan: TCP D stributed Portscan 1
77.125. 103. 107 147.237.77. 216 I srael dover.idf.il portscan: TCP Distributed Portscan 1
213.8.50.10 147.237.77. 216 I srael dover . idf il portscan: TCP D stributed Portscan 1
46. 19. 86. 159 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
212.179. 146. 134 147.237.77. 216 I srael dover.idf.il portscan: TCP Distributed Portscan 1
31. 210. 180. 219 147.237.77. 216 I srael dover . idf il portscan: TCP D stributed Portscan 1
186. 101. 222. 43 147.237.72. 166 Ecuador aka.idf.il portscan: TCP D stributed Portscan 1
5.102.228. 12 147.237.72. 166 I srael aka idf.il portscan: TCP Distributed Portscan 1
176.13.13. 77 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
2.54.132. 88 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
117. 21. 248. 87 147.237.0. 34 Chi na tikshw.idf.il  |ET SCAN Potential SSH Scan 1
2.52.41. 145 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
94. 159. 145, 235 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
79.183. 121. 212 147.237.77. 216 I srael dover.idf.il portscan: TCP Distributed Portscan 1
79.178.178. 3 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
212.199.151.1 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
46. 19. 86. 68 147.237.72. 166 I srael aka idf.il portscan: TCP Distributed Portscan 1
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|Top Attackers In FW |

Attacker Address

Attacker Qountry

Target Address

dte

Signature

Devi ce

Sreamng Engine: TCP Invalid

Inval i d segnent retransnission.

Action

77.125.98. 75 I srael 147. 237. 72. 166 |aka.i of .i > dro 36
Ret ransni ssi on Packet dr opped. P

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 28

reaming BEngine: TCP Invali i i sSi

82.81.66.200 |Israel 147.237.72. 166 |aka.i df . i1 Streamng Engi ne: TCP alid |invalid segnent retransnissi on, drop 15
Ret ransm ssi on Packet dr opped.
Sreaning BEngine: TGP Invalid i i ssi

79.178.137. 204 i srael 147. 237.72. 166 |aka i of .11 9 =g Inval i d segnent retransmssion. |, ., 10
Ret r ansmi ssi on Packet dr opped.

2.54.33.25 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 9
Sreaning BEngine: TCP Invalid i i ssi

2.52.160.247  |israel 147. 237.77. 243 |mobi l e. i o i 9 =g Invalid segnent retransmssion. |, 9
Ret ransmi ssi on Packet dr opped.

176. 106. 46. 74 za:lcis;i'géa” Territoryly47.237.76.86 |navy.idf. il SYN At t ack SYN -> SYN-ACK -> Tinmeout |reject 7

2.52.33.162 I srael 147.237.72. 166 |aka.i of .i Bad TCP sequence I'nval i d ACK nunber alert 7
Sreaning Engine: TGP Invalid i i sSi

109. 253. 136. 20 |Israel 147.237.72. 166 |aka. i df . 9 =g Inval id segnent retransmssion. |, ., 6
Ret ransmi ssi on Packet dr opped.

46. 19. 85. 188 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or

2.52.33.162 I srael 147.237.72. 166 [aka.i of .i Bad TCP sequence Inval id AGK nunber noni t or
Sreaning Engine: TGP Invalid i i sSi

176.13.6.223 [ srael 147.237. 77. 243 |nobi l e.i df . i1 9 =g Invalid segnent retransmssion. | 6
Ret ransmi ssi on Packet dropped.

2.52.33.162 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Invalid sequence nunber noni t or

2.54.23.31 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect

149. 78. 98. 51 I srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout aert
Sreaning BEngine: TCP Invalid i i ssi

212. 179. 226. 179|i srael 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. |, 6
Ret ransmi ssi on Packet dr opped.

2.52.33.162 I srael 147.237.72. 166 |aka.i of .i 1 SYN Att ack SYN -> SYN-ACK -> RST rej ect 6

85. 130. 132. 159 |l srael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 6

149. 78. 98. 51 | srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 6

2.52.33.162 I srael 147.237.72. 166 |aka.i of .i 1 SYN Att ack SYN -> SYN-ACK -> Timeout |reject 6

46. 19. 85. 188 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber alert 6

. . SYNWAXK retransmt with .
85. 130. 132. 159 |l srael 147.237. 72. 166 |aka.i of .i Bad TCP sequence different w ndow scal e nonitor |6
149.78.98.51  |Israel 147.237. 7. 216 |dover. i df i Bad TCP sequence SYNACK retransmt with monitor (6
different wndow scal e
41. 33. 232. 66 Egypt 147.237.77. 216 [dover.idf.il Bl ock HTTP Non Conpl i ant Fai |l ed to handl e connection data [nonitor
106. 38. 241. 106 |Chi na 147.237.72. 166 |aka.i of .i 1 drop SAMrul e drop
reamn ine: TCP Invali i i Ssi

212.179.21.194 [Israel 147. 237 72. 167 |i shurimaka i of i || S g Engine P Inval i d finvalid segnent retransnission drop 4
Ret ransni ssi on Packet dr opped.

46.117.13.154 [l srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 4

194. 30. 134. 180 |Cyprus 147.237.72. 166 |aka. i df il drop SAMrul e drop 4

195.34.150.18 |Austria 147.237.77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Feiled to handl e connection data |monitor |4

2.54.55.194 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 4

121. 28. 150. 154 |Chi na 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 4
Sreaning BEngine: TCP Invalid i i ssi

83.130.99.106 |l srael 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. |, 3
Ret ransmi ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi

2.52.42.71 I'srael 147.237. 77. 243 |nobi le.i df .1 9 =g Invalid segnent retransmssion. |, 3
Ret ransm ssi on Packet dropped.
Sreaning BEngine: TCP Invalid i i ssi

37.26.149.183 | srael 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. |, 3
Ret ransmi ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi

79.180.16. 135  |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. |, 3
Ret ransm ssi on Packet dr opped.
Sreaning BEngine: TCP Invalid i i ssi

176.13. 2. 63 I'srael 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. |, 3
Ret ransmi ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi

2.54.13. 250 I srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. |, 3
Ret ransm ssi on Packet dr opped.
Sreaning BEngine: TCP Invalid i i ssi

46.19. 85. 95 I'srael 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. |, 3
Ret ransmi ssi on Packet dr opped.

2.54.2.149 I srael 147.237.72. 166 |aka.i df .i1 Bad TCP sequence I'nval i d ACK nunber nonitor |3
Sreaning BEngine: TQP Invalid i i ssi

2.52.129.229  |israel 147.237.72. 166 |aka.i df . i1 9 =g Inval id segnent retransmssion. |, . 3
Ret ransmi ssi on Packet dr opped.

2.54.157. 149 I srael 147.237.77. 243 |nobil e.i f .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 3
Sreaning Engine: TQP Invalid i i ssi

46.19.86.123  |Israel 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. g, 3
Ret ransm ssi on Packet dr opped.
Sreaning BEngine: TCP Invalid i i ssi

2.54.22.133  |Israel 147.237.72. 166 |aka. i of . | 9 =9 Inval i d segnent retransmssion. |, ., 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i ssi

31.154.172.89 | srael 147.237.72. 166 |aka.i df . i g =g Invalid segnent retransmssion. g, 3
Ret ransm ssi on Packet dr opped.
Sreaning BEngine: TCP Invalid i i ssi

149.78.35.96  |Israel 147.237.72. 166 |aka. i of . | 9 =9 Inval i d segnent retransmssion. |, ., 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i ssi

212.179. 102. 167|i srael 147.237.72. 166 |aka.i df . i g =g Invalid segnent retransmssion. |y, 3
Ret ransm ssi on Packet dropped.
Sreaning BEngine: TCP Invalid i i ssi

37.46.43.120  |Israel 147.237.72. 166 |aka. i of . | 9 =9 Inval i d segnent retransmssion. |, ., 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi

2.54.135.56 I sr ael 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. |y, 3
Ret ransm ssi on Packet dropped.

37.26.147.135 |lIsrael 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 3
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Attacker Address |Attacker Qountry Target Address |Jte Signature

Sreamng Engine: TCP Invalid [invalid segnent retransnission.

46.19. 85. 148 I 'srael 147.237.72. 166 |aka.i df .i | >
Ret r ansni ssi on Packet dr opped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Tar get Address |Site dgnature Action ‘Count
2.54.132.58 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 141
46. 19. 86. 36 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 85
109. 253. 131. 20 |Israel 147.237.0.19 [madi matal .idf.il D stributed Suspici ous Response Code B ock 48
109. 253. 150. 104|I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 39
46. 19. 85. 85 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 37
85.65.77.228 | srael 147. 237.77. 243 |nobi | e. i df . i | Soitlrl'ebﬁ“;d fawe /leaen;eg;iih‘;': o bar et or NowPassuord Bl ock 28
176.13.1.50 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 22
2.54.161.181  |Israel 147.237.77. 243 |nobi | e. i df . i | Smsjti:'ek_’ti“ d‘?f .'Ta/r:IaT:LZ: /g‘ﬁg\g‘f;sast\;gf dogaramt o QrrentPassvord |FO%K 12
109. 253. 146. 215|I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 11
66. 249. 79. 75 Lhited Sates [147.237.77.216|dover.idf.il Mil ti pl e Unaut hori zed URL Access from 66. 249. 79. 75 B ock 10
213.57.226.203 |[Israel 147.237.0.19 [madi matal .idf.il D stributed Suspici ous Response Code B ock

105. 106. 175. 208|A geria 147.237.77.216|dover. i df .i | Mil ti pl e Unaut hori zed URL Access from 105. 106. 175. 208 Bl ock

46. 19. 85. 23 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock

105. 106. 175. 208|A geria 147.237.77. 216 |dover. i df . i | ;Trwaﬁtf o Jﬁis\_’ia?'/%tciv‘::zg&“‘mi n B ock 5
74.208.153.47 |lhited Sates [147.237.77.216|dover.idf.il Mil tipl e Uhaut hori zed URL Access from 74. 208. 153. 47 B ock 4
132.76.50.5 I srael 147.237.77.234|hal ag. i df . il Ml tipl e Unauthorized UR. Access from 132.76.50.5 Bl ock 4
105. 106. 175. 208|A geria 147.237.77. 216 |dover . i df . | et 1 3o o Bock |4
176. 13. 2. 209 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
109. 253. 196. 57 |l srael 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code B ock 3
109. 253. 135. 63 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
46.19. 85. 34 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
31.168. 101. 163 |l srael 147.237.76.31 |nakchal .idf.il Unaut hori zed HTTP Met hod B ock 3
85. 65.151. 0 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
46. 19. 85. 232 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
37.26.146.181 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mde None 2
80. 246. 139. 189 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
185. 3. 146. 207 |l srael 147.237.77. 216 |dover.i df .i | D stributed Uhaut hori zed URL Access on wawidf.il/error. htm B ock 2
37.26.146.182 |[Israel 147.237.77. 243 |nobi | e. i df . i | Unt raceabl e SSL Sessi ons: (pen Mde None 2
80. 246. 140.86 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
176. 13. 3. 255 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
188. 120. 148. 137|I srael 147.237.77.216|dover . i df . i | D stributed Lhaut hori zed URL Access on waw i df.il/error. htm B ock 2
94.230.93.179 |Israel 147.237.77.216|dover. i df .i | D stributed Lhaut hori zed URL Access on www i df.il/error. htm B ock 1
40.77.167.3 Uhited Sates |147.237.77.216|dover.idf.il D stributed Uhaut hori zed URL Access on wawidf.il/error. htm B ock 1
184. 105.139. 68 |lLhited Sates |147.237.0.17 ;nlﬂl)/- kosher-kravi . id SS. Uhtraceabl e Gonnection - Uhknown Server Certificate None 1
139. 162. 40. 248 |Netherlands |147.237.77.19 (lawforumidf.il Unaut hori zed URL Access to 147.237.77. 19/ bi n/ host nane B ock 1
105. 106. 175. 208|A geri a 147.237.77. 216 |dover . i df . i | mult gfo.rillzleiinﬁtggiﬁasr ;é’/ user cont 1ol s/ header upper B ock 1
189. 218. 109. 235|Mexi co 147.237.77. 176 |mat pash. i df . i | muizg;t' .Ziegf LIFIL/ f?f:ﬁ;/tc%gat . aspx B ock 1
87.69.160.97  |Israel 147.237.72. 166 |aka. i df . i | m”:;:i ';ffﬁﬁ;;lgglmfgfmm 'n None 1
66.249.64.239 |lhited Sates |[147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1247-he/ atal . aspx  |B ock 1
105. 106. 175. 208|A geria 147.237.77. 216 |dover . i df . i | Dstributed Lhauthori zed URL Access on wvwwvidf.il/error.htm B ock 1
40.77.167.75  |hited Sates |147.237.72.166|aka. i df . il m“;kr::gefl /Lf:gigff;sfomzar Wregister. aspx Bl ock 1
217.33.23.241 E?ir:;gom 147.237.77. 216 |dover . i df . i | Lhaut hori zed LRL Access to wanidf.il/international _training B ock 1
85.65.116. 235 I srael 147. 237.72. 166 |aka. i df . i | m“;g’_rii dzfe?|% ﬁf;e;js/t;mrol < ot Bl ock 1
31.168.101. 163 |l srael 147.237.76.31 |nakchal .idf.il Mil tipl e Lhaut hori zed URL Access from 31.168. 101. 163 B ock 1
139. 162. 40. 248 |Netherlands  |147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237. 77. 233/ bi n/ host nane B ock 1
74.208.153.47 |Wited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df.il/abc123/ B ock 1
189. 219. 226. 149|Mexi co 147.237.77. 216 |dover . i df . i | chaut z?fi”z‘fcizglﬁg‘;%i;/%over.aspx, Bock |1
88.198. 44. 2 Ger many 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method HEAD for ww aka.idf.il/rights/asp/info.asp |B ock 1
109. 253.215. 38 |Israel 147.237.76.42 |refuah.idf.il e Dt rorized ?Jaﬁczzzi on Bl ock 1
217. 194. 206. 108|l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mde None 1
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