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|Top Attackers | n DDoS- Def ence |

02-28-2016-08:04:00 to 02-28-2016-09:04:00

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
182. 140. 167. 188 Chi na 147. 237. 8. 27 e nadimatal .idf.il ock Wp Al _Nets drop 4
217.26.171. 188 Mol dova, Republic of 147.237.76. 176 test.ncore.idf.il L4 Source or Dest Port Zero drop 2
185.94.111.1 147.237. 76. 31 nakchal .idf.il ock Wp Al Nets dr op 1
146. 185. 239. 100 Russi an Federation 147.237.0.34 tikshuv.idf.il bl ock-sp-traf 1 drop 1
217.26.171.188 Ml dova, Republic of 147.237.77.176 nat pash. i df . i | L4 Source or Dest Port Zero drop 1
184. 105. 247. 235 Lhited Sates 147. 237. 77. 233 atal.idf.il Block Wdp All Nets drop 1
185.94. 111. 1 147. 237. 77. 179 e nazi.idf.il Block Np All Net drop 1
184. 105. 247. 239 Lhited Sates 147.237.77. 170 naar achot . i df . il Bl ock_Udp All _Nets drop 1
109. 236. 93. 206 Net her | ands 147.237. 8. 28 e nobil e-ks.idf.il B ock Np All Net dr op 1
216. 218. 206. 103 Lhited Sates 147.237.77. 233 atal.idf.il Block Wdp Al Nets drop 1
184. 105. 247. 199 Lhited Sates 147. 237. 72. 166 aka.idf.il Block Udp All Nets drop 1
184. 105. 247. 247 Lhited Sates 147.237.77.121 e navy.idf.il Bl ock_Ulp Al _Nets drop 1
109. 236. 93. 206 Net her | ands 147.237. 76. 42 refuah.idf.il B ock Np Al _Net drop 1
184. 105. 247. 211 Lhited Sates 147.237. 8. 27 e.nadimatal.idf.il [Bock Wp Al _Nets drop 1




02-28-2016-08:04:00 to 02-28-2016-09:04:00

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action ‘Count
80.179. 114. 19 I srael 147.237.0. 34 tikshuv.idf.il |CL000138: HITP. prefix 1.01 in the LRL B ock 12
2.54.145. 37 I srael 147.237.0. 34 tikshuv.idf.il |CL000138: HITP. prefix 1.01 in the UR B ock 10
216. 72. 40. 185 I srael 147.237.0. 34 tikshuv.idf.il |CL000138: HITP. prefix 1.01 in the UR B ock 7
62.159. 77. 167 Eur ope 147.237.0. 34 tikshuv.idf.il |CL000138: HITP. prefix 1.01 in the LRL B ock 6
66. 249. 64. 180 I srael 147.237.0. 34 tikshuv.idf.il |CL000138: HITP. prefix 1.01 in the UR B ock 2
66. 249. 64. 185 | srael 147.237.0. 34 tikshuv.idf.il |ClL000138: HITP. prefix 1.01 in the LR Bl ock 1
185. 106. 92. 164 147.237.77. 233 atal .idf.il 20086: HTTP. Mii ebl ackcat Security Scanner B ock 1




02-28-2016-08:04:00 to 02-28-2016-09:04:00

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Ste |Signature |Count\
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 2
46.117.181. 233 (147.237.77. 216l srael dover.idf.il portscan: TCP O stributed Portscan 1
136. 0. 99. 20 147.237.77. 216 |Wited Sates dover.idf.il portscan: TCP DO stributed Portscan 1
46. 19. 85. 233 147.237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
94.102. 48.193 |147.237.76.86 |Netherlands navy. i df.il ET SCAN NVAP -sS w ndow 1024 1
46. 19. 85. 124 147, 237. 72. 166 |I srael akaidf.il portscan: TCP DO stributed Portscan 1
94.102.48.193 |147.237.76.30 |Netherlands hi nush. i df .i | ET SCAN NVAP -sS w ndow 1024 1
37.26.149.140 |147.237.72. 166 |l srael akaidf.il portscan: TCP O stributed Portscan 1
91.227.71.250 |[147.237.72. 166 |l srael akaidf.il portscan: TCP DO stributed Portscan 1
5.29.103. 186 147.237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
85. 89. 71. 130 147.237.76.39 [Sweden nobi le.nei tav.idf.il |ET SCAN NVAP -sS wi ndow 4096 1
213.8.7.250 147.237.77. 216 |I srael dover.idf.il portscan: TCP DO stributed Portscan 1
81.212.109.229 [147.237.0.19 |Turkey nadi matal .idf.il ET SCAN Potential SSH Scan 1
195. 216. 176. 244|147. 237.76. 31 |Latvia nakchal . i df . i ET SCAN NVAP -sS w ndow 1024 1
80.178. 157. 115 |[147.237. 72. 166 |l srael akaidf.il portscan: TCP DO stributed Portscan 1
185.37.12.200 |147.237.77.216 ?Cis;iig;a” Territory: | yover. i df. il portscan: TCP DOistributed Portscan 1
66.249. 75.223  |147.237.77.170|Wnited Sates naar achot . i df .i | ET SCAN NVAP -sA (2) 1
176. 13. 22. 48 147.237. 72. 166 |I srael akaidf.il portscan: TCP O stributed Portscan 1
46. 19. 86. 99 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
109. 64.53. 138  |147.237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
46. 19. 85. 194 147.237. 72. 166 |I srael akaidf.il portscan: TCP O stributed Portscan 1
94.102.48.193 |147.237.76.44 |Netherl ands e.refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
37.142.68. 80 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
91.227.164.5 147.237. 72. 166 |I srael akaidf.il portscan: TCP O stributed Portscan 1
5.102.195.209 |147.237.72.166 |Israel aka.idf.il portscan: TCP O stributed Portscan 1
85.250. 147. 74  |147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
82.102. 169. 113 |[147.237. 72. 166 |l srael akaidf.il portscan: TCP O stributed Portscan 1
212.235. 98. 139 |147.237.72. 166 | srael aka.idf.il portscan: TCP O stributed Portscan 1
81.212.109. 229 (147.237.0.16 |[Turkey ny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
79.179.116.35  [147.237.77. 216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
183.91.215.6 147.237.0.19 |Korea, Republic of nedi matal .idf.il ET SOAN Behavi oral Lhusual ly fast inbound Tel net 1

Gonnections, Potential Scan or Brute Force
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|Top Attackers In FW |

At acker

ountry Target Address |Ste Signature

212.76.127. 44 |lIsrael 147.237.76.30 |hinush.idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 192

212.76.127. 219 |l srael 147.237.76.30 |hinush.idf.il Bl ock HTTP Non Conpl i ant Fai |l ed to handl e connection data noni t or 117

212.76.127.10 |[lsrael 147.237.77. 176 |natpash.idf.il  [Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 33

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30

212.76.127. 44 |lIsrael 147.237.77. 176 |natpash.idf.il  [Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 27

212.76.127. 111 [l srael 147.237.77. 176 |natpash.idf.il  [Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 23

2.52.128. 30 I srael 147.237. 72. 167 |i shurimaka. i df .i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 23

107. 167. 105. 34 |Wited Sates [147.237.77.216|dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 19

212.76.127. 219 |l srael 147.237.77. 176 |natpash.idf.il  [Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 18

212.76.127.10 |[lIsrael 147.237.76.30 |hinush.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 15

185. 32. 179. 161 |1 srael 147. 237.72. 166 |aka. i df .11 Streamng Engine: TCP Invalid  invalid segnent retransnissi on drop 12
Ret ransmi ssi on Packet dropped.

176.13.5.16  |Israel 147,237, 77, 243 |mbi e ich 11 | €M NG Engine: TCP Invalid Invalid segnent retransmssion. drop 12
Ret ransni ssi on Packet dropped.

212.179. 21. 194 I srael 147, 237.72. 167 |t shuri maka i o || €2M NG ENgine: TP Invalid - Jinval id segnent retransnissi on drop 12
Ret ransmi ssi on Packet dropped.

62.219.193.56 [l srael 147.237.72. 166 |aka.i df . Streaning Engi ne: TCP Invalid Invalid segnent retransmssion. drop 12
Ret ransni ssi on Packet dropped.

176.13.13.60 |[lsrael 147.237.76.30 |himush.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 11

40.77.167.75  |Uited Sates |147. 237, 76. 200 |eitan aka iar. i1 | SAM NG Engine: TCP Inval id Invalid segnent retransmssion. drop 10
Ret ransni ssi on Packet dropped.

121. 28. 150. 154 |Chi na 147.237. 77. 216 |dover.idf il SYN Att ack SYN - > SYN-ACK -> Ti neout rej ect 10

109. 253, 158. 29 |I srael 147.237.77. 243 |robi e i1 | €AMNg Engine: TP Invalid Invalid segnent retransmssion drop 9
Ret r ansmi ssi on Packet dr opped.

31.168.21.80 |[Israel 147,237, 77, 243 |mbi e i i1 | S NG Engine: TCP Invalid Invalid segnent retransmssion drop 9
Ret ransni ssi on Packet dropped.

82. 166. 140. 117 |I srael 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid Invalid segnent retransmssion drop 9
Ret r ansmi ssi on Packet dr opped.

109. 226. 60. 55 |Israel 147,237, 77, 243 |mbi e i i1 | S NG Engine: TCP Invalid Invalid segnent retransmssion drop 9
Ret ransni ssi on Packet dropped.

121. 28. 150. 154 |Chi na 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8

109. 65.83.62  |Israel 147.237.72. 166 |aka.i df . Streaning Engi ne: TCP Invalid Invalid segnent retransmssion. drop 8
Ret ransni ssi on Packet dropped.

176.13.4.212  |israel 147.237.77. 203 |rvi e i1 | €AM NG Engine: TCP Invalid - Jinvalid segnent retransnission drop 6
Ret ransmi ssi on Packet dropped.

109. 65. 158. 250 |1 srael 147.237. 77, 243 |mbi e i1 | €M NG Engine: TCP Invalid Invalid segnent retransmssi on. drop 6
Ret ransni ssi on Packet dropped.

77.126.41. 144 |Israel 147. 237.72. 166 |aka. i df .11 Streamng Engine: TCP Invalid  invalid segnent retransnissi on drop 6
Ret ransmi ssi on Packet dropped.

84.228. 187. 235 |l srael 147.237.72. 166 |aka.i df . Streaning Engi ne: TCP Invalid Invalid segnent retransmssion. drop 6
Ret ransni ssi on Packet dropped.

212.76.127. 111 [l srael 147.237.76.30 |hinush.idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or

46.19.85.75 I srael 147.237.76. 42 [refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or

46.19.85.170 |israel 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert

46.19.85.124 |Israel 147. 237.72. 166 |aka. i f .11 Streamng Engine: TCP Invalid  invalid segnent retransnissi on drop 6
Ret ransmi ssi on Packet dropped.

41.33.232.66  |Egypt 147. 237. 77. 216 |dover . i df . i | Bl ock HTTP Non Conpl i ant Fail ed to hand e connection data noni t or 6

46.19.85.170 [Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6

2.54.189. 233 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5

212. 143.142. 56 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 5

66.249.93.48 |Israel 147.237.76. 201 |e. atal .idf.il Geo-| ocati on enf or cenent Geo- | ocation i nbound enforcenent |drop 5

46.19.85.75 I srael 147.237.76. 42 [refuah.idf.il Bad TCP sequence Invalid ACK nunber alert 5

66.249. 93. 252 |l srael 147.237.76. 202 |e. hal ag.idf .il Geo- | ocati on enf or cenent Geo-1 ocation inbound enforcenent |drop 5

2.54.48. 236 I srael 147.237.77. 216 |dover.idf il SYN Att ack SYN -> SYN-ACK -> RST rej ect 5

195. 160. 242. 40 |l srael 147.237.72. 166 |aka.idf . il Bad TCP sequence Invalid ACK nunber noni t or 4

46.19. 85. 170 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 4

209. 88.198. 1 | srael 147.237.72. 166 |aka.idf. il dr op Frst packet isn't SN drop 4

195. 34. 150. 18 |Austria 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data noni t or 4

46.19. 86. 74 I srael 147. 237. 72. 166 |aka.i of .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 4

46.19.85.170 |Israel 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber noni t or 4

62. 210. 206. 180 |France 147.237.72. 217 |e.idf il Geo-1 ocat i on enf or cement Geo-| ocat i on inbound enf orcenent |drop 4

213.57. 244. 119 |l srael 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 4

46.120. 145. 67 |Israel 147.237.72. 166 |aka.i of .i SYN At t ack SYN - > SYN-ACK -> Ti neout rej ect 3

46.19.86.64  |Israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid Invalid segnent retransmssion. drop 3
Ret r ansmi ssi on Packet dr opped.

46.19. 85. 164 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Tar get Address |Site Sgnature Action ‘Count
37.26.149.152 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 113
2.54. 169. 254 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 71
109. 253. 146. 215|I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 56
37.26.148.249 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 21
176.13.4.78 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 21
80. 246. 137.219 [Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 17
85. 65.151. 0 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 16
66. 249. 79. 75 Lhited Sates [147.237. 77. 216 |dover.idf .il Mil ti pl e Unaut hori zed URL Access from 66. 249. 79. 75 B ock 8
207.232.27.5 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/mai n/ sachar/resources/ styl es/ B ock 4
81.218.241.26 |lsrael 147.237.77.216|dover.i df .i | Mil tipl e Unaut hori zed URL Access from 81.218. 241. 26 B ock 4
79.182.135. 132 |[Israel 147.237.76.42 |refuah.idf.il Suspi ci ous Response Code B ock 3
176.13.3.145  [israel 147.237.77. 243 |nobi | e. i df . i | Eaftar r'“g”;f dl\zarwgfstf;r 'gype Mol ation on mebile.idf.il/sachar/changepassvord |gy 3
69.197. 169. 202 |Wited Sates|147.237. 77.216|dover.i df .i | Mul tipl e Uhaut hori zed URL Access from 69. 197. 169. 202 B ock 3
138. 134. 102. 16 |l srael 147.237.77. 216 |dover.i df . i | Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 3
109. 253. 137. 227|1 sr ael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 3
46. 19. 85. 139 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
87. 69. 36. 210 I srael 147.237.77. 216 |dover.i df . i | Dstributed Whaut hori zed URL Access on waw i df.il/error.htm B ock 3
2.54.20. 97 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 3
176.13.5. 16 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 3
37.26.148.205 |israel 147.237.77. 243 |nobi l e. i df . i | Eaf;rrjekt"’etredm'ja::'n?g;sx% Mol ation on ubile.idf.il/sachar/changepassvord |y oo 3
46. 19. 85. 32 I srael 147.237.72. 166 |aka. i df . i | mu;kr:rl Lf.eidl /'\f; wgaﬁ\; :Apaysl i p. aspx B ock 2
31.168. 21. 80 I srael 147.237.77.243|nobi | e.i df . i | D stributed Suspici ous Response Code B ock
2.52.11.27 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock
37.26.148.133 |israel 147.237.77. 243 |nobi | . i df . i | Eaf;:e?fredmﬁa::zf;;sz‘ﬁ“ olation on mobile.idf.il/sachar/changepassword |y o\ 2
2.52.157.122 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
109. 253. 158. 29 |l srael 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code Bl ock 2
208.115.113.88 |lhited Sates|147.237.76.86 |navy.idf.il Unaut hori zed LRL Access to navy.idf.il/giyus/foruniasp/ showf or um asp B ock 2
109. 253. 195. 37 |Israel 147.237.77. 216 |dover.i df . il Uhaut hori zed URL Access to wwwuidf.il/tenpl at es/tenpl at econtrol s/ generic/ |B ock 1
213.57.244.119 |[lIsrael 147.237.77.216|dover.i df .i | Untraceabl e SSL Sessi ons: Qpen Mbde None 1
Unknown Par arret er
84.228.187. 235 |[lIsrael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenP aceHol der $ct | 13%ct | 01%ct | 03$chbl Quest i on$42 |None 1
in ww aka.idf.il/nain/giyus/questionnaire. aspx
176.13.22.132  |Israel 147.237.72. 166 |aka. i df . i | m”;’k“g_ iﬁr_?ﬁtnz n/c Lgfﬁf}itgaoyojfZm;fcphsa‘:hw$°t' 07y in None 1
69.197. 169. 202 |Wited Sates|147.237.72. 166 |aka. i df . il Lhknown Paranet er doci d in v aka. i df.il/kanhar/klali/default.asp None 1
66.249.66.176 |Lhited Sates|147.237.77.74 |lawidf.il Unaut hori zed URL Access to 147.237.77.74/sip_storage/files/ 8/ 1298. pdf  |B ock
131.253.25. 140 |lnited Sates|147.237.77. 216 |dover.idf.il Dstributed Whaut hori zed URL Access on waw i df.il/error.htm B ock
93.172.170.93 | srael 147.237.76.42 |refuah.idf.il i;t ;isgf’;gfj‘l;“:t”;hgsiﬁaerde dL/'?‘e :(:tcissss on B ock 1
212.76.106. 127 [Israel 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut hori zed Method for Known URL from 212.76. 106. 127 B ock
66.249.78.236 |[Lhited Sates|147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock
109. 253. 214. 169)I srael 147.237.77. 243|nobi L e. i off i1 | 0™ ?QfT.nysiﬁ'ﬁ Lﬁgngg‘é‘gzxf;d n Bock |1
46.19.85.75 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ styl ef shar ed/ reset . css B ock 1
213. 168. 248. 212|Irel and 147.237.77.216|dover. i df . i | Unknown HTTP Request Method PURGE in URL waw i df.il/english/ Bl ock 1
84.228.230.41 |Rulgaria 147.237.72. 166 |aka. i df . i | Unaut hori zed Method PCST for www aka.idf.il/main/ sachar/ about . aspx B ock 1
192, 118. 48. 248 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Method CPTI QNS for waw aka. i df . i1/ mai n/ sachar/ B ock 1
66. 249. 66. 179 Lhited Sates|147.237.77.74 [lawidf.il Unaut hori zed URL Access to 147.237.77. 74/ robot s. t xt B ock 1
80. 246. 133. 152 |l srael 147.237.76.31 |nakchal .idf.il |Uauthorized URL Access to 147.237.76. 31/ 894- he/ nakhal . aspx B ock 1
212.76.106. 127 [Israel 147.237.72. 166 [aka. i df . i | Unaut hor i zed Method HEAD for waw aka. i df . il/mai n/ gi yus/ B ock 1
121. 28. 150. 154 |Chi na 147.237.77.216|dover. i df . il Unaut hori zed URL Access to wa i df.il/894-he/ ~http:/ Bl ock 1
217.132. 26. 153 |lIsrael 147.237.72. 166 |aka. i df . i | Unhaut hori zed Method CPTIONS for waw aka.idf.il/sip storagel/files/7 B ock 1
69.197. 169. 202 |United Sates|147.237. 77. 216 |dover. i df . i | mu: z?r: f?io;ﬁz@igiﬁeﬁ ghar ed/ user cont r ol s/ header upper / Bl ock !
66. 249. 69. 33 Lhited Sates|147.237.77. 170 |naar achot . i df . i | [Unaut hori zed URL Access to 147.237.77. 170/ pdf / fil es/ 5/ 110005. pdf B ock
149.86.187.92 |Uhited Sates|147.237.72.166|aka. i df .i | SSL Untraceabl e Connection - Qpen Mde None 1
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