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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count |
81. 218. 241. 26 | srael 147.237. 72. 166 aka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 98
134. 147. 203. 115 Ger many 147.237.76.176 test.ncore.idf.il B ock Np Al Net dr op 2
219. 250. 177. 105 Korea, Republic of 147.237.77. 235 sviva.idf.il Bock Np Al Net drop 1
184.105.139. 116 Lhited Sates 147.237.77. 212 e. dover.idf.il Bock Np Al Net drop 1
182. 140. 167. 188 Chi na 147.237.8. 27 e.nadi matal .idf.il Bl ock_Up Al _Nets drop 1
185. 130. 5. 201 147. 237. 76. 200 eitan. aka.idf.il ock Wdp Al _Nets drop 1
184. 105. 139. 96 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il B ock Np Al_Net drop 1
184.105. 139. 124 Lhited Sates 147.237.77.179 e.nazi.idf.il B ock Np Al Net dr op 1
184. 105. 139. 76 Lhited Sates 147.237.77.178 e.natpash.idf.il Bock Np Al Net drop 1
205. 209. 185. 11 Lhited Sates 147.237.0. 34 tikshuv.idf.il B ock Np Al Net drop 1
184. 105. 139. 104 Lhited Sates 147.237.0. 17 m ny- kosher -kravi .idf . il B ock Np Al _Net drop 1
134.147. 203. 115 Cer many 147.237.0. 16 ny- kosher-kravi .idf .il ock Wdp Al _Nets drop 1
184. 105. 247. 208 Lhited Sates 147.237.72. 156 anan. i df.il ock_Wdp Al _Nets drop 1
184. 105. 139. 84 Lhited Sates 147.237.77. 19 | awforumidf.il B ock Np Al Net dr op 1
205. 209. 185. 11 Lhited Sates 147.237.8. 27 e.nadi matal .idf.il Bock Np Al Net drop 1
184.105. 139. 116 Lhited Sates 147.237.72. 217 e.idf.il Bock Np Al Net drop 1
185.94.111. 1 147.237.77. 212 e.dover.idf.il B ock_Udp Al _Nets drop 1
184. 105. 139. 88 Lhited Sates 147.237.77.216 dover.idf.il B ock Np Al _Net drop 1
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il ock Wdp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry rget Address |Site |Sgnature Devi ce Action |Count
66. 249. 64. 190 I srael 147.237.0. 34 tikshuv.idf.il |ClL000138: HITP. prefix 1.01 in the LR B ock 1
51. 255. 65. 39 Lhi ted Ki ngdom 147.237.77.233 |atal .idf.il C1000146: HTTP. AhrefBot craw er B ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
51. 255. 65. 52 United Ki ngdom 147.237.77.233 |atal .idf.il Cl000146: HTTP. AnrefBot craw er B ock 1
106. 38. 241. 106 Chi na 147.237.77.176  |matpash.idf.il |ClL000071: HTTP: User Agent Sogou+web+spi der B ock 1
51. 255. 65. 78 United Ki ngdom 147.237.77.233 |atal .idf.il C1000146: HITP. AhrefBot craw er Bl ock 1
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il Cl000071: HTTP:. User Agent Sogou+web+spi der B ock 1
66. 249. 64. 180 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the LRL B ock 1
106. 38. 241. 106 Chi na 147.237.77.233 |atal .idf.il C1000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
51. 255. 65. 14 United Ki ngdom 147.237.77.233 |atal .idf.il Cl000146: HTTP. AnrefBot craw er B ock 1




02-28-2016-06:04:04 to 02-28-2016-07:04:04

|Top Attackers In |D|

Target Address

At acker
Count ry

Signature

195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
82. 80. 89. 41 147.237. 72. 166 I srael aka.idf.il GPL SCAN nmap TCP 4
188. 120. 135. 12 |147. 237. 72. 166 || sr ael akaidf.il GPL SCAN nmap TCP 2
66. 249. 75. 223 |147.237.77.170|lhited Sates |mmarachot.idf.il ET SCAN NVAP -sA (2) 2
96.80.210. 70  |147.237.76.197 |Lhited Sates |e. hinush.idf.il ET SCAN NVAP -sS wi ndow 1024 1
82.117. 208. 243 [147. 237. 76. 199 e. nakchal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
185.130.5. 173 [147.237.0. 34 tikshuv.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
. - ET SCAN Behavi oral Wwsual |y fast Terminal Server Traffic,
185.130.5. 173 |147.237.0. 19 madi matal .idf.il . . 1
Potential Scan or Infection
139. 196. 57. 234 [147. 237. 72. 156 |Chi na anan.idf.il ET SCAN NMAP -sS wi ndow 1024 1
104.192.0.20 |147.237.76.44 |Uhited Sates |erefuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
104.192.0.19 [147.237.77.233|Wited Sates |atal.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
104.192.0.19  [147.237.76. 147 |tited Sates |chinuch. aka.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
104.192.0.19 |147.237.72.156 |Lhited Sates |anan.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
218.246.0.97 |147.237.77.234|thina hal ag.idf.il ET SCAN NVAP -sS w ndow 1024 1
94.102. 48. 193 [147. 237. 72. 166 [Net her | ands akaidf.il ET SCAN NMAP -sS wi ndow 1024 1
82.117. 208. 243 (147. 237.76. 177 ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
185.130. 5. 173 |[147.237.0.33 idf.il ET SCAN Potential VNC Scan 5900- 5920 1
185. 106. 92. 112 |147. 237. 77. 234 hal ag.idf.il ET SCAN NMAP -sS wi ndow 1024 1
104.192.0.20 [147.237.77.176|lhited Sates |natpash.idf.il ET SCAN NMAP -sS wi ndow 1024 1
104.192.0.20 [147.237.0.17 |uiited Sates |mny-kosher-kravi.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
104.192.0.19 |147.237.76.148|lhited Sates [gqcenter.aka.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
104.192.0.19 |147.237.76.30 |lhited Sates |himush.idf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
Sreaning BEngine: TGP Invalid i i ssi
176.13.2.115  |Israel 147.237.72. 166 |aka. i f .11 9 =9 nval i d segnent retransmssi on. drop 18
Ret r ansm ssi on Packet dr opped.
109. 65. 96. 187 |l srael 147.237.72. 166 [aka. i df . i | Bad TCP sequence noni t or 17
Sreaning BEngine: TCP Invalid i i ssi
173.3.143.64  |Wited Sates |147.237.76.31 |nakchal .idf.il 9 =g Inval i d segnent retransmssi on. drop 10
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
2. 54. 18. 250 I srael 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segrent retransmssion. drop 9
Ret r ansm ssi on Packet dropped.
Sreaning BEngine: TGP Invalid i i ssi
46.19. 85. 78 I'srael 147. 237. 77. 243 |nubil e, i of . i1 9 =g Inval i d segnent retransmssi on. drop 9
Ret r ansm ssi on Packet dr opped.
109. 65. 96. 187 |l srael 147.237.72. 166 |aka.idf .i | SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 8
109. 65. 96. 187 | srael 147.237. 72. 166 |aka. i df .i | dr op Frst packet isn't SN drop 8
109. 65. 96. 187 |l srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d AGK nunber aert 8
109. 65. 96. 187 |l srael 147. 237. 72. 166 |aka. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 8
41. 33.232. 66 Egypt 147.237. 77. 216 |dover.i df .i Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 6
84.110. 144.86 |lsrael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 6
Sreaning Engine: TQP Invalid i i sSi
37.46.34.75 I srael 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segent retransmssion. drop 6
Ret r ansm ssi on Packet dropped.
81.218. 241. 26 | srael 147.237.72. 166 |aka. i df .il dr op Frst packet isn't SWN drop 6
Sreaning Engine: TGP Invalid i i SSi
2.52.42. 95 I srael 147.237. 77. 243 |robi 1 e. i of . i 9 =g vl i d segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.
212.143.142.56 |[Israel 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
. . SYNHAK retransmit with different .
185.32.179. 132 |lIsrael 147.237.72. 166 |aka. i df .i Bad TCP sequence vi ndow scal @ noni t or 4
37. 46. 39. 149 I srael 147.237.72. 166 [aka. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or
46.121.118.2 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Invalid ACGK nunber aert
Sreaning Engine: TGP Invalid i i SSi
66.249. 78. 146  |United Sates |147.237.72. 166 |aka idf.il 9 =g nval i d segnent retransmssi on. drop 4
Ret r ansmi ssi on Packet dr opped.
46.121.118.2 I srael 147.237.72. 166 |aka. i df i Bad TCP sequence Invalid AGK nunber noni t or
195. 34.150. 18  |Austria 147.237.77. 216 |dover.idf. il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or
Sreaning Engine: TAP Invalid i i sSi
2.54.42.121 I'srael 147. 237. 72. 167 |i shuri maka i df . i 9 =9 Invalid segent retransmssion. drop 3
Ret r ansm ssi on Packet dropped.
94.77.196.82  |Sudi Aabia [147.237.77.216|dover.idf.il Bl ock HTTP Non Conpl i ant Feiled to handl e connection data noni t or
79.183.179.52 |lsrael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop
reaming BEngine: TCP Invali i i Ssi
2.54.47.233 I srael 147.237. 72. 166 |aka. i df .| Streaning Engine: TCP Invalid  |imvalid segnent retransnissi on drop 3
Ret ransm ssi on Packet dr opped.
Sreaning BEngine: TP Invalid i i ssi
5.22.134.206  |Israel 147.237.72. 166 |aka i df .i 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
reaming BEngine: TCP Invali i i Ssi
2.52.189.249  |israel 147.237.77. 243 |moti 1 e i or. iy |1 SAMNG Engine: TP Invalid  invalid segnent retransnission drop 3
Ret ransm ssi on Packet dr opped.
Sreaning BEngine: TP Invalid i i ssi
149.78.41.69  |Israel 147.237.72. 166 |aka i df .i 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
reaming BEngine: TCP Invali i i Ssi
2.54.63. 235 I srael 147.237. 72. 166 |aka. i df .| Streaning Engine: TCP Invalid  |imvalid segnent retransnissi on drop 3
Ret ransm ssi on Packet dr opped.
Sreaning BEngine: TP Invalid i i ssi
109. 66. 187. 109 |Israel 147.237.72. 166 |aka. i of .11 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
reaming BEngine: TCP Invali i i Ssi
176.13.10.157 |israel 147.237. 72. 166 |aka. i df .| Streaning Engine: TCP Invalid  |imvalid segnent retransnissi on drop 3
Ret ransm ssi on Packet dr opped.
Sreaning BEngine: TP Invalid i i ssi
2.54.156.160 | srael 147.237.72. 166 |aka i df .i 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i ssi
46.19. 86. 24 I'sr ael 147.237.77. 243 |nobi l . i df . i g =g nvalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dr opped.
Sreaning BEngine: TGP Invalid i i ssi
2.52.128.63  |Israel 147.237. 77. 243 |nobi L e. i f . 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i ssi
79.180. 227. 232 | srael 147.237. 72. 166 |aka. i df . i g =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dr opped.
Sreaning BEngine: TGP Invalid i i ssi
109. 253. 131. 45 |Israel 147.237.72. 166 |aka. i f .11 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
2.54. 46. 67 I srael 147.237.0.19 |nadimatal.idf.il|SYN At t ack SYN -> SYN-ACK -> RST rej ect 3
Sreaning BEngine: TGP Invalid i i ssi
37.26.147.135 |israel 147. 237. 72. 166 |aka. i f . i1 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i sSi
5.22.131. 91 I srael 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
46.120.130.14 |Israel 147.237.72. 166 |aka i df .i | Bad TCP sequence Invalid ACK nunber noni t or
2.52.128.63 I srael 147.237. 77. 243 |nobi l e.i df . | SYN At t ack SYN -> SYN-ACK -> RST rej ect
37.26.147.181 |lIsrael 147.237.77. 176 |nat pash. i df .i| Bad TCP sequence Inval id ACK nunber noni t or
. . SYNPAK retransmit with different .
79.183.179.52 |lsrael 147.237.72. 166 |aka. i df.il Bad TCP sequence vi ndow scal e noni t or 2
Sreaning Engine: TQP Invalid i i sSi
207.46.13.109 |wited Sates |147.237.72. 166 |aka.idf.il 9 =9 Invalid segent retransmssion. drop 2
Ret ransm ssi on Packet dropped.
213.57.155.92 |Israel 147.237.72. 166 |aka i df .i | Bad TCP sequence Invalid ACK nunber aert 2
46.121. 66. 37 I srael 147.237.72. 166 [aka i df . i | Bad TCP sequence Inval id ACK nunber noni t or 2
188. 120. 154. 124/l srael 147.237.72. 166 [aka. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 2
79.183.179.52 |Israel 147.237.72. 166 |aka i df .i | Bad TCP sequence Invalid ACK nunber noni t or 2
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Streaning Engine: TGP Invalid Inval i d segnent retransnission.

148. 251. 21. 227 |Ger man 147.237.72. 166 |aka. i df . il o
Y Ret ransm ssi on Packet dr opped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
2.54. 46. 67 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 202
109. 253. 145. 202/l sr ael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 44
66. 249. 79. 75 Uited Sates |[147.237.77.216|dover.idf.il Ml tipl e Unauthorized URL Access from 66.249. 79. 75 B ock 18
93.173.241.28 |lsrael 147.237.72. 166 |aka. i df . i | Mil tipl e Wnaut horized URL Access from 93.173.241. 28 B ock 13
. . . Paraneter Type M ol ati on Qurrent Password in
109. 253. 159. 133|l srael 147.237.77.243|nobi | e. i df . i | nobi | e, i df .1 | / sachar / changepassvor d B ock 9
46. 19. 85. 186 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response CGode B ock 9
93.173.241.28 |lIsrael 147.237.72. 166 |aka. i df . i | PHP At tenpt B ock 7
176.13.17. 114  |Israel 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Code B ock 5
109. 253. 202. 114 /1 sr ael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response CGode B ock 4
46. 19. 86. 24 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
149. 78. 40. 210 |Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
2.52.128. 107 I srael 147.237.0.19 |nadimatal .idf.il D stribut ed Suspici ous Response Gode B ock 3
109. 66. 115. 42 |l srael 147.237.77.243|nobi l e. i df . i | O stributed Suspicious Response Code B ock 2
82.102.169. 113 [Israel 147.237.77.216|dover.idf .il D stributed Unaut hori zed URL Access on waidf.il/error.htm B ock 2
2.52.128.63 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response CGode B ock 2
46.19. 85. 121 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
176.13.19. 209 |Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
46. 19. 85. 188 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response CGode B ock 2
2.52.10. 82 I srael 147.237.77.243|mobi l e. i df . i | D stributed Suspici ous Response Code B ock 2
80.179.9.7 I srael 147.237.77.216|dover.idf.il D stributed Unaut hori zed URL Access on waidf.il/error.htm B ock 2
2.52.42.95 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response CGode B ock 1
. m ny- kosher - kr avi . i . o
66.249. 69. 143 |lhited Sates 147.237.0. 17 df il SS. Untraceabl e Gonnection - Uhknown Server Certificate None 1
190. 245. 118. 194|Argenti na 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Qpen Mde None
46.19. 85. 78 | srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock
131.253.25.240 |lhited Sates |147.237.77.216|dover.idf .il Lhaut hori zed URL Access to wwnidf.il/error. htm B ock 1
. - Unaut hori zed URL Access to
46.121.137.135 [Israel 147.237.72. 166 |aka. i df . i | o aka i o i1/ i n sachar / undefi ned B ock 1
. . D stributed Unaut hori zed Method for Known URL on
176. 13. 14. 96 I srael 147.237.72.166|aka. i df . i | ww aka. i df . i | / nai 1/ sachar/ vi ewpaysl i p. aspx Bl ock 1
66.249.78.146 |lhited Sates [147.237.72.166|aka. i df . il Unaut hori zed URL Access to wan aka.idf.il/val tam B ock 1
195. 64. 208. 129 R‘SIS::I”im 147.237.77. 216 |dover . i df . i | SSL Untraceabl e Connection - Cpen Mode None 1
148. 251. 21. 227 |Ger nany 147.237.72. 166 [aka. i df . i | Ml ti pl e Uhaut horized URL Access from 148, 251. 21. 227 B ock 1
66.249.64.166 |Lnited Sates |147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ robots. t xt B ock 1
198. 20. 69. 74 Lhited Sates 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
. - Unaut hori zed URL Access to
148. 251. 21. 227 |Ger many 147.237.72. 166 |aka. i df . i | vaw aka. i df i |/ nai v gi yus/ undef i ned/ Bl ock 1
66. 249 64. 171 Uited Sates 147.237.77. 233 |atal i df il Uhaut hori zed LRL Access to waw atal .idf.il/925-he/ abmun opx B ock 1
aspx. NP'UOALNI N
68.180.228.112 |lhited Sates [147.237.77.216|dover.idf.il Lhaut hori zed LRL Access to waw i df.il/kanar B ock 1
www. chamat z. aka. i df ) )
148. 251. 21. 227 |Ger many 147.237.77. 226 i Mil ti pl e Uhaut horized URL Access from 148. 251. 21. 227 B ock 1
93.173.241.28 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to ww aka. i df.il/aj ax/ updat est at us. php |Bl ock 1
m ny- kosher - kr avi . i ' i
66.249 69. 143 |wnited Sates 147. 237. 0. 17 fT]/ Mil tiple Lhtraceabl e SSL Sessions from 66. 249. 69. 143 (Unknown None 1
df.il Server Gertificate)
. . D stributed Unaut horized Method for Known URL on
5.22.131.91 I srael 147.237.72.166|aka. i df . i | ww aka. i df . i | / nai 1/ sachar/ vi ewpaysl i p. aspx Bl ock 1
. . Par aneter Type M ol ation ctl 00$Cont ent A acetbl der 1$t xt Last Nare
185.3.147.186 |l srael 147.237.76.42 |refuah.idf.il in ww refua atal i df.il/ 1518 hel ref uah, aspx B ock 1
. . Unaut hori zed Met hod HEAD for
109. 253. 222. 179|lI srael 147.237.72.166|aka. i df . i | ww aka. i df . i | / nai 1V sachar/ vi ewpaysl i p. aspx Bl ock 1
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