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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action |Count
212.179. 54. 237 | srael 147.237.72. 166 aka.idf.il B ock_ Wp Al _Nets drop 3
134. 147. 203. 115 Ger many 147.237.72. 167 ishurimaka.idf.il |[Bock Np Al Net drop 2
105. 155. 42. 114 Mor occo 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
179. 43. 144, 33 Shit zerl and 147.237.77. 243 nobi | e.idf.il Block Np Al Net drop 1
115. 239. 228. 10 Chi na 147.237.0. 34 tikshuv.idf.il JIMPurple Gon Linit Htp drop 1
185. 130. 5. 231 147.237.77. 235 svivaidf.il B ock Wp Al _Nets drop 1
205. 209. 185. 11 Lhited Sates 147.237.77. 19 lawforumidf.il B ock Np Al _Net drop 1
179. 43. 144, 33 Sntzerl and 147.237.0. 35 akaws. i df.il B ock Np All _Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Count |
66. 249. 64. 185 I srael 147.237.0. 34 tikshuv.idf.il |ClL000138: HITP. prefix 1.01 in the LR B ock 2
162. 210. 196. 97 Lhited Sates 147.237.72.166 |aka.idf.il C1000074: HTTP. naj estic bot B ock 2
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il C1000071: HTTP: User Agent Sogou+web+spi der Bl ock 2
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP. User Agent Sogou-+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.176  |matpash.idf.il |ClL000071: HTTP: User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.233 |atal .idf.il C1000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry Ste |Signature

66. 249. 78. 167 147.237.76. 42 Lhited Sates refuah.idf.il ET SCAN NVAP -sA (2) 168
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP wth fake user agent 3
66. 249. 66. 39 147.237.77. 74 Lhited Sates lawidf.il ET SCAN NVAP -sA (2) 2
12.9.106. 137 147. 237.76. 199 Lhited Sates e. nakchal .idf.il ET SCAN Potential SSH Scan 1
12.9.106. 137 147. 237.72. 166 Lhited Sates akaidf.il ET SCAN Potential SSH Scan 1
12. 9. 106. 137 147.237.0. 34 Lhited Sates tikshuv.idf.il ET SCAN Potential SSH Scan 1
179. 182. 58. 195 147.237.77. 212 Brazil e.dover.idf.il ET SCAN NMAP -sS w ndow 2048 1
12.9.106. 137 147.237.0.19 Lhited Sates nadi matal .idf.il ET SCAN Potential SSH Scan 1
12. 9. 106. 137 147. 237.77. 233 Lhited Sates atal.idf.il ET SCAN Potential SSH Scan 1
12.9.106. 137 147.237.77. 212 Lhited Sates e.dover.idf.il ET SCAN Potential SSH Scan 1
12.9.106. 137 147.237.77.19 Lhited Sates lawforumidf.il ET SCAN Potential SSH Scan 1
12. 9. 106. 137 147. 237. 76. 201 Lhited Sates eatal.idf.il ET SCAN Potential SSH Scan 1
12.9.106. 137 147. 237.76. 148 Lhited Sates ggcenter. aka. i df . i1 ET SCAN Potential SSH Scan 1
12.9.106. 137 147.237.72.14 Lhited Sates dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
12. 9. 106. 137 147.237.0. 33 Lhited Sates idf.il ET SCAN Potential SSH Scan 1
179. 182. 58. 195 147.237.77. 212 Brazil e. dover.idf.il ET SCAN NVAP -f -sS 1
12.9.106. 137 147.237.0. 16 Lhited Sates ny- kosher - kravi .i df . | ET SCAN Potential SSH Scan 1
12. 9. 106. 137 147. 237.77. 227 Lhited Sates e. hanaz. i df .il ET SCAN Potential SSH Scan 1
12.9.106. 137 147. 237.77. 179 Lhited Sates e.nazi.idf.il ET SCAN Potential SSH Scan 1
12.9.106. 137 147. 237.76. 202 Lhited Sates e.halag.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
194. 30. 134. 180 |Cyprus 147.237.72. 166 |aka. i df .i drop SAMrule drop 70
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
Sreaning Engine: TGP Invalid i i ssi
46.19.86.141  |Israel 147. 237.77. 243 |nobile. i o . | 9 =g Invalid segnent retransmssion. . 24
Ret ransm ssi on Packet dropped.
109. 66. 6. 118 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
41.33.232.66 Egypt 147. 237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor
Sreaning Engine: TQP Invalid i i Ssi
66.249.69.30  |Lhited Sates |147.237.77. 243 [nobile idf. il g =g Invalid segnent retransmssion. | 6
Ret r ansm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
93.173. 152. 249 i srael 147.237.77. 243 |nubi 1 e.i o i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i Ssi
176.13.1.125 [ srael 147.237.77. 243 |nobi l . i df . i | g =g Invalid segnent retransmssion. | 6
Ret r ansm ssi on Packet dropped.
87. 68. 73. 250 I srael 147. 237.72. 166 |aka. i df . i | SYN At t ack SYN -> SYN-ACK -> Tineout |[reject
37. 46. 39. 156 I srael 147.237.72. 166 |aka.i df . i | Bad TCP sequence I'nval i d AGK nunber noni t or
195. 154. 173. 103|France 147.237.77. 216 |dover.idf .il drop SAMrule drop
Sreamng Engine: TCP Invalid i i ssi
71.224.195.47 |Uited Sates [147.237.76.31 [nakehal .idf.il 9 =g Invalid segnent retransmssion. |, 4
Ret r ansmi ssi on Packet dropped.
212.143.142.56 |lsrael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop
195.34.150.18 |Austria 147.237. 77. 216 |dover.idf .i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nenitor
Sreaning Engine: TCP Invalid i i ssi
109. 253. 143. 232|i srael 147.237. 77. 243 |robi 1 e. i of . i | 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i SSi
46.19. 86. 24 I'srael 147.237.77. 243 |nobi l e. i df .| 9 =g Inval id segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
197. 160. 83. 53  |Egypt 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 3
94.77.196.82  [Soudi Arabia  |147.237.77.216 [dover.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data [monitor (3
84.94. 63. 157 I srael 147.237.72. 166 |aka. i df .i drop First packet isn't SN drop 2
24.237.158. 6 Lhited Sates |147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
182.118.21.219 |China 147.237.77. 176 |mat pash. i df .i | SYN At ack SYN -> SYN-ACK -> Tineout |[reject 1
216.155.131.76 |Uited Sates |147.237.77.216 |dover.idf.il Drectory Traversal directory traversal overflow noni t or 1
74.82.47.55 Lhited Sates |147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
195. 154. 173. 103|France 147.237.77. 176 |nat pash. i df .i | drop SAMrule drop 1
184.105. 139. 103|Uhited Sates |147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 243|United Sates |147.237.0.16 |ny-kosher-kravi.idf.il |SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
197.160.83.53  |Egypt 147. 237. 77. 216 |dover. i df . i1 Bad TCP sequence SYNPACK retransmt with monitor |1
different wndow scal e
184. 105. 247. 239|Wnited Sates  [147.237. 77. 178 |e. nat pash. i df . i1 Geo- | ocati on enf or cenent i?;'rggzsmon I nbound drop 1
184.105. 139. 74 |wnited Sates [147.237.77. 227 |e. hanaz. i of .i Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
216.218.206.80 |lhited Sates |147.237.77.121|e navy.idf. il Geo- 1 ocati on enf or cenent Geo-I ocat i on i nbound drop 1
enf or cenent
80.244.81.191 [Sweden 147.237.77. 216 |dover.idf .il D rectory Traversal directory traversal overflow moni tor |1
184. 105. 139. 108|hited Sates |[147.237.8.24 |elifestyleidf.il Geo-1 ocation enf or cenent Ceo-I ocati on i nbound drop 1
enf or cenent
146. 185. 239. 102 R‘F Sf:;”i o 147.237.76.30 |hi nush.idf. il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
Anonynous R ‘ ) .
93. 115. 95. 205 Proxy 147.237.77. 216 |dover.idf .il Drectory Traversal directory traversal overflow monitor |1
199.27.242.227 |Wited Sates [147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d AGK nunber alert
188. 138.9. 49 Ger many 147.237. 77. 216 |dover.idf.il D rect ory Traver sal directory traversa overflow noni t or
38.229.1.15 Wited Sates [147.237.0.17 [TV kosher-kravi.id |oyN At ack SYN -> SYN-ACK -> RST rej ect 1
184.105. 139.83 |lhited Sates |147.237.76. 148 |gqcenter. aka.idf.il drop drop 1
141.8.183. 16 R‘Sf:;”ion 147. 237. 77. 176 |nat pash. i of . i | SYN Att ack SYN -> SYN-ACK -> Timeout |reject 1
216.218.206.82 |tited Sates |147.237.77.212 |e dover.idf.il Geo- | ocati on enf or cement Geo-1 ocati on i nbound drop 1
enf or cenent
184. 105. 139. 126|United Sates [147.237.77.234 |halag.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
162.247.72.217 |Uited Sates [147.237.77.216 |dover.idf.il Drectory Traversal directory traversal overflow noni t or 1
199.27.242.227 |Wited Sates [147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d AGK nunber monitor |1
74.82. 47.34 Lhited Sates |147.237.8.14 e orchot.icf.il Geo- 1 ocati on enf or cenent Go- | ocati on i nbound drop 1
enf or cenent
38.229.1.15 Lhited Sates |147.237.72. 167 |ishurimaka.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
184.105.139.99 |[Uhited Sates |147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
Russi an s SYNtACK retransmt wth )
141.8.183. 16 eration 147.237.77. 176 |nat pash. i df .i | Bad TCP sequence different vi ndow scal e moni tor |1
216.218.206.90 |lhited Sates |147.237.77. 212 |e. dover.idf.il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
84. 94. 63. 157 I srael 147. 237.72. 166 |aka. i df . i | SYN At t ack SYN -> SYN-ACK -> Tineout |[reject 1
197. 160. 83.53  |Egypt 147. 237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber noni t or 1
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|Top Attackers In V\AF|

At acker

Devi ce

ountry ‘Target Address |Site Sgnature Acti on ‘Count
66.249.79.75 |Whited Sates |147.237.77.216|dover.idf.il Mil tipl e Uhaut horized URL Access from 66.249. 79. 75 B ock 12
) . . Unhaut hori zed URL Access to
207.46.13.133 |lhited Sates [147.237.72. 166 |aka. i df .i | v aka. i df i |/ m| i nd common/ i ncl udes/ bi gnevewnd. asp B ock 1
69.244.85. 145 |Wited Sates |147. 237. 72. 166 |aka. i df . i | thauthori zed URL Access to v aka.idf.il/nain/giyus/en B ock 1
espanol aspx
46. 19. 86. 24 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code B ock 1
120.28.191.4 |Philippines [147.237.77.216|dover.idf.il Dstributed Whaut hori zed URL Access on waw i df.il/error.htm B ock 1
79.178.16.101 |[lIsrael 147.237.72. 166 |aka. i df . i | SSL Uhtraceabl e Connection - (pen Mde None 1
) - . Unhaut hori zed URL Access to
66.249.64. 119 |lhited Sates [147.237.76.86 |navy.idf.il navy. i df . i | / 994- 8613- he/ navy. aspx. aspx Bl ock 1
120.28.191.5 |Philippines [147.237.77.216|dover.idf.il Dstributed Waut hori zed URL Access on waw i df.il/error. htm B ock 1
66.249.83.158 |lLhited Sates |147.237.77.216|dover.idf.il D stributed Unaut horized URL Access on waidf.il/error. htm Bl ock 1
79.178.35.113 |Israel 147.237.72.166 |aka. i df . i | Wnknown Parameter VI EVBTATEENCRYPTED i n None 1
wan aka. i df . i |/ mai n/ sachar/ nas. aspx
66.249. 64. 234 |lLhited Sates |147.237.77.233|atal .idf.il D stributed Unauthori zed LRL Access on 147.237.77.233/robots. txt |B ock 1
120.28.191.6 |Philippines [147.237.77.216|dover.idf.il Dstributed Lhaut hori zed URL Access on v idf.il/error.htm B ock 1
) . . Paraneter Type M ol ati on PageNumin
68.180.230.29 [Wited States |147.237.77.176 [nat pash. i df . i | v cogat . i df i | / 901~ he/ cogat . aspx Bl ock 1
. . URL is Above Root Directory
80.244.81. 191 |Sueden 147.237.77. 216 [dover . i df . i | v idf.il/../shared/clientscripts/jquery/jquery-1.4.2.mn.js Bl ock !
Unhaut hori zed URL Access to
66.249.66.69 |Lnited Sates |147.237.77.176 |mat pash. i df . i | W cogat . i df . i 1/tenpl at es/ shar ed/ user cont rol s/ nor ei nf o/ ti chnun. yo |Bl ock 1
sh@nai | . com
176.13.1.125 |Israel 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Gode B ock
68. 180. 230. 244 |Lhited Sates [147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robot s. t xt Bl ock
) m ny- kosher - kravi . i . o
38.229.1.15 Lhited Sates |147.237.0. 17 df il SSL Wntraceabl e Gnnection - Lhknown Server Certificate None 1
93. 173. 152. 249 [l srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
66.249.69.30 |lhited Sates [147.237.77.243|nobil e.idf.il Suspi ci ous Response Code B ock 1
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