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|Top Attackers | n DDoS- Def ence |

Attacker Address \Attacker Country |Target Address Site Signature Device Action |Count
82. 145. 219. 100 Eur ope 147.237.77. 216 dover.idf.il Bl ock_Ip Véb In drop 13
217.26.171. 188 Mol dova, Republic of 147.237.76.176 test.ncore.idf.il L4 Source or Dest Port Zero dr op 2
134.147. 203. 115 Ger nany 147.237.72. 217 e idf.il Block Np All Net drop 2
184. 105. 247. 234 Lhited Sates 147. 237.72. 217 eidf.il Block Wdp All Nets drop 1
216. 218. 206. 71 Lhited Sates 147.237.8. 28 e. nobil e-ks.idf.il Bl ock Udp Al _Nets drop 1
119. 92. 133. 104 Phi | i ppi nes 147.237.76. 176 test.ncore.idf.il Bl ock_Ulp Al _Nets drop 1
185. 130. 5. 201 147.237.77. 234 hal ag.i df.il Bl ock Wdp All Nets drop 1
119. 92. 133. 104 Phi | i ppi nes 147.237.76. 177 ncore.idf.il Bl ock_Udp All _Nets dr op 1
205. 209. 185. 11 Lhited Sates 147.237.0. 33 idf.il Block Np All Net drop 1
205. 209. 185. 11 Lhited Sates 147.237.77. 176 nat pash. i df . i | Block Np All Net drop 1




02-28-2016-03:04:08 to 02-28-2016-04:04:08

|Top Attackers In IPS|

Attacker Address

|Attacker Gountry

arget Address

|Site

Devi ce Action |Oount

106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il Cl000071: HTTP: User Agent Sogou+web+spi der B ock 6
61.135.189. 121 Chi na 147.237.77.216 |dover.idf.il Cl000071: HTTP: User Agent Sogou+web+spi der B ock 4
66. 249. 64. 185 | srael 147.237.0. 34 tikshuv.idf.il |CL000138: HITP. prefix 1.01 in the LR Bl ock 1
106. 38. 241. 106 Chi na 147.237.77.233 |atal .idf.il C1000071: HTTP. User Agent Sogou+web+spi der B ock 1
66. 249. 64. 190 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the UR B ock 1
165. 225.130. 109  |Lhited Sates 147.237.77.216 |dover.idf.il C1000016: HTTP. administrator in UR B ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.176 |natpash.idf.il [Cl000071: HTTP: User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66.249.75.231 |147.237.77.170|Wited Sates |[mmarachot.idf.il ET SCAN NVAP -sA (2) 2
195. 216. 176. 244|147. 237. 76. 42 |Latvia refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
98.119. 105. 221 |147.237.0.200 |lLhited Sates |mdu.idf.il ET SCAN NVAP -f -sS 1
183, 85, 191 129 |147. 237 76. 34 |chi na yobal an i f i1 ET SI:AN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
59. 45. 79. 117 147. 237.72.14 |China dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
165. 225. 130. 109(147. 237. 77. 216 |Lhited Sates |dover.idf.il SERVER- WEBAPP admi n. php access 1
104. 209. 136. 93 |147.237. 76. 196 |Lhited Sates |e.svivaidf.il ET SCAN Potential SSH Scan 1
104. 209. 136. 93 |147.237.76.31 |lLhited Sates |nakchal .idf.il ET SCAN Potential SSH Scan 1
104. 209. 136. 93 |147.237.0.16 |lhited Sates |ny-kosher-kravi.idf.il ET SCAN Potential SSH Scan 1
213.238.176. 44 |147.237.76. 202 [Turkey e halag.idf.il ET SCAN NVAP -sS w ndow 1024 1
104. 44, 133. 108 |147.237.76. 197 [Lhited Sates |e. hinush.idf.il ET SCAN NMAP -sS wi ndow 1024 1
198. 20. 69. 74 147.237.76.31 [lnited Sates |nakchal .idf.il ET CROP Dshiel d B ock Listed Source 1
98.119. 105. 221 |[147.237.0.200 |lLnited Sates |ndu.idf.il ET SCAN NMAP -sS wi ndow 2048 1
195. 216. 176. 244|147. 237.76. 34 |Latvia yohal an.idf.il ET SCAN NMAP -sS wi ndow 1024 1
82.117. 208. 243 |147.237.0.19 nedi matal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
185. 106. 94. 240 |147.237.72. 217 eidf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237. 77. 226 |Chi na waw chanat z. aka. i df .i1  [ET SCAN Potential SSH Scan 1
180. 245. 188. 142(147. 237. 77. 212 |l ndonesi a e.dover.idf.il ET &AN Behavi oral Lhusual ly fast inbound Telnet Connections, 1
Potential Scan or Brute Force
59. 45. 79. 117 147.237.0.16 [China ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
114.112.90.54  |147.237.76.42 |China refuah.idf.il SERVER APACHE Apache SSI error page cross-site scripting 1
104. 209. 136. 93 |147.237. 76. 148 |Lhited Sates |gocenter.aka.idf.il ET SCAN Potential SSH Scan 1
104. 209. 136. 93 |147.237.0.17 |Uited Sates |mny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
104. 44. 133. 108 |147.237.76. 197 [Lhited Sates |e. hinush.idf.il ET SCAN NMAP -sS wi ndow 4096 1
213.165.89.84 [147.237.76.31 |Germany nakchal . i df.il ET SCAN Potential SSH Scan 1
98.119. 105. 221 |[147.237.0.200 |lnited Sates |ndu.idf.il ET SCAN NMAP -sS wi ndow 4096 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address [Ste Signature
41.33. 231. 90 Egypt 147.237.77. 216 |dover.i df .i | drop SAMrule drop 30
S reaning Engi ne: TCP i i ssi
80.178.202. 238 | srael 147.237.77. 243 |robi L e. i of . i1 M NG ENQINE. 1L i nval i d segnent retransnissi on. Packet drop 12
I nval i d Retransnissi on|dropped.
oo Bl ock HTTP Non ) )
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il . Fail ed to handl e connection data nonitor |6
Conpl i ant
212. 143.142.56 |lsrael 147.237. 77. 216 |dover.idf.il drop First packet isn't SYN drop 5
reamng Engi ne: T i i ssi
213.57.226.203 | srael 147.237.72. 166 |aka.i df . Streamng Engine: TCPinvalid segment retransmssion. Packet drop 4
I nval i d Retransmi ssi on|dropped.
) . Bl ock HTTP Non i ) )
195. 34. 150. 18 Austria 147.237.77. 216 |dover.idf.il . Fai l ed to handl e connection data nmonitor |4
Conpl i ant
S reaning Engi ne: TCP i i ssi
185.3.144.92  |Israel 147.237.72. 166 |aka.i df . i1 M NG ENQIne: 1L finvalid segnent retransmission. Packet drop 3
I nval i d Retransnissi on|dropped.
) ) o Bl ock HTTP Non ) ) )
94.77.196. 82 Saudi Arabia  |147.237.77.216 |dover.idf.il . Fail ed to handl e connection data monitor |3
Conpl i ant
S reaning Engi ne: TCP i i ssi
185. 120. 126. 50 147. 237.72. 166 |aka. i df .11 M NG ENQINE. 1L Inval i d segnent retransmissi on. Packet drop |3
I nval i d Retransnissi on|dropped.
Sreaning Engi ne: TCP i i
109. 64.31.203  |Israel 147.237.72. 166 |aka.i df . M NG ENQINE. 1L Inval i d segnent retransmssi on. Packet drop 3
I nval i d Retransmi ssi on|dropped.
Sreanming Engi ne: TCP i i ssi
66.249.60.30  |Wnited Sates [147.237.77.243|nobile.idf.il M Ng tngine. L7 finvalid segnent retransmission. Packet drop 3
I nval i d Retransmi ssi on|dropped.
Russi an e Streanming Engi ne: TCP|invalid segnent retransmission. Packet
93. 158. 152. 6 . 147.237.72. 166 |aka.idf .il . .. droj 3
Federati on I nval i d Retransnissi on|dropped. P
. Véb Server ! ) )
2.54.171.122 | srael 147.237.77. 234 |hal ag.idf .il . Vb Servers S ow HITP Denial of Service rej ect 2
Enforcenent Mol ation
S reanmi ng Engi ne: TCP i i ssi
66.249.78.146 |Wnited Sates |147.237.72.166|aka idf.il M NG ENQINE. 1L I nval id segnent retransnissi on. Packet drop 2
I nval i d Retransnissi on|dropped.
S reaning Engi ne: TCP i i ssi
148. 251. 21. 227 |Ger many 147.237.72. 166 |aka. i of .i | M NG ENQIne: 1L finvalid segnent retransmssion. Packet drop 2
I nval i d Retransnissi on|dropped.
) S Bl ock HTTP Non ) ) )
54.162. 16. 100 Lhited Sates |147.237.77.74 |lawidf.il . Fail ed to handl e connection data nmonitor |2
Conpl i ant
. . Bl ock HTTP Non _ _ .
75.126. 221. 55 Lhited Sates |147.237.77.74 |lawidf.il . Fail ed to handl e connection data monitor |2
Conpl i ant
) o Bl ock HTTP Non ) ) )
54.162. 16. 100 Lhited Sates |147.237.77.216 |dover.idf.il . Fail ed to handl e connection data nmonitor |2
Conpl i ant
Bl ock HTTP Non
75.126. 221. 55 Lhited Sates |147.237.77.216|dover.idf.il . Fail ed to handl e connection data monitor |2
Conpl i ant
149. 255. 232. 128]Iraq 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 2
S reaning Engi ne: TCP i i ssi
131.253.25. 235 [Wnited Sates |147.237.76.200 |eitan aka idf.il MNg Engine. 1L nval id segnent ret ransmission. Packet drop 2
I nval i d Retransnissi on|dropped.
52. 16. 5. 197 Lhited Sates |147.237.77.216|dover.idf.il drop First packet isn't SYN drop 1
- - Geo-1 ocati on o
141. 212. 122. 227|lhited Sates |147.237.77.178|e. matpash.idf.il Geo-1 ocati on i nbound enf or cerent drop 1
enf or cenent
2.54.11. 154 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval id ACK nunber nonitor |1
37.26.148.180 |l srael 147.237.72.166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber alert 1
141. 212. 122. 233|lhited Sates [147.237.76.200(eitan aka.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
43. 245, 56. 97 Fiji 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
2.54.11. 154 I srael 147.237.72. 166 |aka.idf il Bad TCP sequence Inval i d sequence nuniber monitor |1
149.78.154.69 |lIsrael 147.237.77. 216 |dover.i df .i drop First packet isn't SWN drop 1
37.26.148.180 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber nonitor |1
: - Geo-1 ocati on _
141.212.122. 234|lhited Sates |147.237.76.201|e.atal.idf.il Geo- | ocation i nbound enf or cerment drop 1
enf or cenent
46.120. 240. 161 |l srael 147.237.72. 166 [aka.i df .il Bad TCP sequence Inval i d AGK nunber aert 1
2.54.11.154 | srael 147.237.72. 166 |aka.i df .i SYN At ack SYN -> SYN-ACK -> RST rej ect 1
114.112.90.54 |Chi na 147.237.76. 42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
61.135.189. 121 [China 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
37.26.149.165 |Israel 147.237.76. 42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
195.62.53. 168 |SSian 147. 237, 77. 226 | "W chamat z. aka. i1 df | gy a¢ ¢ ack SYN -> SYN-ACK -> RST reect |1
Federation il
141.212.122. 251 |United Sates [147.237.76.38 |e.eneitav.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
46.120. 240. 161 |Israel 147.237.72.166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber nonitor |1
2.54.11. 154 I srael 147.237.72. 166 [aka. i df .i | SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 1
Non- conpl i ant TCP packets comi ng from
S reaning Engi ne: TCP i i
175. 156. 130. 2409 ngapor e 147.237.77. 243 |nobil e.i df . 9 =g mitiple external sources vere detected Tis 1

anoral y det ect ed

may result frompotential network
configuration probl em
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
148. 251. 21. 227 |Ger many 147.237.77.216|dover . i df .i | Distributed Wauthorized LRL Access on ww i df .il/894-he Bl ock 7
165. 225. 130. 109|Lhited Sates |147.237.77.216|dover.idf .il Ml tipl e Wnauthorized URL Access from 165. 225, 130. 109 B ock 5
165. 225. 130. 109|Wnited Sates [147.237.77.216|dover.idf .i | PHP At t enpt B ock 4
66.249.79.75 Lhited Sates |147.237.77.216|dover.idf.il Mil ti pl e Unaut horized URL Access from 66.249. 79. 75 Bl ock 4
46.118.114.75 |Wkraine 147.237.77.216|dover . i df .i | Uhaut hori zed URL Access to wawidf.il/nazi/ Bl ock 3
165. 225. 130. 109|United Sates [147.237.77.216|dover.idf .i | Mil ti pl e Admin Bl ocking from 165. 225. 130. 109 B ock 3
77.154.202.27 |Fance 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to waw aka. i df.il/nai ns/ sachar Bl ock 2
80. 178. 202. 238 |l srael 147.237.77.243|nobi l e. i df . i | Distributed Suspici ous Response Qode B ock 2
41.141.91.79 Mbr occo 147.237.77.216|dover. i df . il Unt raceabl e SSL Sessi ons: (pen Mbde None 2
148. 251. 21. 227 |Ger many 147.237.77.216|dover. i df . i | Mil ti pl e Uhaut hori zed URL Access from 148. 251. 21. 227 Bl ock 2
114.112.90.54 [China 147.237.76.42 |refuah.idf.il Illegal Host Nane B ock 1
68.180.228.112 [nited Sates [147.237.77.216|dover.idf.il Par aneter Type M ol ati on PageNumin waw i df . i|/1153- he/ dover . aspx [Bl ock 1
213.57.226. 203 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
148. 251. 21. 227 |Ger many 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to waw i df . il /hebrew organi zation/artillery |B ock 1
66. 102. 8. 243 Lhited Sates |[147.237.77.216|dover.idf.il Distributed Lhaut hori zed URL Access on wawn idf.il/error. htm B ock 1
165. 225. 130. 109|Lhited Sates |147.237.77.216|dover.idf .il Unaut hori zed URL Access to waw i df.il/wp-1ogin. php B ock 1
Russi an ) ) Lhaut hori zed URL Access to wan atal .idf.il/1498-he/atal . aspx 06 3
130. 193. 51. 80 Feder ati on 147.237.77.233|atal .idf.il TOM X B CBOVX MCC/EA0BAHVSAX FOBOPUT OpuUragHbii reHepan payTu B ock 1
(0]
68.180. 230. 224 [hited Sates |147.237.76.31 |nakchal .idf.i | ma:?ki;Tﬂ? _\flc;' fé;;”hgaggk'\ﬁzi_gspx Bl ock 1
165. 225. 130. 109|Lhited Sates |147.237.77.216|dover.idf .il Adnin Bl ocki ng B ock 1
99.237.127. 155 |Canada 147.237.77. 216 |dover. i df .i | D stri buted Lpadt hor | Ssg\/;ﬁaﬁgiess on Bock |1
66.249.64.229 |nited Sates |[147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1407-he/ at al . aspx B ock 1
178.33.179. 251 |France 147.237.77.216|dover . i df .i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
148. 251. 21. 227 |Ger many 147.237.72. 166 |aka. i df . i | mﬂ‘gi’gfﬁ Iﬁlﬁci‘;:isovgflteml at o5/ i 1. a5 B ock 1
69. 141.130. 206 |lhited Sates |147.237.77.216|dover.idf.il Unhaut hori zed URL Access to waw i df.il/894-en/idf gdover. aspx Bl ock 1
Unknown Par anet er
109. 64. 93. 34 I srael 147.237.72. 166 |aka. i df . i | ct100$ct | 00$cphMai n$TochenPl acebbl der $bt nAt udaPrint in None 1
wwn aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
198. 20. 69. 74 Uhited Sates [147.237.76.31 [nakchal .idf.il Uhaut hori zed URL Access to 147.237.76. 31/ B ock
76. 64. 250. 60 Canada 147.237.76.31 [nakchal .idf.il Uhaut hori zed URL Access to ww nakhal . i df.il/gen204 B ock
113. 76.90. 154  |Chi na 147.237.77. 226 \Q?W\i/fhanm z.aka. | Unaut hori zed URL Access to 147.237.77. 226/ B ock 1
66.249.79. 144 |United Sates |147.237.76.200|ei t an. aka. i df .i | i‘;‘(’t ;‘g;‘jﬁd URL Access to wmw eitan. aka. i df.i1/1093-7963-he/ a1y oy 3
199. 30. 25. 74 Lhited Sates |147.237.77.216|dover.idf.il D stributed Uhaut hori zed URL Access on wawn idf.il/error. htm B ock 1
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