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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |[Target Address |Site |Signature Device Action |Count|
178. 33.179. 251 France 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 4
179. 43. 144. 33 Sn t zerl and 147.237.72.14 dover.idf.il(old) |Bock Np Al _ Net drop 1
185. 130. 5. 201 147.237. 0. 200 mdu. i df i | B ock Wp Al Nets drop 1
204. 42. 253. 2 Lhited Sates 147.237. 8. 28 e.nobil e-ks.idf.il|B ock Udp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Count |
61.135.189. 121 Chi na 147.237.77.216 |dover.idf.il Cl000071: HTTP:. User Agent Sogou+web+spi der B ock 5
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP. User Agent Sogou+web+spi der B ock 2
106. 38. 241. 106 Chi na 147.237.77.176 |mat pash.idf.il |CL000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
106. 38. 241. 106 Chi na 147.237.77.233 |atal .idf.il Cl000071: HTTP. User Agent Sogou-+web+spi der B ock 1
66. 249. 64. 180 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the LRL B ock 1
66. 249. 64. 190 | srael 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the URL Bl ock 1
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|Top Attackers In |D|

‘ Target Address

At acker
Gountry

Signature

195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
118.165.7. 106 |147.237.76.39 |Taiwan nobi | e. nei tav.idf.i|ET SCAN Potential SSH Scan 1
98.119. 105. 221 |147.237.77. 178 |Whited Sates |e.matpash.idf.il [ET SCAN NMAP -sS w ndow 3072 1
98. 119. 105. 221 |147. 237.77. 178 |lhited Sates |e. natpash.idf.il ET SCAN NVAP -f -sS 1
66.249. 78. 158 |147.237.72.166 |Lhited Sates |aka.idf.il SER\E APAO—E.Apache mod_ssl non-SS. connection to SS. port 1
deni al of service attenpt
50. 204. 188. 142 [147.237.8.27 |Wited Sates |e nadimatal.idf.il |ET SCAN NVAP -sS w ndow 2048 1
46.151.52.210 |147.237.0.15 |Wkraine kosher-kravi.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
118. 165. 7. 106 |147. 237. 76. 199 [Tai wan e.nakchal .idf.il ET SCAN Potential SSH Scan 1
118. 165. 7. 106 |147. 237. 76. 147 |Tai wan chinuch.aka.idf.il |ET SCAN Potential SSH Scan 1
118. 165. 7. 106 |147.237.0.15 [Tai wan kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
98.119. 105. 221 [147.237.77. 178 |Whited Sates |e.matpash.idf.il [ET SCAN NMVAP -sS w ndow 2048 1
93.113.125.11 [147.237.76.86 |Romani a navy. i df.il ET SCAN NMAP -sS wi ndow 1024 1
50. 204. 188. 142 |147.237.8.27 |lhited Sates |e.nadimata.idf.il|ET SCAN NVAP -sS wi ndow 3072 1
50. 204. 188. 142 |147.237.8.27 |Whited Sates |e.nadimatal .idf.il [ET SCAN NVAP -f -sS 1
218.246.0.97 [147.237.77.61 |thina e.cogat.idf.il ET SCAN NVAP -sS w ndow 1024 1
41 251 23150 |147 237 76.34 |Morocco yohl an.i df. i ET SC‘AN Behavi oral Lhusual |y fast inbound Tel net Connecti ons, 1
Potential Scan or Brute Force
185. 106. 92. 112 [147. 237. 77. 170 naarachot.idf.il  [ET SCAN NMVAP -sS wi ndow 1024 1
118. 165. 7. 106 |147. 237. 76. 196 [Tai wan esvivaidf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature
Sreamng Engine: TCP Invalid i i SSi
185.32.179.96 | srael 147. 237. 77. 243 |nobi | e. i of . i | 9 =g Invalid segnent retransmssion. g ., 54
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
213.8.204.43  |Israel 147.237. 77. 243 |robi | e. i df . i | 9 =g Invalid segnent retransmssion. | ., 39
Ret r ansnm ssi on Packet dr opped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
195. 154. 173. 103|France 147.237.77. 216 |dover.idf .il drop SAMrule drop 24
Sreanming Engine: TGP Invalid i i ssi
2.52.187. 41 I'sr ael 147.237.77. 243 |nobi l e.i df .i1 9 =g Invalid segnent retransmssion. |, 21
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
185.27.106.74 |l srael 147. 237.77. 243 |mobi le. i f . i 9 =g Invalid segnent retransmssion. | 21
Ret ransnm ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
175. 156. 130. 2409 ngapor e 147. 237.77. 243 |nobile. i of . 9 =g Invalid segnent retransmssion. |, 20
Ret ransm ssi on Packet dropped.
118.173.132. 68 |Thailand 147. 237.72. 166 |aka i of . i | drop First packet isn't SN drop 19
213. 244.119. 251 glcf;i'géa” Territoy.ly 47 237.77. 176 [natpash.idf. i1~ |SYN At t ack SYN -> SYN-ACK -> Tineout |reject 15
Sreamng Engine: TCP Invalid i i SSi
77.126.253.32  |Israel 147. 237. 77. 243 |nobi | e. i of . i | 9 =g Invalid segnent retransmssion. g ., 15
Ret ransm ssi on Packet dropped.
213. 244.118. 251 glcf;i'géa” Territoy.ly 47 237.77. 176 [natpash.idf. i1~ |SYN At t ack SYN -> SYN-ACK -> Tineout |reject 14
reamn ine: TCP Invali i i ssi
109. 253. 214. 213|I srael 147.237.72. 166 |aka. i f .i Stream g Engine P Inval i dinvalid segnent retransnissi on. drop 12
Ret ransm ssi on Packet dropped.
213. 244. 119. 251 glcf;i'géa” Territory.l147. 237. 77. 176 [natpash. i of il |Bad TCP sequence Inval i d ACK nunber moni tor  [11
213, 244. 119, 251 |78 SStIN an TATILONY.1y 47 537 77, 216 [dover. i df. | Bad TCP sequence SYNACK retransmt with monitor  [10
Cceupi ed di fferent w ndow scal e
Pal estinian Territory, R SYN+tACXK retransmt wth .
213. 244.118. 251 7 =0T 147.237.77.176 |natpash.idf.il  [Bad TCP sequence S fforent. vi ndow scal o monitor |10
Sreamng Engine: TCP Invalid i i SSi
213.57.152. 195 |Israel 147. 237. 77. 243 |nobi | e. i of . i | 9 =g Invalid segnent retransmssion. g ., 10
Ret ransm ssi on Packet dropped.
213. 244.119. 251 glcf;i'géa” Territoyfy 47 237.77. 216 |dover. i df . i1 SYN At t ack SYN -> SYN-ACK -> Timeout |reject 10
Pal estinian Territory, s SYNtACXK retransmt wth .
213. 244.119. 251 7 T 147.237.77. 176 |natpash.idf.il  |Bad TCP sequence 1 oot vi ndon scal o monitor |9
Sreamng Engine: TCP Invalid i i ssi
176.13.6.110  |israel 147.237. 77. 243 |robi | e. i df . i | 9 =g Invalid segnent retransmssion. |, ., 9
Ret r ansn ssi on Packet dr opped.
213, 244.119. 251 gjceusgi':('ja” Territory.ly 47, 237. 77. 216 |dover. i df . i1 Bad TCP sequence Invalid ACK nunber monitor |7
185. 3. 144. 97 I srael 147.237.77. 216 |dover. i df . i | Bad TCP sequence Inval i d ACK nunber nonitor |6
213. 244, 118. 251 g";'cis;i'géa” Tertitory,l 47, 237. 77. 216 |dover. i o . i1 SYN At t ack SYN -> SYN-ACK -> Timeout |reject 6
Sreamng Engine: TCP Invalid i i ssi
46.19.86.137  |Israel 147.237.77. 243 |nubi le.i o . i1 9 =g Invalid segnent retransmssion. |, ., 6
Ret ransnm ssi on Packet dropped.
41.33.232. 66 Egypt 147. 237.77. 216 |dover. i of .i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor
2.54.17. 206 I srael 147. 237.72. 166 |aka i of . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect
2.54.181.172  |Israel 147. 237. 72. 166 |aka. i df .| SYN At t ack SYN -> SYN-ACK -> RST rej ect
213. 244, 119. 251 g";'cis;i'géa” Termitory.l147. 237. 77. 176 |natpash. i of .il ~ |dr op First packet isn't SN drop 4
Pal estinian Territory, s SYNtACK retransmt with .
213.244.118.251| 7“0l T 147. 237. 77. 216 |dover. i of . i | Bad TCP sequence S 1o ort. v nom scal 6 nonitor |4
195.34.150.18 |Austria 147.237.77. 216 |dover. i df . i | Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |4
213, 244.118. 251 g‘ilcisgi':('ja” Territory,l147. 237. 77. 176 |natpash.icf.il  [Bad TCP sequence Invalid ACK nunber monitor |4
213. 244. 118. 251 ga:lcisgi':éa” Termitory.l147. 237. 77. 216 |dover. i df . i1 Bad TCP sequence Invalid ACK nunber monitor |4
Sreaming Engine: TCP Invalid i i ssi
185. 120. 126. 74 147. 237. 72. 166 |aka. i o . i 9 =g Invalid segnent retransmssion. | 3
Ret ransnm ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
46. 19. 86. 49 I srael 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. |, 3
Ret ransm ssi on Packet dropped.
195. 154. 173. 103|France 147.237.77.176 |matpash.if il [dr op SMrule drop 3
Sreaming Engine: TCP Invalid i i ssi
93.158.152.49 |Russian Federation |147.237. 76. 147 |chi nuch. aka. i df . i| 9 =g Invalid segnent retransmssion. |, ., 3
Ret r ansnm ssi on Packet dr opped.
213. 244. 118. 251 glcissi':('ja” Territoy.ly 47 237.77. 176 |natpash.if.il  |drop Frst packet isn't SN drop 3
Sreaming Engine: TCP Invalid i i ssi
79.176.10.244 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. | ., 3
Ret r ansnm ssi on Packet dr opped.
94.77.196. 82 Saudi Arabia 147.237.77. 216 |dover.i df . i | Bl ock HTTP Non Gonpl i ant Fai l ed to handl e connection data |nonitor
89. 138. 96. 20 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Tinmeout |reject
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
213. 244. 119. 251 glcissi':('ja” Territony,li 47 237.77. 176 |natpash.idf il [SYN Att ack SYN -> SYN-ACK -> Tineout |alert 3
185. 3. 144. 97 I srael 147.237.76.31 |nakchal.idf.il  [Bad TCP sequence Inval i d ACK nunber nonitor |3
213. 244. 119. 251 g";'cis;i'géa” Territory.l 147 237.77. 176 |natpash.iof il |Bad TCP sequence monitor |2
173. 196. 250. 202|Whi ted Sates 147. 237. 72. 166 |aka. i of . SYN At t ack SYN -> SYN-ACK -> RST rej ect
89.138.181. 131 |Israel 147.237.72. 166 |aka. i df .| SYN At t ack SYN -> SYN-ACK -> Timeout [reject
Pal estinian Territory, s SYNtACKK retransmt wth .
213. 244.118. 245 T 147.237.77. 176 |natpash.idf.il  |Bad TCP sequence 1 oot vi ndon scal o monitor |2
200.114.226.9 |Argentina 147.237.76.86 |navy.idf.il drop First packet isn't SYN drop
194. 30. 134. 180 |Cyprus 147.237.72. 166 |aka.idf .il drop SAMrul e drop
213. 244, 118, 251 | SSUIN A Tervitory, )y 4o 537 77 216 |dover. i of i dr op Frst packet isn't SN drop 2
Qccupi ed
70.199. 84. 154 [lnited Sates 147. 237.77. 216 |dover.idf .il Bad TCP sequence Invalid ACK nunber alert 2
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
185.32.179.96 |Israel 147.237.77.243|nobi | e. i df . i| |Ostributed Suspicious Response Code B ock 12
66. 249. 79. 75 Lhited Sates |147.237.77.216|dover.idf.i|l |Mitiple Unauthorized URL Access from 66.249. 79. 75 Bock |9
175. 156. 130. 240|S ngapor e 147.237.77.243|nobi | e.idf.i| |Dstributed Suspici ous Response Code B ock 8
2.52.187.41 | srael 147.237.77.243|nobi | e. i df . i| |[Ostributed Suspicious Response Code B ock 6
213. 8. 204. 43 I srael 147.237.77.243|nobi | e. i df . i | [Dstributed Suspicious Response Code Bock [6
185.27.106. 74 |l srael 147.237.77.243|nobi | e.idf.i| |Dstributed Suspici ous Response Code B ock 6
213. 8. 204. 43 | srael 147.237.77.243|nobi | e. i df . i | [Suspi ci ous Response Code B ock 4
77.126.253.32 |Israel 147.237.77.243|nobi | e. i df . i | [Dstributed Suspicious Response Code Bock |[3
176. 13. 6. 110 I srael 147.237.77.243|nobi | e.idf.i| |Dstributed Suspici ous Response Code B ock 3
213.57.152. 195 |lsrael 147.237.77.243|nobi | e. i df . i| |Ostributed Suspicious Response Code B ock 3
46.119.127.64 |kraine 147.237.77.216|dover.idf .i| [Uhauthorized URL Access to wawidf.il/mazi/ B ock 3
66.249. 64.239 |Wited Sates |147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 994- 9070- he/ at al . aspx B ock 1
185. 82. 203. 241 147.237.77.74 |lawidf.il Paraneter Type M ol ation PageNumin wwy | aw i df .il/163-en/ pat zar . aspx Bl ock 1
157. 55. 39. 37 Lhited Sates |147.237.72.166|aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ Bock |1
66.249.79.119 |lhited Sates [147.237.77.216|dover.idf.i|l [|Unauthorized URL Access to 147.237.77.216/robots. t xt Bock |1
38.111.147.88 |lLhited States [147.237.77.216|dover.idf.il |Wauthorized URL Access to waw idf.il/894-he B ock 1
86. 84. 150. 18 Netherlands [147.237.77.216|dover.idf.i|l [Wntraceable SSL Sessions: Qpen Mde None 1
66. 249. 66. 33 Lhited Sates |147.237.77.74 |lawidf.il I11egal Paraneter Encoding searchText in waw|awidf.il/275- hel pat zar. aspx None 1
197.27.77.181 |Tunisia 147.237.76.31 |nakchal .idf.il|Mitiple Wauthorized URL Access from197.27.77.181 B ock 1
157.55.39. 105 |lhited Sates |147.237.77.216|dover.idf.il |Dstributed Whauthorized LRL Access on wawidf.il/error. htm B ock 1
68.180.228. 112 |Wnited Sates [147.237.77.216|dover.idf.i| |Paraneter Type Mol ati on PageNumin vww i df . i|/1134- he/ dover. aspx B ock 1
40.77.167. 28 Lhited Sates [147.237.77.216|dover.idf.il [Dstributed Whauthorized UR. Access on wanidf.il/error.htm B ock 1
178.33.179. 251 |France 147.237.77.216|dover.idf.i| |uUntraceable SSL Sessions: (pen Mde None 1
89.138.181. 131 [Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to ww aka. i df .il/nai n/scripts/css3pie. htc B ock 1

Unaut hori zed URL Access to

wawv aka. i df . i | / wepdwul | t e50dk5nj i 2nt npzbyczg9kf gj nd2gwagi dd2qwbai hdwsw

ah4hvm zawj szwhkzai | d2gwbai bd2gwagi bdxychgr ocnvmbgxkzwzhdwx 0l nf zch
66.200.78.145 |t St 147,237, 72, 60 k. 1 [(SIOMPEDYCRO8BI o oo bt S OSnt st e o g |y

ex19db250cn®sclj | cxvpenvgb3nOgnf j alt | evof f gnf f mObdawj gnObdawj hj i vghp

clnpdguf f mObdawj gnObdawj hj i guxsu2l 0zxnf f mObdawj gnObdawj hj i quxsu2l 0

zxn8eh5yubar wr ct t gt sdbj v4sr bosnt nt ap+hah2uc8vg==
197.27.77.181 |Tunisia 147.237.77. 176 |mat pash. i df . i I{haut hori zed URL Access to wan cogat . i df . i|/1966-he/ cogat' . aspx B ock 1
173.196. 250. 202|Uhited Sates |147.237.72.166|aka.idf.il Unt raceabl e SSL Sessi ons: (pen Mbde None
68.180.228.112 |Wnited Sates |147.237.77.216|dover.idf.i| |Unauthorized URL Access to wan idf.il/newsite/ english/ main. asp B ock

Pal esti ni an
213. 244. 118. 245|Territory, 147.237.77.216|dover.idf.i| [SSL Untraceabl e Connection - Cpen Mde None 1
Qccupi ed

46.19. 86. 137 I srael 147.237.77.243|nobi | e.idf.i| |Dstributed Suspici ous Response Code B ock 1
148. 251. 21. 227 |Ger many 147.237.77.216|dover.idf.i| [Miltiple Unauthorized URL Access from 148.251. 21. 227 B ock 1
66.249.78.158 |lnited Sates [147.237.72.166|aka.idf.il SSL Whtraceabl e Gonnection - Protocol violation (SSL_CGONN QI ENT_HALLO None 1
197.27.77.181 |Tunisia 147.237.77.233|atal .idf.il Unaut hori zed URL Access to wan atal .idf.il/1145-he/atal ' . aspx B ock 1
174. 119. 153. 235|Canada 147.237.77. 216 |dover. i df .i| |Wntraceable SSL Sessions: (pen Mde None 1
70.199. 84. 154 [hited Sates [147.237.77.216|dover.idf.il [Wtraceable SSL Sessions: Qpen Mde None 1
149. 88. 156. 194 |Israel 147.237.72. 166 |aka. i df . i | mngg ipjfr_ai']e/tgj ncltéi(;%tclt;t%%?F;Z'\n’iicrr‘f:’iszp' acetbl der$btnAtudaPrint in o
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