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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address Site Signature Device Action |Count
134. 147. 203. 115 Ger nany 147.237.76. 177 ncore.idf.il B ock Np Al _Net drop 2
179. 43. 144, 33 S tzerl and 147.237. 8. 45 e.eitan.idf.il B ock Np Al Net dr op 1
77.81.191. 126 Ronani a 147.237.0. 15 kaosher-kravi .idf.il Bock Np Al Net drop 1
114. 33. 223. 46 Tai wan 147.237.77. 170 raar achot . i of . | Bl ock Udp All Nets drop 1
179. 43. 144. 33 Sni tzerl and 147.237. 8. 46 e.chinuch.idf.il B ock Np Al Net drop 1
77.81.191. 126 Romani a 147.237. 8. 46 e.chinuch.idf.il B ock Np Al _Net drop 1
114. 33. 223. 46 Tai wan 147.237.77. 226 wan chanat z. aka. i df . i | Bl ock_UWp Al _Nets drop 1
205. 209. 185. 11 Lhited Sates 147.237.0. 17 mny- kosher-kravi .idf.il B ock Np Al Net dr op 1
77.81.191. 126 Ronani a 147.237.72.217 e.idf.il Bock Np Al Net drop 1
205. 209. 185. 11 Lhited Sates 147.237.72. 217 eidf.il Block Np Al Net drop 1
77.81.191. 126 Romani a 147.237.77. 216 dover.idf.il B ock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry  |Target Address |Site |Sgna1ure Devi ce Action |Oount |
5. 28. 157. 67 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LR B ock 13
61.135.189. 121 Chi na 147.237.77.216 |dover.idf.il C1000071: HTTP: User Agent Sogou+web+spi der B ock 4
79.182.71. 168 | srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 3
93.219.116.162  |Ger many 147.237.72.156 |anan.idf .il C1000074: HITP. naj estic bot B ock 2
46.165. 197. 142 Ger many 147.237.77.216 |dover.idf.il C1000074: HITP. maj estic bot Bl ock 2
162. 210. 196. 97 Lhited Sates 147.237.77.216 |dover.idf.il C1000074: HTTP. maj estic bot B ock 2
66. 249. 64. 190 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LR B ock 2
51. 255. 65. 58 Uni ted Ki ngdom 147.237.77.233 |atal .idf.il C1000146: HTTP.  AhrefBot craw er Bl ock 1
134. 249. 53. 96 Wkrai ne 147.237.76.200 |eitan.aka.idf.il| [Cl000016: HTTP. administrator in UR B ock 1
51. 255. 65. 89 Lhited Kingdom  |147.237.77.233 |atal.idf.il C1000146: HTTP.  AhrefBot craw er B ock 1
51. 255. 65. 95 Uni ted Ki ngdom 147.237.77.233 |atal .idf.il C1000146: HTTP.  AhrefBot craw er Bl ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der B ock 1
51. 255. 65. 33 Lhited Kingdom  |147.237.77.233 |atal.idf.il C1000146: HTTP.  AhrefBot craw er B ock 1
106. 38. 241. 106 Chi na 147.237.77.176  |natpash.idf.il C1000071: HTTP: User Agent Sogou+web+spi der B ock 1
51. 255. 65. 34 Uni ted Ki ngdom 147.237.77.233 |atal .idf.il C1000146: HTTP. AnrefBot craw er B ock 1
106. 38.241.106  |Chi na 147.237.77.233 |atal .idf.il C1000071: HTTP. User Agent Sogou-+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qount ry |Ste |Signature |Count |
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66. 249. 66. 33 147.237.77. 74 Lhited Sates lawidf.il ET SCAN NVAP -sA (2) 2
50. 204. 188. 142 147.237.77. 233 Lhited Sates atal .idf.il ET SCAN NMAP -sS wi ndow 2048 1
91. 201. 236. 114 147. 237.76. 38 krai ne eeneitav.idf.il ET SCAN NMAP -sS wi ndow 1024 1
50. 204. 188. 142 147.237.77. 233 Lhited Sates atal.idf.il ET SCAN NVAP -sS wi ndow 3072 1
50. 204. 188. 142 147.237.77. 233 Lhited Sates atal .idf.il ET SCAN NVAP -f -sS 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry ‘Target Address |Ste Signature Action ‘Count
212.34.23.120 |Jordan 147.237.77. 176 |natpash.idf.il  |dr op SAMrule drop 33
Sreaning Engine: TCP Invalid i i ssi
5.102.195. 168 | srael 147. 237. 76. 200 |ei tan. aka.i of . i 9 =9 Invalid segnent retransnission drop 32
Ret r ansni ssi on Packet dropped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
Sreaning Engine: TGP Invalid i i ssi
77.127.25.234  |israel 147. 237. 72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. drop 15
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
84.95.130.81  |Israel 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g Invalid segnent retransmssion. drop 12
Ret r ansni ssi on Packet dropped.
185. 32, 179. 206 |l srael 147.237.72. 166 |aka. i df .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 11
o SWNretransmit wth different .
109. 64. 0. 58 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence wi ndow scal e noni t or 8
37.46.39.128 I srael 147.237.72. 166 |aka. i df .i Bad TCP sequence Inval i d ACK nunber noni t or
46. 19. 86. 146 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
212.34.23.120 |Jordan 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop
Sreanming Engine: TCP Invalid i i sSi
110.142.218.4 |Australia  |147.237.72. 167 |i shuri maka. i of . i 9 =g Invalid segnent retransmssion. dr op 6
Ret r ansni ssi on Packet dropped.
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5
41.33.232. 66 Egypt 147. 237.77. 216 |dover.i of .i | Bl ock HTTP Non Conpl i ant Fail ed to hand e connection data noni t or 5
195.34.150. 18  |Austria 147.237.77. 216 |dover. i df .il Bl ock HTTP Non Conpl i ant Failed to handl e connection data noni t or 4
91.200.12.141  |lkrai ne 147.237.77. 216 |dover.idf.il drop SAMrul e drop 4
Sreanming Engine: TQP Invalid i i ssi
37.46.39.128  |israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. drop 4
Ret r ansmi ssi on Packet dropped.
5.102.195. 168 |l srael 147.237.76.200|eitan. aka. idf .il [Bad TCP sequence I'nval i d ACK nunber noni t or
212.34.23.120 |Jordan 147.237.77. 216 |dover.idf il SYN At tack SYN -> SYN-ACK -> Ti neout rej ect
75.126.221.55 |Lhited Sates [147.237.77.216 |dover.idf.il Bl ock HTTP Non Gonpl i ant Fai l ed to handl e connection data noni t or
Sreaning Engine: TCP Invalid i i ssi
2.52.37.33 I'srael 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TQP Invalid i i ssi
109. 253. 128. 160 I srael 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. drop 3
Ret r ansmi ssi on Packet dropped.
5.102.195. 168 |Israel 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreaming Engine: TGP Invalid i i ssi
77.125.123.231 |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmission. drop 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
79.177.145.25 |israel 147. 237. 72. 166 |aka. i f . i 9 =9 Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
109. 253. 205. 117|1 srael 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmission. drop 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
77.126.92.236 | srael 147.237.72. 166 |aka i f .11 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
94.77.196. 82 Saudi Arabia [147.237.77.216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 3
79.179. 102. 206 |Israel 147.237.72. 166 |aka.idf .il dr op Frst packet isn't SN drop 3
Sreaning Engine: TCP Invalid i i ssi
84.228.6.192  |israel 147.237.72. 166 |aka. i f .11 9 =9 Invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TQP Invalid i i ssi
77.126.162. 187 | srael 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. drop 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
84. 228.110. 149 I srael 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TQP Invalid i i ssi
185. 120. 126. 199 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. drop 3
Ret r ansmi ssi on Packet dropped.
79. 180. 36. 93 I srael 147.237.72. 166 |aka.i df i SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
212.34.23.120 |Jordan 147.237.77. 176 |nat pash. i df .i | drop Frst packet isn't SYN drop 2
46.19. 86. 146 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d ACK nunber aert 2
149. 78. 167. 172 |l srael 147.237.77. 243 |nobi l e.i of .i | Bad TCP sequence Inval i d ACK nunber aert 2
149. 78. 167. 172 |l srael 147. 237.77. 243 |nobi | e. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 2
73.204.112.34 |lhited Sates [147.237.77.216|dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 2
Sreaning Engine: TCP Invalid i i ssi
149.78.167. 172 |Israel 147. 237.77. 243 |nubi l e.i df .i 9 =9 Invalid segnent retransnission drop 2
Ret r ansni ssi on Packet dropped.
212.34.23.120 |Jordan 147.237.77. 216 |dover.idf.il drop SAMrul e drop 2
75.126.221.55 |[Uhited Sates [147.237.77.74 [lawidf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 2
176.13.10.236 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 1
123.125.71.81 |China 147. 237. 77. 216 [dover.i df . il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
31.210. 187. 203 |Israel 147.237.72. 166 |aka. i df .i Bad TCP sequence Inval i d ACK nunber noni t or 1
85.130.128.51 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 1
79.177.141. 217 |lsrael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
71.6.167. 142 Lhited Sates [147.237.76.86 |navy.idf.il SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 1
180. 76. 15. 20 Chi na 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 225|Wnited Sates |147.237.72. 166 |aka.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
5.28.132.87 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber aert 1




02-28-2016-01:04:29 to 02-28-2016-02:04:29

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Acti on ‘Count
212.34.23.120 |Jordan 147.237.77. 216 |dover.i df .i | Mil tiple Malformed URL from 212.34.23. 120 Bl ock 4
212.34.23.120 |Jordan 147.237.77. 176 |mat pash. i df . i | Miltiple Illegal HITP Version from212. 34. 23. 120 B ock 4
212.34.23.120 [Jordan 147.237.77. 216 |dover.i df .i | Mil tipl e Unknown HTTP Request Method from 212. 34. 23. 120 B ock 4
212.34.23.120 |[Jordan 147.237.77. 176 [nat pash. i df . i | Mil tiple Ml forned URL from212.34.23.120 Bl ock 4
66. 249. 79. 75 Lhited Sates |147.237.77.216|dover.i df.i | Mil tipl e Unaut hori zed URL Access from 66. 249. 79. 75 B ock 4
212.34.23.120 [Jordan 147.237.77. 176 |nat pash. i df . i | Mil tipl e Unknown HTTP Request Method from 212. 34. 23. 120 B ock 4
212.34.23.120 |Jordan 147.237.77.216|dover. i df . i | Mitiple Illegal HITP Version from212. 34. 23. 120 B ock 2
31.13.102.104 |[ireland 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
. . Uhaut hori zed URL Access to
148. 251. 21. 227 |Ger many 147.237.77. 216 (dover. i df . i | v i dff i |/ 1133- 19405- he/ dover . aspx) Bl ock 1
66.249.66.33  |Wnited Sates [147.237.77.74 |lawidf.il llegadl Paraneter Encoding searchText in None 1
wan | aw i df . i |/ 275- hel pat zar . aspx
] . . Mil tiple Lhtraceabl e SSL Sessi ons from64. 41. 200. 107 (Pr ot ocol
64.41.200.107 |Wited Sates |147.237.77.216|dover.idf.il vi ol ation (SSL OONN CLI ENT KEY EXCHANGE)) None 1
93. 160. 60. 22 Denmar k 147.237.77.216|dover.i df .i | Uhaut hori zed URL Access to www i df .il/1503-en/ dover. aspx. Bl ock 1
66. 102. 7. 240 Lhited Sates [147.237.77.216|dover.idf.il D stributed Uhaut hori zed URL Access on waw i df.il/error. htm B ock
31.13.102.121 |[ireland 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None
195. 91. 212. 123 RJSIS;;ni o 147. 237.77. 216 |dover . i df . i | Lhaut hori zed URL Access to waw i df. i |/ mazi B ock 1
66. 249. 66. 33 Uited Sates |[147.237.77.74 |lawidf.il Mitiple I1legal Paraneter Encodi ng from 66.249. 66. 33 None 1
64.41.200.107 |Wnited Sates |147.237.77.216|dover.idf.il Mitiple Untraceabl e SS9 Sessions from 64. 41. 200. 107 None 1
(Unsupported d pher)
113. 76.90. 154  |Chi na 147.237. 76. 147 |chi nuch. aka. i df . i | Unaut hori zed URL Access to 147.237.76. 147/ B ock 1
66.249.64.229 |lnited Sates [147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1241-he/ atal . aspx |Bl ock 1
. . Uhknown Paraneter ctl 00$ct | 00$cphMai n$cphSachar $ct 141 in
213.151. 32. 163 |l srael 147.237.72. 166 [aka. i df . i | aka. i o .11/ nai v sachar/ pays i ps. aspx None 1
31.13.112.120 [ireland 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
. ny- kosher-kravi . i df . i _
198. 20. 69. 74 Lhited Sates |147.237.0.16 | Unaut hori zed URL Access to 147.237.0. 16/ B ock 1
: . . S Uhtraceabl e Gonnection - Protocol violation
64.41.200.107 |lLhited Sates [147.237.77.216|dover.idf .il (SSL CONN CLI ENT KEY EXCHANGE) None 1
134.249.53.96 |lkraine 147.237.76.200|ei tan. aka. i df . i | PHP Attenpt B ock 1
66.249.64.234 |Lhited Sates |[147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1243-he/ atal . aspx |B ock 1
. . Uhaut hori zed URL Access to
217.132. 109. 235! srael 147.237.77.234|hal ag. i df . il 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f B ock 1
37.26.146.210 |[lIsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
_ m ny- kosher - kr avi . i , o
207. 46. 13. 185 Lhited Sates 147.237.0. 17 df il SSL Whtraceabl e Gonnection - Uhknown Server Certificate None 1
79.177.148.181 |Israel 147.237.72. 166 |aka. i df . i | Unknown Paranet er __VI ENBTATEENCRYPTED i n None 1
ww aka. i df . i1/ nmai n/ sachar/ nai | box. aspx
64.41.200.107 |lnited Sates [147.237.77.216|dover.idf.il SSL Untraceabl e Qonnection - Lhsupported d pher None
134.249.53.96 |Wkraine 147.237.76.200(ei tan. aka. i df . il Uhaut hori zed URL Access to waw eitan. aka.idf.il/wp-login.php  |B ock
66.249.64.239 |[Lhited Sates |[147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1249-he/ atal . aspx |H ock 1
. . Unaut hori zed URL Access to
46. 19. 85. 252 I srael 147.237.76.31 |nakchal .idf.il 147.237.76. 31/ si p, st or age/ fi | es/ 8/ 1668. doc Bl ock 1
212.34.23.120 |Jordan 147.237.77. 176 |nat pash. i df . i | Mil tiple Abnormal |y Long Request from 212.34.23.120 B ock 1
. . Unaut hori zed URL Access to
79.178.6. 96 I srael 147.237.72. 156 [aman. i df . i | v anan. i df . i |/ consol ef cor e/ doc._myr / undef i ned Bl ock 1
64.41.200.107 |lnited Sates [147.237.77.216|dover.idf.il SSL Wntraceabl e Gonnection - sigal gs DoS Attack None 1
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