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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
82. 145. 209. 16 Eur ope 147.237.77.176 nat pash. i df .| ock I p Wb _In drop 12
168. 235. 207. 43 Lhited Sates 147.237.77. 233 atal.idf.il JLMPurple Gon Limt _Htp dr op 3
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 2
134. 147. 203. 115 Ger many 147.237.77. 216 dover.idf.il Block Np Al Net drop 2
54.72.182. 187 Irel and 147.237.77. 216 dover.idf.il Bl ock Wp Al Nets drop 2
168. 235. 207. 43 Lhited Sates 147.237.77. 233 atal.idf.il JLM Under Attack Con Htp drop 1
77.81.191. 126 Rormani a 147.237.77.176 nat pash. i df .| B ock Np Al _Net drop 1
95. 15. 14. 194 Tur key 147.237.76. 42 refuah.idf.il B ock_Udp All _Nets dr op 1
52.28.32. 164 Lhited Sates 147.237. 76. 202 e halag.idf.il JLMPurple Gn Limt Htps drop 1
193. 182. 144. 142 I srael 147. 237.72. 167 i shurimaka.idf.il Bl ock Udp All Nets drop 1
205. 209. 185. 11 Lhited Sates 147.237.77. 121 e.navy.idf.il Block Np All Nt drop 1
95. 15. 14. 194 Tur key 147.237.76. 38 eeneitav.idf.il ock Wdp Al _Nets drop 1
71.6.158. 166 Lhited Sates 147.237.76. 200 eitan. aka. idf.il B ock Np Al _Net drop 1
205. 209. 185. 11 Lhited Sates 147.237.77. 234 hal ag.i df .il B ock Np Al Net dr op 1
95. 15. 14. 194 Tur key 147.237.76. 39 nobile.neitav.idf.il |Bock Wdp All Nets drop 1
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|Top Attackers In IPS|

At t acker

At t acker

Country

’Tar get Address |Site

Sgnature

80. 246. 133. 255 |l srael 147.237.0.34 [ti kshuv. i df.il|CL000138: HITP. prefix 1.01 in the URL B ock 20
162. 214. 29. 207 [thited Sates  [147. 237. 72. 166 |aka. i df . i | \zﬁlor?esr abﬂ_irg Joon a 1mage Minager fol der Renane Security Bypass B ock 11
162. 214. 29. 207 |Lhited Sates  [147.237.72.166 |aka.idf.i | 13248: HITP. Jooma JCE File Ul oad Remote Qode Execution Wil nerability |B ock 11
46.19. 85. 40 I srael 147.237.0.34 [ti kshuv. i df.il|CL000138: HITP. prefix 1.01 in the URL B ock 6
84.108. 154. 41 |[lIsrael 147.237.0.34 |ti kshuv. i df.i][{C1000138: HITP. prefix 1.01 in the LR B ock 5
61.135.189. 121 |China 147.237.77.216|dover.idf .i| |ClL000071: HTTP. User Agent Sogou+web+spi der B ock 4
109. 67. 149. 87 |Israel 147.237.0.34 [ti kshuv. i df.il|CL000138: HITP. prefix 1.01 in the URL B ock 4
84.94. 41.65 | srael 147.237.0.34 |ti kshuv. i df.i][{C1000138: HITP. prefix 1.01 in the LR B ock 2
106. 38. 241. 106 |Chi na 147.237.72. 166 |aka. i df . i | C1000071: HTTP. User Agent Sogou-+web+spi der B ock 1
106. 38. 241. 106 |Chi na 147.237.77. 176 |nat pash. i df . i {C1000071: HTTP: User Agent Sogou-+web+spi der B ock 1
106. 38. 241. 106 |Chi na 147.237.77.233|atal .idf.il C1000071: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Target Address

At acker

Signature

Count ry

162. 214. 29. 207 |147.237. 72. 166 |Lhited Sates |[aka.idf.il Tehila - Perl LW with fake user agent 76
162. 214. 29. 207 |147.237.72. 166 |Lhited Sates |aka.idf.il SERVER- WVEBAPP NManbo upl oad. php access 40
195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW wth fake user agent 3
89. 248. 162. 167 |147. 237. 76. 147 [Net her | ands chi nuch. aka.i df . i1 ET SCAN Potential SSH Scan 1
62.210.69. 71 |147.237.76.30 |France hi mush. i df il ET SCAN Potential SSH Scan 1
45. 63. 97. 54 147. 237. 76. 202 e.halag.idf.il ET SCAN NVAP -sS wi ndow 1024 1
45, 63.97.54 147.237.0. 33 idf.il ET SCAN NMAP -sS wi ndow 1024 1
196. 203. 83.25 |[147.237.8.45 |Tunisia eetanidf.il ET SCAN NVAP -sS w ndow 3072 1
190. 69, 234. 105 |147. 237, 76.30 | ol orbi & b rshL i | ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
89. 248. 162. 167 [147. 237. 77. 216 |Netherl ands  |dover.idf.il ET SCAN Potential SSH Scan 1
89. 248. 162. 167 [147. 237. 76. 44 |Net her| ands e.refuah.idf.il ET SCAN Potential SSH Scan 1
45. 63. 97. 54 147. 237.77. 234 hal ag.idf.il ET SCAN NVAP -sS w ndow 1024 1
45.63.97.54 147.237.0. 35 akaws. i df . il ET SCAN NVAP -sS wi ndow 1024 1
45, 63.97. 54 147. 237.0. 15 kosher -kravi .idf.il ET SCAN NMAP -sS wi ndow 1024 1
89. 248. 162. 167 [147. 237. 77. 226 |Netherl ands ~ |wwu chanat z. aka. i df .i| |ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
2.54.193.170 | srael 147.237.72. 166 |aka.idf. il dr op Frst packet isn't SYN drop 63
Sreaning Engine: TCP Invalid i i ssi
5.29.203.122  |israel 147.237.72. 167 |i shuri maka. i of . i1 9 =9 Invalid segnent retransmssion. |, 60
Ret r ansni ssi on Packet dropped.
2.54.193. 170 I srael 147.237.72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 41
Sreaning Engine: TGP Invalid i i ssi
95.86.119.117 | srael 147. 237.77. 243 |mobi l e i . i 9 =9 Invalid segnent retransmssion. |, 36
Ret r ansni ssi on Packet dropped.
2.54.193.170  [israel 147.237.72. 166 |aka i df . i Bad TCP sequence SINAK retransmt with different 1o (35
w ndow scal e
Sreaning Engine: TGP Invalid i i ssi
212. 76. 124. 189 i srael 147. 237.76. 200 |ei tan. aka. i f . i 9 =9 Invalid segnent retransmssion. |, 30
Ret r ansni ssi on Packet dropped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
195. 239. 16. 40 R‘SIS:;”i o 147.237.77.74 |lawidf il Bl ock HTTP Non Conpl i ant Failed to hand e connection data  [nonitor  [26
195. 239. 16. 53 gj:;;”ion 147.237.77.74 |lawidf.il Bl ock HTTP Non Conpl i ant Failed to hand e connection data  [monitor  [26
Sreanming Engine: TCP Invalid i i sSi
77.127.211. 169 |Israel 147.237.76. 200 |ei tan. aka.i df . i 9 =g Invalid segnent retransmssion. drop 24
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
109. 253. 131. 239|i srael 147. 237. 76. 200 |ei tan. aka. i df . 9 =9 Invalid segnent retransmssion. | 24
Ret r ansni ssi on Packet dropped.
195. 154. 173. 103|France 147. 237.77. 216 |dover. i df .i | drop SAMrul e drop 18
Sreaning Engine: TCP Invalid i i ssi
66.249.78.146 |lhited Sates  |147.237.72. 166 |aka i df il 9 =9 Invalid segnent retransmssion. |, 18
Ret r ansni ssi on Packet dropped.
46.19. 85. 63 I srael 147.237.76.42 |refuah.icf.il  [Bad TCP sequence SN retransnt with different monitor (14
w ndow scal e
168. 235.207. 43 |[Uhited States  |147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 11
84.110. 144.86 |Israel 147. 237. 77. 216 |dover.i df .i 1 SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 10
46. 19. 86. 38 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 10
46. 19. 86. 71 | srael 147.237.72. 166 |aka. i df . i drop Frst packet isn't SYN drop 9
79.182.109.10 |lsrael 147.237. 72. 167 |i shuri maka.i df . i I{dr op Frst packet isn't SYN drop 9
46. 19. 85. 63 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber aert 9
79.180. 105. 20 |Israel 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 8
46. 19. 85. 63 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 8
46.19.85.63 |Israel 147.237.76.42 |refuahicf.il  [Bad TOP sequence S retransmt with different alert 8
w ndow scal e
Sreamng Engine: TCP Invalid i i ssi
89. 139. 159. 250 |[Israel 147. 237. 77. 243 |nobi | e. i of . i 9 =9 Invalid segnent retransmssion. | 8
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TQP Invalid i i sSi
62.0.118. 75 I srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
93.172.147.78 |Israel 147. 237. 77. 243 |nobi | e. i of . i 9 =9 Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i sSi
46.19.86.223  |israel 147, 237.72. 167 |i shuri maka. i df .| 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
120. 52. 72. 42 Chi na 147.237.77. 176 |nat pash. i df .i | drop SAMrul e drop 6
Sreanming Engine: TCP Invalid i i ssi
79.179.4.252  |israel 147.237.77. 243 |robi L e. i of . i1 9 =g Invalid segnent retransmssion. |4 6
Ret r ansmi ssi on Packet dropped.
41. 33. 232. 66 Egypt 147.237.77. 216 [dover.idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data  |nonitor
37.142. 68. 28 I sr ael 147.237.76.31 |nakchal.idf.il  |SYN Attack SYN -> SYN-ACK -> RST rej ect
46.19.86. 71 I'srael 147.237.72. 166 |aka. i df .| Bad TCP sequence SINAXK retransmt with different 1opuior s
w ndow scal e
. R SYNVAK retransmit with different .
190. 98. 49. 30 Suri nane 147.237.77. 216 |dover.idf . i | Bad TCP sequence wi ndow scal e noni t or 5
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop
46. 19. 85. 63 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence noni t or
Sreaming Engine: TGP Invalid i i ssi
85. 250. 177. 205 |Israel 147.237.76. 200 |ei tan. aka.i df . i 9 =g Invalid segnent retransmssi on. drop 4
Ret r ansni ssi on Packet dropped.
5.102.254.113 |Israel 147.237.0.34 |tikshw.idf.il  |Bad TCP sequence I'nvali d ACK nunber nonitor |4
46. 19. 86. 71 | srael 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 4
195.34.150.18 |Austria 147.237.77. 216 |dover.i df .il B ock HTTP Non Conpli ant Failed to handl e connection data  [nonitor |4
185. 3. 144, 37 I sr ael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber nonitor |4
Sreamng Engine: TCP Invalid i i ssi
2.54.55. 249 I srael 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TQP Invalid i i sSi
84.228.55.154 |l srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
31.210.187. 174 [Israel 147. 237. 76. 147 |chi nuch. aka. i df . i [|Bad TCP sequence Invalid ACK nunber noni t or
195. 154. 173. 103|France 147.237.77.176 [matpash.icf.il  |drop SAMrul e drop
Sreaning Engine: TGP Invalid i i ssi
109.66.28.71  |Israel 147. 237.72. 166 |aka i df . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
46. 19. 85. 16 I srael 147.237.77. 176 |natpash.idf.il  |Bad TCP sequence Inval i d ACK nunber alert
149.78.171.41 |l srael 147.237.77. 216 |dover.i df .il Bl ock HTTP Non Gonpl i ant Fail ed to handl e connection data  [noni tor
Sreaning Engine: TCP Invalid i i ssi
109. 253. 156. 1431 srael 147. 237.72. 166 |aka i f .11 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
109.64.88.94 | srael 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. |4 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
46.19.86.71  |israel 147.237.72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. g 3

Ret ransm ssi on

Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Action ‘Count
149. 78. 168. 240 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 273
176.13.12.219 |[Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 151
162. 214.29. 207 |Uhited Sates |147.237.72.166|aka.idf.i | PHP At t enpt B ock 75
162.214.29.207 |Uited Sates |147.237.72.166|aka.idf.il Mil tipl e Waut horized URL Access from 162. 214. 29. 207 Bl ock 73
93.173.188.51 |[Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 35
162. 214.29. 207 |Uhited Sates |147.237.72.166|aka.idf.i | Ml ti pl e signatures from 162.214. 29. 207 B ock 18
66.249.78.146 |Wiited Sates [147.237.72.166|aka.idf.il Mil tipl e Unhaut horized URL Access from 66. 249. 78. 146 Bl ock 13
176.13.5. 237 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock
66. 249. 79. 75 Uited Sates |147.237.77.216|dover.idf.il Ml tipl e Unaut horized URL Access from 66.249. 79. 75 B ock 5
79.179.4.252  |israel 147. 237.77. 243 |nobi | e. i df . i | mgﬂt:?réfzf? ; it‘eggrcyisemgtes“ <t ohi | ddocunent </ 1152 Bock |5
66.249.64.190 |lnited Sates [147.237.72.166|aka.idf.il Ml tipl e Unaut hori zed URL Access from 66. 249. 64. 190 B ock 4
94.159. 146. 64  [Israel 147.237.77. 216 |dover. i df . il Ostributed Whaut hori zed URL Access on waw i df.il/error. htm Bl ock 3
178.137.81.41 |kraine 147.237.77. 216 |dover. i df . i | Uhaut hori zed URL Access to www i df.il/mazi/ B ock 3
109. 253. 215. 250]l srael 147.237.0.19 |[madi matal .idf.il O stributed Suspicious Response Code B ock 3
5.29. 247.56 I srael 147.237.77.216|dover.idf .i | Mil tipl e Unaut hori zed URL Access from 5. 29. 247. 56 Bl ock 2
213.57.221.163 |[lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
84.111.210.112 [israel 147.237.0.19 [madi matal .idf.il O stributed Suspicious Response Code B ock 2
109. 253. 216. 161l sr ael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Qode B ock 2
95.86.119.117 |[lIsrael 147.237.77.243|nobi | e. i df . i | Mil tipl e Uhauthorized UR. Access from 95.86.119. 117 B ock 2
89. 139. 159. 250 |[Israel 147.237.77.243|nobi | e. i df . i | O stributed Suspicious Response Code B ock 2
131.253.25.130 |lhited Sates |147.237.77.216|dover.idf.il Ostributed Whaut hori zed URL Access on waw i df.il/error. htm Bl ock 2
188.163.70.39 |lkraine 147.237.77.216|dover.idf .i | Unaut hori zed URL Access to waw i df . il/1561-en/ dover . aspx' B ock 2
93.173.187.237 [Israel 147.237.76.42 |refuah.idf.il L ated Lot hori zed ;ﬁaﬁ“g}i on Bock |1
176.13. 5. 237 | srael 147.237.77.216|dover. i df . i | Unhaut hori zed URL Access to wa i df.il/mai n/ hone/ def aul t. aspx Bl ock 1
141. 212. 122. 225|Lhited Sates [147.237.0.17 g; niyl- kosher -kravi .| Lhtraceabl e SSL Sessi ons: Lhknown Server Certificate None 1
66.249.64. 185 |[lhited Sates |147.237.0.34 |tikshuv.idf.il chauiorized UL 0068 1O o control o/ he - Bock |1
Uhaut hori zed URL Access to
95. 86. 108. 31 I srael 147.237.72. 166 [aka. i df . i | wwv aka. i df . i |/ mai n/ r abanut / &sa=udved=0ahukew k4y?2r 7pj | ahubob [Bl ock 1
gkhr _raxwgf ggi maa&usg=af gj cngt yt nl | j npnyf pf ndzekj k- ayw9g
46.19. 85. 63 I srael 147.237.76. 42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/ 960. css  |B ock 1
79.179. 4. 252 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Qode B ock 1
146. 185. 234. 48 :Z:::Inl on 147.237.77. 216 |dover.idf . il Dstributed Lhauthori zed URL Access on wawidf.il/error.htm B ock 1
5.20.247.56  [Israel 147. 237.77. 216 |dover . i df . i | chaut flor] zed LR fg,cse; oo o spot i ng. 450 Bock |1
85. 65. 137. 86 I srael 147.237.77.243|nobi | e. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
66.249.78.146 |lLnited Sates [147.237.72.166|aka.idf.il Unknown Paraneter Do.. in waw aka.idf.il/giyus/general/default.asp [None 1
Unknown Par anet er
46.116. 222. 104 |l srael 147.237.72. 166 |aka. i df . i | ct 1 00%$ct | 00$cphMii n$TochenPl acetbl der $ct | 13$ct | 01$ct | 03$chl Quest i |None 1
on$7 in ww aka.idf.il/nain/giyus/ guestionnaire. aspx
113. 76.90. 154  |Chi na 147.237.77. 216 |dover. i df . i | Unaut hori zed URL Access to 147.237.77.216/ B ock 1
66.249.64.190 |[Lhited Sates |147.237.72.166|aka.idf.il Unknown Paraneter Do.. in wwyaka.idf.il/giyus/kadatz/ None 1
24.154. 4. 247 Uhited Sates |147.237.76.31 |nakchal .idf.il Abnormal |y Long Request net hod B ock 1
95.86.119. 117 |Israel 147.237.77.243|nobi | e. i df . i | Lhaut hori zed URL Access to nobile.idf.il/sip storage Bl ock 1
66.249.78.146 |Lhited Sates |147.237.72.166|aka.idf.il Unknown Paraneter doc.. in wwaka.idf.il/giyus/forns/ None 1
162. 214.29. 207 |Uhited Sates |147.237.72.166|aka.idf.il Unaut hori zed URL Access to waw aka. i df .il/index. php B ock 1
46. 120. 48. 21 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 1
Uhaut hori zed URL Access to
95. 86.104. 100 [Israel 147.237.77.74 [lawidf.il ww | aw i df il /tenpl ates/t enpl at econtrol s/ news/ si p_st orage/ fil es/ 7/1 [B ock 1
437. pdf /
79.180.35.186 | srael 147.237.72. 166 |aka. i df . i | m”;grii;fe_? I'ﬁ;:'cr’]‘;'szgﬁ;fggout aspx Bock |1
157.55.39.105 |Uhited Sates |147.237.77.216(|dover.idf.il Ostributed Wauthorized URL Access on waw idf.il/error.htm B ock 1
66. 249. 66. 33 Lhited Sates [147.237.77.74 |lawidf.il Dstributed |11egal Paraneter Encoding None 1
24.154. 4. 247 Uhited Sates |147.237.76.31 |nakchal .idf.il Illegal Byte Qode Character in Mt hod B ock 1
109. 66. 55. 33 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod CPTIONS for www aka. i df . i | / mai n/ sachar/ B ock 1
93.172.147.78 |Israel 147.237.77.243|nobi l e. i df . i | DO stributed Suspici ous Response Qode B ock 1
66.249.78.146 |lnited Sates [147.237.72.166|aka.idf.il Unknown Paraneter docld in waw aka. i df.il/shalishut/site/fag. aspx [None 1
138.36.0.3 147.237.77.243|nobi | e. i df . i | Uhaut hori zed URL Access to 147.237.77. 243/ i ndex. php Bl ock 1
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