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02-27-2016-22:04:02 to 02-27-2016-23:04:02

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count|
66. 249. 66. 33 | srael 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 14
82. 145, 218. 138 Eur ope 147.237.76. 42 refuah.idf.il Bl ock | p_ VWb In dr op 6
185. 130. 5. 196 147.237.76. 198 e.yohalan.idf.il |Bock Np All Net drop 1
217.26.171. 188 Mol dova, Republic of 147.237.76.176 test.ncore.idf.il|L4 Source or Dest Port Zero drop 1
205. 209. 185. 11 Lhited Sates 147.237.0.19 madi matal .idf.il|Bock Np Al Net drop 1
217.26.171.188 Ml dova, Republic of 147.237.77.176 nat pash. i df . i | L4 Source or Dest Port Zero drop 1
205. 209. 185. 11 Lhited Sates 147. 237. 0. 200 ndu. i df i | Bock Np Al Net drop 1
185. 130. 5. 196 147.237.76. 42 refuah.idf.il B ock Np Al Net dr op 1
205. 209. 185. 11 Lhited Sates 147.237.77. 74 lawidf.il Bock Np Al Net drop 1
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il Bl ock Wp Al Nets drop 1




02-27-2016-22:04:02 to 02-27-2016-23:04:02

|Top Attackers In IPS|

Attacker Address |Attacker Qountry rget Address |Site |Sgnature Devi ce Action |Count
93.172.62. 65 I srael 147.237.0. 34 tikshuv.idf.il |ClL000138: HITP. prefix 1.01 in the LR B ock 8
61.135.189. 121 Chi na 147.237.77.216 |dover.idf.il CL000071: HTTP: User Agent Sogou+web+spi der B ock 4
66. 249. 64. 180 | srael 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the URL Bl ock 2
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP. User Agent Sogou-+web+spi der B ock 1
51. 255. 65. 97 Lhi ted Ki ngdom 147.237.77. 74 lawidf.il C1000146: HTTP. AhrefBot craw er B ock 1
106. 38. 241. 106 Chi na 147.237.77.176 |mat pash.idf.il |CL000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
106. 38. 241. 106 Chi na 147.237.77.233 |atal .idf.il Cl000071: HTTP. User Agent Sogou-+web+spi der B ock 1
213.251.184. 38 France 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot B ock 1
51. 255. 65. 68 United Ki ngdom 147.237.77. 74 lawidf.il C1000146: HITP. AhrefBot craw er Bl ock 1




02-27-2016-22:04:02 to 02-27-2016-23:04:02

|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
93.113.125.11 |147.237.72. 166 |Ronani a aka.idf.il ET SCAN NVAP -sS wi ndow 1024 1
77 196, 68. 13 147 237.76. 30 |1 srael i rush i il ET DO5 Large amount of TCP ZeroWndow - Possible Nkiller2 DDos 1
attack
50. 60. 153. 98 147.237.76. 176 |Lhited Sates [test.ncore.idf.il |[ET SCAN Potential SSH Scan 1
120.194. 193. 15 |147.237.0.19 |China madimatal.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
114.112.90. 54  |147.237. 72. 156 |Chi na anan. i df.il SERVER APACHE Apache SSI error page cross-site scripting 1
104. 209. 136. 93 [147.237.0.35 |Wnited Sates  |akaws.idf.il ET SCAN Potential SSH Scan 1
88.249.106.23 |147.237.77. 170 |Turkey naarachot.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
65. 98. 59. 26 147.237.76.201|thited Sates |e.atal.idf.il ET SCAN Potential SSH Scan 1
» 54169, 34 147 237 77 233|151 8el atal idh il ET DC5 Large anmount of TCP ZeroWndow - Possi bl e Nkiller2 DDos 1
attack
218. 246. 0. 97 147.237.8.50 |China etikshuv.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
180. 150. 177. 188|147. 237. 77. 170 |Chi na naarachot.idf.il |ET SCAN NVAP -sS w ndow 1024 1
120.194. 193. 15 |147.237.0.15 |China kosher-kravi.idf.i |[ET SCAN Potential VNC Scan 5900- 5920 1
104. 209. 136. 93 |147.237.76.38 |Wited Sates |e.eneitav.idf.il |ET SCAN Potential SSH Scan 1




02-27-2016-22:04:02 to 02-27-2016-23:04:02

|Top Attackers In FW |

At acker

ountry Target Address ‘Ste ‘Slgnature

Sreaning Engine: TGP Invalid i i ssi

37.46.41.79  |Israel 147. 237. 76. 200 |ei tan. aka. i df . i g =g nvalid segnent retransmssi on. drop 90
Ret ransm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i sSi

109.65.142.7 |israel 147. 237. 76. 200 |ei tan. aka. i df . 9 =g nval i d segnent retransmssi on. drop 39
Ret r ansmi ssi on Packet dr opped.

41.33.231. 90 Egypt 147.237.77. 216 |dover.idf.il |dr op SAMrul e drop 36
Sreaning BEngine: TCP Invalid i i ssi

66.249.78. 146 |Wnited Sates |147.237.72.166|aka idf.il 9 =g nval i d segnent retransmssi on. drop 26
Ret r ansm ssi on Packet dropped.

r ing BEngine: TCP Invali i i ssi

185. 32, 179. 137 |I srael 147.237.77. 243 |t e i o1 |2 €AM NG Engine: TP Invalid nval i d segnent retransmssi on. drop 18
Ret r ansm ssi on Packet dropped.
Sreaning BEngine: TCP Invalid i i ssi

73.1.250.250 |wited Sates |147.237.76.200|eitan aka idf. i 9 =g nval i d segnent retransmssi on. drop 16
Ret r ansm ssi on Packet dropped.

2.54.144.154  |Israel 147.237.72. 166 |aka.idf .il SYN Att ack SYN -> SYN-ACK -> RST rej ect

84.110. 144.86 |l srael 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
Sreaning Engine: TGP Invalid i i sSi

2.54.155.39  |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.

46.19.85.223 |Israel 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber alert 6

41.33.232.66 |Egypt 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data noni t or 6

46.19.85.223  [Israel 147.237.76.86 |navy.idf.il |Bad TCP sequence I'nval i d ACK nunber noni t or 6

46.19.85.203 |Israel 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber alert 6
Sreaning BEngine: TCP Invalid i i ssi

2.54.51.100  |Israel 147. 237. 77. 243 |nobi l e.i df .i | 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi

85.64.80. 160 |l srael 147.237.72. 166 |aka. i df .11 g =g nvalid segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dropped.
Sreaning BEngine: TGP Invalid i i ssi

5.29.111.68  |Israel 147.237.77. 243 |mbile.i o .11 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dropped.

46. 19. 85. 203 | srael 147.237.77. 216 |dover.icf.il |Bad TCP sequence Inval id ACK nunber noni t or

149. 78. 146. 124 || srael 147.237.76.31 |nakchal .idf.il |[SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect

46.19.85.149 |lsrael 147.237.76.42 [refuah.icf.il |Bad TCP sequence Inval i d ACK nunber moni t or

149.78. 146. 124 |I srael 147.237.76.31 |nakchal .idf i1 [Bad TCP sequence SINWAXK retransmt wih different oo s

w ndow scal e

46.19.85.223 |[Israel 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber alert 5

46.19.85.223 |lsrael 147.237.77. 216 |dover.icf.il |Bad TCP sequence Inval i d ACK nunber noni t or 5

37.46.41.79 | srael 147.237.76. 200 eitan. aka.i df .iiBad TCP sequence Inval i d ACK nunber noni t or 4

46.117.13. 154 |lsrael 147.237.72. 166 |aka.idf . il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 4

5.102.242.205 |Israel 147.237.72. 166 |aka.idf .il Bad TCP sequence Inval i d ACK nunber noni t or 4

46.19.85.149 |Israel 147.237.76.42 |refush.idf.il |Bad TCP sequence Invalid ACK nunber alert 4

82. 81.99. 68 | srael 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 4

66. 102. 9. 65 Lhited Sates |147.237.77.176|matpash.idf.il |dr op First packet isn't SYN drop 4

217.132. 36. 234 |l srael 147.237.0.34 |tikshuv.idf.il |[SYN At ack SYN -> SYN-ACK -> RST rej ect 4

195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 4
Sreaming BEngine: TCP Invalid i i ssi

66.249. 64. 190 [Lnited Sates |147.237.72. 166 |aka.idf.il 9 =g Invalid segent retransmssion. drop 4
Ret ransm ssi on Packet dropped.

37.46. 41. 47 | srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval id ACK nurber noni t or

31. 210. 187. 189 [l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or

46. 19. 85. 187 | srael 147.237.77. 216 |dover.icf.il |Bad TCP sequence Inval id ACK nunber noni t or
Sreaning BEngine: TCP Invalid i i ssi

212.199. 101. 60 |l sr ael 147. 237.76. 200 |ei tan. aka. i df .| 9 =9 nval i d segnent retransmssi on. drop 4
Ret r ansm ssi on Packet dropped.
Sreaming BEngine: TCP Invalid i i ssi

79.183.128.51 [ srael 147.237.77. 243 |nobil e.i df . 9 =g Invalid segent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreaning BEngine: TCP Invalid i i ssi

176.13.17.192 |israel 147. 237. 72. 166 |aka i of . i 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dropped.
Sreaming BEngine: TCP Invalid i i ssi

79.176.169. 90 |Israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreaning BEngine: TCP Invalid i i ssi

109.67.3.21  |isradl 147.237.76.86 |navy.idf.il 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dropped.
Sreaming BEngine: TCP Invalid i i ssi

79. 179. 200. 223 I srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segrent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreaning BEngine: TP Invalid i i ssi

143.127.2.4  |Wited Sates |147.237.72. 166 |aka idf.il 9 =9 Inval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dropped.

2.52.154.108 |Israel 147.237.77. 216 |dover.icf.il |Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreaning Engine: TGP Invalid i i ssi

176.13.21.32  |israel 147.237.72. 166 |aka.i df . i1 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i sSi

79.177.8.38  |Israel 147.237.72. 166 |aka. i df . 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.

62.219.113. 95 |Israel 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 3
Sreaning BEngine: TCP Invalid i i ssi

5.28.159. 153 |l srael 147. 237. 77. 243 |nobi l e.i df .i | 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dropped.

46.19.85.192 |lsrael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreaning BEngine: TCP Invalid i i ssi

79.182.61.23 |l srael 147. 237, 72. 166 |aka. i of . i 9 =9 Inval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dropped.

2.52.181.241 |israel 147.237. 72. 166 |aka i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect

37.26.149. 139 |[Israel 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SN drop
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
46. 19. 86. 252 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response (ode B ock 78
46.120.170.13 |Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 57
66.249.78.146 |Lnited Sates |[147.237.72.166|aka.idf.il Mil tipl e Uhaut hori zed URL Access from 66. 249. 78. 146 B ock 21
176. 13. 5. 202 I srael 147.237.77.243|nobi l e.idf . il D stributed Uhaut hori zed URL Access on nobi |l e.idf.il/nekudot/index |Bl ock 8
66.249.64.190 |[Lhited Sates [147.237.72.166|aka.idf.il Ml tiple Uhauthorized URL Access from 66. 249. 64. 190 B ock 4
46.19. 85. 120 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspi ci ous Response Code B ock 3
2.54.131. 168 | srael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code B ock 3
185, 32.179. 137 |l srael 147.237.77.243|nobi l e.i df . i | Distributed Suspici ous Response Qode B ock 3

. . . D stributed Unaut hori zed URL Access on
2.54.63.71 I srael 147.237.0.19 |madimatal .idf.il nadi matal i df i1/ shar ed/ aj ax/ updat enakat Gaunt i ty. aspx B ock 2
66. 249. 79. 75 Lhited Sates |[147.237.77.216|dover.idf.il Mil tipl e Uhaut horized URL Access from 66.249. 79. 75 B ock 2
80.84. 1. 28 :ato\‘f: 'dgre 147.237.77. 216 |dover . i df . i | Distributed Wauthori zed UR. Access on wawidf.il/error. htm Bock |2

. . Unaut hori zed URL Access to
77.125.97. 67 I srael 147.237.77. 176 |mat pash. i df . i | wiw cogat i df .i1/si p.storagelfi | es/ 6/ 4616, ] pg Bl ock 2

. . Uhaut hori zed URL Access to
85.64.101. 131 |Israel 147.237.72. 166 |aka. i df . i | v aka. i o i |/ nai v i yus/ cont rol s/ at uda/ B ock 2

. . . Uhaut hori zed URL Access to
109. 186. 173. 134|I srael 147.237.0.19 |madimatal .idf.il maci matal i df .|/ shar ed/ aj ax/ updat enakat Gaunt i ty. aspx B ock 2

Uhaut hori zed URL Access to

87. 69. 208. 55 | srael 147.237.72. 156 |aman. i df . i | waw anan. i df . i | / consol e/ cor e/ doc_ngr / undef i ned B ock 1
31.44.131.35 | srael 147.237.72. 166 |aka. i df . i | Mil tiple Unaut horized URL Access from 31.44.131. 35 B ock 1
2.54.51. 100 I srael 147.237.77.243|nobi l e.i df . i | Distributed Suspici ous Response Qode B ock 1
80.84.1.26 :atos: :j;e 147.237.77.216|dover.i df . il Distributed Waut hori zed URL Access on wwidf.il/error. htm B ock 1
. . . . |Paraneter Type Mol ation ctl00$Cont ent A acetbl der 1$t xt Password i n
176.13.2.76 I srael 147.237.76.39 |nobile. neitav.idf.il nobi | e. nei tay. i i |/t enpl at es/ | ogi n. aspx Bl ock 1
] . . Unknown Par anet er sQpenLinkln in
66.249.78.146 |United Sates [147.237.72.166|aka.idf.il ww aka. i o i |/ el tany prati pi rteychayal / None 1
109. 253. 136. 100| sr ael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 1518- he/ ref uah. aspx  |Bl ock 1
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
84.228.99. 22 I srael 147.237.72. 166 |aka. i df . i | v aka, i o . i |/ nai v/ Sachar / r equest paysl i pexpl anat i on. aspx None 1
5.29.111. 68 | srael 147.237.77.243|mobi l e. i df . i | Distributed Suspici ous Response Code B ock 1
79.179. 147. 226 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
Russi an . . Uhaut hori zed URL Access to
217.69.133. 227 Federation 147.237.76. 86 [navy. i df. i vy navy. i df . il /994- 8613- he/ navy. aspx. aspx Bl ock !
157. 55. 39. 46 Lhited Sates |147.237.77.176|nat pash. i df.i| Unaut hori zed URL Access to 147.237.77. 176/ B ock 1
] . . Unaut hori zed Method GET for
66.249.64.190 [Wited Sates |[147.237.72.166|aka.idf.il ww aka i o i1/ turi n aspl sear chr esul ts. asp Bl ock 1
m ny- kosher - kr avi . _ .
87.70.185.171 | srael 147.237.0. 17 S ULhtraceabl e Gnnection - Lhknown Server Certificate None 1

idf.il

Unhaut hori zed URL Access to
31.44.131.35 I srael 147.237.72. 166 |aka. i df . i | wan aka. i df . i1/ mai n/ har edi mi &sa=u&ved=0ahukew swsex6j j | ahur bnm [B ock 1
khchj b_i gf ggknae&usg=af gj cnf d5s02zi eednbnf xvss2_oef usww

Satellite

80.84.1.27 P ovi der 147.237.77.216|dover.idf . il Distributed Lhaut hori zed URL Access on waw idf.il/error. htm B ock 1

114.112.90.54 |Chi na 147.237.72. 156 [arman. i df . i | Ill1egal Host Nane Bl ock 1
. . D stributed Unaut hori zed URL Access on

85.64.101. 131 |[Israel 147.237.72. 166 |aka. i df . i | voww aka. i o i 1/ nai v i yus/ cont rol s/ at uda/ B ock 1

31.44.130. 74 I srael 147.237.0.34 |tikshuv.idf.il Mil tipl e Unaut horized URL Access from 31.44. 130. 74 Bl ock 1

79.182.191. 240 |[Israel 147.237.77.216|dover . i df . il Ml tiple Unhauthorized URL Access from 79. 182. 191. 240 B ock 1

157.55.39. 101 |Uited Sates |147.237.76.42 |refuah.idf.il tnaut hori zed LR Access to Bock |1

vy ref ua. atal . i df . il /shared/ usercontrol s/ header upper/
Unaut hori zed URL Access to waw | aw i df.il/321-he/ pat zar. aspxin pin

93.173.186. 183 |[lIsrael 147.237.77.74 [lawidf.il R B ock 1
. . Uhknown Paraneter sa in
31.44.131.35 | srael 147.237.72. 166 |aka. i df . i | voww aka. i o i |/ rai v har edi ndnas! ul i nhi st aspx None 1
. . ] Uhaut hori zed URL Access to
180.76.15.136 |China 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994- 9687- he/ r ef uah. aspx Bl ock 1
. . Dstributed Lhauthori zed URL Access on
46.116. 147.74  |Israel 147.237.72. 166 |aka. i df . i | voww aka. i o i 1/ nai v i yus/ cont rol s/ at uda/ Bl ock 1
149. 78. 49. 246 |Israel 147.237.0.19 |madimatal .idf.il Suspi ci ous Response Code B ock 1
Uhaut hori zed URL Access to
. . ] wany ti kshuv. i df.i1/901-7924- he/ ti kshuv. aspx&a=u&ed=0ahukew 7
31.44.130.74  |israel 147.237.0.34 |tikshuv.idf.il mu3hapj | ahvj 8ni khf - xa54qf ggenagusg=af qj cnf pgdkoblosni qesou |2 °°K 1
nzsd8nl5pqg
79.182.191. 240 |[Israel 147.237.77.216|dover . i df . i Uhaut hori zed URL Access to ww i df.il/dover/sitel homepage. asp B ock 1
157.55.39.105 |lhited Sates |[147.237.77.216|dover.idf.il Distributed Lhaut hori zed URL Access on v idf.il/error. htm B ock 1
66.249.78.146 |Wited Sates [147.237.72.166|aka.idf.il Uhknown Paraneter Do in v aka. i df.il/giyus/ general /default.asp None 1
37.26.148.137 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
99.237.195. 175 [Canada 147.237.77.216|dover.idf .il Uht raceabl e SSL Sessi ons: (pen Mbde None 1
. . S Uhtraceabl e Gonnection - Protocol violation
2. 54. 140. 29 I srael 147.237.72. 166 [aka. i df . i | (SSL_OONN LI ENT FELLO) None 1
. . Paraneter Type Mol ation SearchText in
80. 246. 130. 211 |[lIsrael 147.237.77.216|dover. i df . il v i df i 171129- he/ dover . aspx Bl ock 1
79.141.163.10 |France 147.237.77.216|dover. i df . il Unhaut hori zed URL Access to v idf.il/894-ar Bl ock 1
149. 78.120. 188 [l srael 147. 237. 72. 166 |aka. i df . i | Unknown Parareter __VI BASTATEENCRYPTED i n None |1

wan aka. i df . i |/ mai n/ sachar / mai | box. aspx
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