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02-27-2016-21:04:09 to 02-27-2016-22:04:09

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |[Count
31.168. 240. 21 | srael 147.237.72. 166 aka.idf.il B ock_Wp Al _Nets drop 6
82. 145, 223. 105 Eur ope 147.237.77. 233 atal.idf.il B ock _|p VWb In drop 2
185. 130. 5. 196 147.237. 76. 44 e.refuah.idf.il Bock Np Al Net drop 1
64. 89. 188. 181 Lhited Sates 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
205. 209. 185. 11 Lhited Sates 147.237. 8. 45 eeitanidf.il B ock Np Al Net drop 1
94. 237. 25. 247 F nl and 147.237.77. 216 dover.idf.il JLM Under _Attack Con Htp drop 1
185. 130. 5. 196 147. 237. 76. 86 navy. i df .i| Block Np Al Net drop 1
68. 63. 80. 220 Lhited Sates 147.237.72.14 dover.idf.il (ol d) B ock_Up Al _Nets drop 1
105. 154. 69. 57 Mor occo 147.237.77. 216 dover.idf.il JLM Under Attack Con Htp drop 1
54.72.182. 187 Irel and 147.237.77. 216 dover.idf.il Bl ock Udp All Nets drop 1
185. 130. 5. 196 147.237. 76. 147 chinuch.aka.idf.il |Bock Np Al Net drop 1
185. 130. 5. 196 147.237. 8. 28 e.nobile-ks.idf.il |Bock Np Al_Net drop 1
64. 89. 188. 177 Lhited Sates 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
185. 130. 5. 196 147.237.77. 176 nat pash. i df . i | B ock Np All _Net drop 1
83. 136. 253. 223 Uhi t ed Ki ngdom 147.237.77. 216 dover.idf.il JLM Under Attack Con Htp drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry rget Address |Sgnat ure Devi ce Action |Count
79. 183. 182. 247 I srael 147.237.0. 34 tikshuv.idf.il |ClL000138: HITP. prefix 1.01 in the LR B ock 8
109. 65. 108. 217 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the LRL B ock 8
61.135. 189. 121 Chi na 147.237.77.216 |dover.idf.il C1000071: HTTP: User Agent Sogou+web+spi der Bl ock 4
89. 138. 109. 148 I srael 147.237.72.166 |aka.idf.il C1000014: HTTP: Malicous User Agent FQCA B ock 2
162. 210. 196. 98 Lhited Sates 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot B ock 2
106. 38. 241. 106 Chi na 147.237.77.176 |mat pash.idf.il |CL000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
106. 38. 241. 106 Chi na 147.237.77.233 |atal .idf.il Cl000071: HTTP. User Agent Sogou-+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

At acker

Target Address ountry Signature
66.249.81. 175 [147.237.77.233|lhited Sates [atal.idf.il ET SCAN NVAP -sA (2) 4
195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66.249.79.75 [147.237.77.216(thited Sates |[dover.idf.il ET SCAN NVAP -sA (2) 2
213.57.44. 158 |147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
151.11.201.3 [147.237.76.38 [italy eeneitav.id.il|ET SCAN NVAP -sS w ndow 4096 1
151.11.201.3  [147.237.76.38 |[italy eeneitav.id.il|ET SCAN NVAP -f -sS 1
50. 87. 144. 145 |147.237.77.216|lhited Sates |dover.idf.il portscan: TCP O stributed Portscan 1
213.238. 176. 44 (147. 237. 72. 217 [Turkey eidf.il ET SCAN NMAP -sS wi ndow 1024 1
151.11.201.3 |147.237.76.38 |[Italy eeneitav.idf.il[ET SCAN NVAP -sS w ndow 2048 1
115. 28.218. 77 |147.237. 72. 167 |Chi na ishurimaka.idf.i|ET SCAN NVAP -sS wi ndow 1024 1
49,205, 32. 125|147 237 0.34 lindgia Cikshovid il ET SCN\I Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address ‘Ste ‘Signature /?ca\t”i (;i
41.33.231. 90 Egypt 147.237.77. 216 |dover.idf.il |dr op SAMrul e drop 36

s SN retransnmit wth different .

89. 138. 109. 148 |l srael 147.237.72. 166 |aka.icf.il [Bad TCP sequence vil ndow scal e nonitor |26
Sreanming Engine: TCP Invalid i i ssi

87.69.194.195 | srael 147.237.77. 243 |nobi | e. i of .| 9 =g Imvalid segnent retransmssion. g 24
Ret ransm ssi on Packet dropped.
Sreaming Engine: TP Invalid i i ssi

66.249.78.146 |United Sates 147.237.72. 166 |aka i of .11 9 =9 Invalid segnent retransmssion. g 20
Ret ransni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi

149.88.253.13 [Israel 147.237.77. 243 |nobi | e. i of .| 9 =g Invalid segnent retransmssion. g 20
Ret ransm ssi on Packet dropped.

37.142. 244,223 |lsrael 147.237.72. 166 [aka idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 18
Sreaming Engine: TGP Invalid i i ssi

109. 253. 142. 134|1 srael 147. 237.77. 243 |nobile. i f . | 9 =g Invalid segnent retransmssion. g 18
Ret ransni ssi on Packet dropped.

66.249.81.175 |United Sates 147.237.77. 233 atal .idf.il [drop First packet isn't SN drop 14

37.142.195.192 |lsrael 147.237.72. 166 |aka. idf.il |SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 14
Sreanming Engine: TCP Invalid i i ssi

66.249.64.190 |Wnited Sates 147.237.72. 166 |aka. i df . i 9 =g Imvalid segnent retransmssion. g 14
Ret ransnmi ssi on Packet dropped.
. . SYN+AXK retransmit with different .
37.142.160.48 |Israel 147.237.72. 166 |aka.icf.il [Bad TCP sequence vil ndow Scal & nonitor |13
37.142.160. 48 |[Israel 147.237.72. 166 |aka. idf.il |SYN At tack SYN -> SYN-ACK -> Ti neout alert 12
37.142.160.48 |Israel 147.237.72.166 [aka.idf.il [SYN At tack SYN -> SYN-ACK -> Ti meout rej ect 12
Sreamng Engine: TCP Invalid i i ssi

82. 166. 240. 201 |Israel 147.237. 77. 243 |robi | e i df . | 9 =9 Invalid segnent retransmssion. g 10
Ret r ansni ssi on Packet dr opped.

46. 19. 85. 238 | srael 147.237.76.42 |refuah.idf.il|dr op First packet isn't SN drop 10
Sreaming Engine: TCP Invalid i i ssi

41.224.80.140 |Tunisia 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. g 9
Ret ransn ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi

79.183.16.12  |israel 147.237.77. 243 |robi | e. i o .i | 9 =g Imvalid segnent retransmssion. g 9
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi

79.177.244. 44 |israel 147.237.72. 166 |aka i of .11 9 =9 Invalid segnent retransmssion. g 9
Ret ransni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi

41.224.80.140 |Tunisia 147.237.0.34  |tikshuv.idf.i 9 =g Imvalid segnent retransmssion. g 9
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi

84.108.234.55 |Israel 147.237.77. 243 |nubi l e.i df .i 9 =9 Invalid segnent retransmssion. g 8
Ret ransni ssi on Packet dr opped.

46. 19. 85. 150 | srael 147.237.77. 216 |dover.idf.il |[Bad TCP sequence Inval i d ACK nunber noni t or

2.54.168. 119 I sr ael 147.237.72. 166 [aka.idf.il [SYN At tack SYN -> SYN-ACK -> RST rej ect

37.142.195.192 |lsrael 147.237.72. 166 |aka.idf.il |SYN At ack SYN -> SYN-ACK -> Ti neout alert
Sreanming Engine: TCP Invalid i i ssi

37.26.146.129 | srael 147.237.77. 243 |nobi | e. i of .| 9 =g Imvalid segnent retransmssion. g 6
Ret ransm ssi on Packet dropped.

41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il [Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data  |noni tor 6

212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il [drop First packet isn't SYN drop 6

46.117.12.217 |Israel 147.237. 77. 216 |dover.idf.il [SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 6

37.142.134.44  |Israel 147.237.72. 166 [aka idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 6
Sreaming Engine: TGP Invalid i i ssi

109. 65. 38. 237 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. g 6
Ret ransni ssi on Packet dropped.

94.230.86.214 |Israel 147.237.72. 166 |aka.icf.il [Bad TCP sequence I'nval i d ACK nunber nonitor |5

o SYN+AXK retransmit with different .
87.69.133. 8 I srael 147.237.72. 166 |aka.icf.il [Bad TCP sequence wi ndlow scal e nonitor |5
109.66.194.7  [Israel 147.237.76.42 |refuah.idf.i1[Bad TOP sequence S retransmt with different monitor  [5

w ndow scal e
188. 161. 113. 106 glcf;i'géa” Territory. 1147, 237. 7. 216 |dover.idf. i1 |dr op Frst packet isn't SIN drop 5
84. 94. 66. 175 | srael 147.237.0.34 [tikshw.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 4
109. 64. 16. 105 |l srael 147.237.72. 166 [aka idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4
66.249.81.179 |tnited Sates 147.237.77.233atal .idf.il [drop First packet isn't SWN drop 4
Sreaming Engine: TCP Invalid i i ssi
213.8.204.53  |israel 147. 237.77. 243 |nobi l e.i df i1 9 =g Invalid segnent retransmssion. . 4
Ret ransni ssi on Packet dropped.
5.102.195. 1 I srael 147.237.72.166 |aka.idf.il |Bad TCP sequence Inval i d ACK nunber nonitor |4
37.142.200. 216 |lsrael 147.237.76. 42 |refuah.idf.il|SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 4
195.34.150.18 |Austria 147.237.77. 216 [dover.idf .il |Bl ock HTTP Non Conpl i ant Failed to hand e comnection data |nonitor |4
46. 19. 85. 244 I 'srael 147.237.77. 216 |dover.idf.il [Bad TCP sequence Invalid ACK nunber noni t or 4
37.142.200. 216 |Israel 147.237.76.42 |refuah.idf.il|Bad TOP sequence SINACK retransmt with different oo s
W ndow scal e
84.94. 66. 175 I srael 147.237.0.34 |tikshw.idf.i|Bad TCP sequence Invalid ACK nunber alert 4
37.142.136.98 |Israel 147.237.77. 216 |dover.idf.il [SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect
Sreaming Engine: TCP Invalid i i ssi
85.64.243.74  |Israel 147.237.72. 166 |aka. i df .i | 9 =g Invalid segnent retransmssion. . 4
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
31.168.216.91 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
80. 246.136.43 | srael 147.237.77. 243 |nobi l e i df . i1 9 =g Invalid segnent retransmssion. . 3
Ret ransni ssi on Packet dropped.
87.69.133.8 | srael 147.237.72. 166 |aka. idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 3
Sreanming Engine: TCP Invalid i i ssi
77.125.255.60 | srael 147.237. 72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g 3
Ret ransnm ssi on Packet dropped.
46. 19. 85. 238 I srael 147.237.76.42 |refuah.idf.il|Bad TCP sequence Invalid ACK nunber alert 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
109. 64. 125. 195 |Israel 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 198
31.154.190.81 |[Israel 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock 148
46.116. 9. 134 I srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode B ock 117
46.19.86.4 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 109
5. 102. 254. 95 I srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock 30
66.249.78.146 |Lnited Sates |147.237.72.166aka.idf.il Ml tipl e Unaut hori zed URL Access from 66. 249. 78. 146 B ock 26
2.54.191. 242 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 17
41.224.80.140 |Tunisia 147.237.77. 176 |mat pash. i df . il  |Mitiple Unauthorized URL Access from 41.224. 80. 140 B ock 13
41.224.80.140 |Tunisia 147.237.76.86 [navy.idf.il Ml tipl e Unaut hori zed URL Access from 41. 224. 80. 140 B ock 13
41.224.80.140 |[Tunisia 147.237.77.233|atal .idf.il Mil tipl e Unaut horized LRL Access from 41.224. 80. 140 Bl ock 8
89.138. 109. 148 |l srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unhauthori zed URL Access from 89. 138. 109. 148 B ock 8
149. 88.253. 13 |l srael 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code B ock 6
5.102. 242. 23 I srael 147.237.77.243|mobi | e. i df . i | Mil tipl e Unauthorized URL Access from5. 102. 242. 23 Bl ock 6
87.69.194.195 |[Israel 147.237.77.243|nobi l e. i df . i | DO stributed Suspicious Response Qode B ock 6
109.67.146.3  |Israel 147. 237. 77. 216 |dover . i df . i | m”lt:forl | ﬁgsﬁ‘cgcucs‘;ffdt ot esour ol o et B ock 6
41.224.80.140 |[Tunisia 147.237.0.34 |tikshuv.idf.il |Miltiple Wauthorized URL Access from 41.224. 80. 140 B ock
2.54.177.51 I srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode B ock
5.102.242.23  |Israel 147.237.77. 243 |nobi | e. i df . i | nﬂ;”lt:?réfsz ; g;‘eggrcye;mgtes” <t ohi | ddocunent s/ 1361 Bl ock 4
109. 253. 142. 134/l srael 147.237.77.243|nobi l e. i df . i | DO stributed Suspicious Response Qode B ock 4
82. 166. 240. 201 [Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code B ock 4
84.108. 128. 163 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
176. 13. 10. 68 I srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock 3
109. 253. 140. 104]I srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode B ock 3
109. 65.75. 6 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
66.249.64.190 |[Lnited Sates [147.237.72.166|aka.idf.il Mil ti pl e Unaut hori zed URL Access from 66. 249. 64. 190 B ock 3
41.43.22.89 Egypt 147.237.77.216|dover.idf . il Ostributed Wnaut horized URL Access on ww idf.il/error.htm B ock 3
66.249.79.75 Lhited Sates |147.237.77.216|dover.idf.il Mil tiple Unaut hori zed URL Access from 66.249. 79. 75 Bl ock 3
5. 28. 165. 118 I srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock 3
79.177.229.37 |[israel 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode B ock 2
5.29.230.226  |Israel 147.237.77. 243|nobi | e. i df . i | mgﬂt:?réfz?? ; it‘eggrcyisemgtes” tehi | ddocunent s/ 1362 B ock 2
37.26.147.150 [Israel 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Code B ock 2
37.26.148.190 [Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
134.191.232. 71 |Israel 147.237.77.216|dover . i df .i | Ostributed Waut horized URL Access on waw idf.il/error.htm B ock 2
41.224.80.140 |Tunisia 147.237.76.31 |nakchal .idf.il [Miltiple Unauthorized URL Access from 41.224. 80. 140 B ock 2
5.29.197.230  |Israel 147.237.77. 243 |nobi | e. i df . i | nﬂ;”lt:?réfsz ; g;‘eggrcye;mgtes” St ohi | ddocunent </ 1362 Bl ock 2
79.179.27.232 |Israel 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut hori zed Method for Known URL from 79.179. 27. 232 B ock 2
41.239.12. 83 Egypt 147.237.77.216|dover. i df . il Ostributed Wnaut horized URL Access on waw idf.il/error.htm B ock 2
212. 150. 249. 184l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
5. 29. 230. 226 I srael 147.237.77.243|nobi l e. i df . i | Mil ti pl e Unaut horized URL Access from 5. 29. 230. 226 B ock 2
109. 253. 216. 161l srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode B ock 2
109. 67. 176. 124 |Israel 147.237.77.216|dover . i df .i | Unaut hori zed URL Access to www i df.il/aman Bl ock 1
89. 138. 109. 148 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to aka.idf.il/..... fOc4 B ock 1
2.54.6.210 I srael 147.237.77. 233|atal . i df . | L ed Jhaut hori zed (R peesule B ock 1
79.179.137.95 |lIsrael 147.237.72. 156 |anan. i df . i | Lhaut hori zed URL Access to ww aman.idf.il/https:/ww anan.idf.il/ B ock 1
207.46.13.102 |[lhited Sates (147.237.77. 176 |nat pash. i df . i | m“::gg:t _ngf _Lﬂ‘/f‘;f;f;g/ dynan c._map! dynan C_ap. aspx Bl ock 1
134.191.232.70 |Israel 147.237.77.216|dover . i df .i | Ostributed Wauthorized URL Access on waw idf.il/error.htm Bl ock 1
66.249.81.130 |[United Sates [147.237.77.233atal .idf.il o ed Mot hori zed WL _A:;:s)s(s on B ock 1
5.29. 84. 137 I'srael 147.237.72. 166 |aka. i df . i | mngk‘“;iﬁr'?'l‘ftng ;;;gﬁﬁ%g;ff&hﬁgfphsacm$Ct' 17in None 1
66.249.64.190 |[United Sates [147.237.72.166|aka.idf.il m”;’:g ipjfr.amtleg nd‘??;’?'::?ﬁ; Zsp/sho o um asp None 1
46.19. 85. 150 I srael 147.237.77.216|dover . i df .i | Mitiple Il1egal HITP Version from46. 19. 85. 150 B ock 1
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