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|Top Attackers | n DDoS- Def ence |

02-27-2016-19:04:05 to 02-27-2016-20:04:05

Attacker Address  |Attacker Country  |Target Address |[Site |Signature |Device Action |Count |
83. 136. 253. 223 Unit ed Ki ngdom 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 82
84.111. 125. 88 | srael 147.237.77. 216 dover.idf.il Bl ock_Udp All _Nets dr op 36
83. 136. 253. 223 Uni t ed Ki ngdom 147.237.77. 216 dover.idf.il JLMPurple Gon Limt Htp drop 3
79. 177. 230. 247 I srael 147. 237.72. 166 aka.idf.il Block Udp All Nets drop 3
83. 136. 253. 223 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il JLM Under _Attack Con Htp drop 2
134.147. 203. 115 Ger nany 147.237.77. 243 nobi le.idf.il |Bock Np All Net drop 2
85. 105. 108. 6 Tur key 147.237.77. 205 prisha.idf.il ock Wp Al _Nets drop 1
205. 209. 185. 11 Lhited Sates 147.237.77.61 e.cogat.idf.il [Bock Np All Net dr op 1
114. 222.91. 99 Chi na 147.237.77. 74 lawidf.il ock Wp Al Nets drop 1
54.72.182. 187 Irel and 147.237.77. 216 dover. i df.il Block Udp All Nets drop 1
198. 20. 70. 114 Lhited Sates 147.237.77.121 e.navy.idf.il [Bock Np All Net drop 1




02-27-2016-19:04:05 to 02-27-2016-20:04:05

|Top Attackers In IPS|

Attacker Address |Attacker Qountry rget Address |Site |Sgnature Devi ce Action |Count
79.177.135. 127 I srael 147.237.0. 34 tikshuv.idf.il |ClL000138: HITP. prefix 1.01 in the LR B ock 4
199. 30. 24. 72 Lhited Sates 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the LRL B ock 2
84.94. 41.65 | srael 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the URL Bl ock 2
31.168. 211. 194 I srael 147.237.0. 34 tikshuv.idf.il |ClL000138: HITP. prefix 1.01 in the LR B ock 2
37.142.68.121 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the LRL B ock 2
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
36.110. 147. 106 Chi na 147.237.77.216 |dover.idf.il Cl000071: HTTP:. User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.176  |matpash.idf.il |ClL000071: HTTP: User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.233 |atal .idf.il C1000071: HTTP: User Agent Sogou+web+spi der Bl ock 1




02-27-2016-19:04:05 to 02-27-2016-20:04:05

|Top Attackers In |D|

‘ Target Address

A tacker
Count ry

Signature

195. 34. 150. 18 [147. 237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
- ET DC5 Large amount of TCP ZeroWndow - Possi bl e Nkil | er2 DDos
132.74.95.19 147.237.77. 170 |l srael naar achot . i df . i | 2
attack
66.249. 78.146 |147.237.72.166|lhited Sates |aka idf.il ET SCAN NVAP -sA (2) 2
213.238.176. 44 (147. 237. 76. 39 |Turkey nobi | e.neitav.idf.i |[ET SCAN NVAP -sS wi ndow 1024 1
218.246.0.97 |147.237.76.34 |China yohal an. i df . il ET SCAN NVAP -sS wi ndow 1024 1
114.112.90.54 [147.237.77.74 |China lawidf.il SERVER APACHE Apache SSI error page cross-site scripting 1




02-27-2016-19:04:05 to 02-27-2016-20:04:05

|Top Attackers In FW |

Attacker Address [Attacker Gountry [Target Address |Ste Signature z\tl:(c;i

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
Sreamng Engine: TCP Invalid i i ssi

66.249.78.146 |lnited Sates  |147.237.72. 166 |aka idf.il 9 =g Invalid segnent retransmssion. |, 32
Ret r ansmi ssi on Packet dr opped.

79.178.236.41 I srael 147.237.77. 234 |hal ag.i of i Bad TCP sequence SN retransnit with different monitor |26

w ndow scal e
37.142.241. 207 |lsrael 147.237.72. 166 |aka. i df .i SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 25
37.142.241. 207 |israel 147.237.72. 166 |aka. i df . Bad TCP sequence SINHAK retransmt with different | oo [25
w ndow scal e

Sreamng Engine: TCP Invalid i i ssi

79.176.4.212  |israel 147. 237. 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. |, 21
Ret r ansni ssi on Packet dropped.

2.54.165. 197 | srael 147.237. 77. 216 |dover.i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 20

83.136.253. 223 |United Kingdom |147.237.77.216 |dover.idf.il dr op First packet isn't SN drop 16
Sreamng Engine: TCP Invalid i i ssi

66.249.64.190 |lnited Sates  |147.237.72. 166 |aka idf.il 9 =g Invalid segnent retransmssion. |, 16
Ret r ansmi ssi on Packet dropped.

83.136. 253. 223 |United Ki ngdom |[147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 16

37.142.179.63 |Israel 147.237.72. 166 |aka. i df .i SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 14

R SYN+AXK retransmit with different .

37.142.179.63 |Israel 147.237.72. 166 |aka.i df il Bad TCP sequence vi ndow scal 6 noni t or 14

109. 64. 16. 105 |l srael 147.237.72. 166 |aka. i df . i SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 14

37.142.242.226 |lsrael 147.237.72. 166 |aka. i df .i SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 13
Sreaning Engine: TCP Invalid i i ssi

176.13.17.50  |Israel 147.237.77. 243 |nobil e.i df . 9 =g Invalid segnent retransmssion. |, 12
Ret ransni ssi on Packet dropped.

2.54.130.75 I srael 147.237. 72. 167 |i shurimaka. i df . i [|SYN At t ack SYN -> SYN-ACK -> RST rej ect 11
Sreanming Engine: TCP Invalid i i ssi

79.177.121.73  |Israel 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. |, 9
Ret r ansmi ssi on Packet dr opped.

46.19. 85. 224 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 9

46.19. 85. 72 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACGK nunber noni t or 8

46. 19. 85. 173 I srael 147.237.0.34 |tikshw.idf.il  |Bad TCP sequence Invalid ACK nunber nonitor |8

46.19.85.9 I srael 147.237. 76. 147 |chinuch. aka. i of .i [|Bad TCP sequence Invalid ACK nunber noni t or 8

46. 19. 85. 224 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACGK nunber noni t or 7
Sreaning Engine: TCP Invalid i i ssi

217.132. 111. 142|i srael 147.237.77. 243 |nobil e.i df . 9 =g Invalid segnent retransmssion. |, 6
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

37.26.146.218 | srael 147. 237. 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.

46. 19. 85. 173 I srael 147.237.0.34 |tikshw.idf.il  |Bad TCP sequence Invalid ACK nunber alert 6
Sreaning Bngine: TCP Invalid i i ssi

77.125.240. 161 |l srael 147.237.77. 243 |nobil e. i of . 9 =g Invalid segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

80.178.134.53 |Israel 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dr opped.
Sreaning Bngine: TQP Invalid i i ssi

46.19. 86. 84 I'srael 147.237.77. 243 |nobi l e i f . 9 =g Invalid segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dropped.

77.125. 6. 63 | srael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 6
Sreaning Engine: TQP Invalid i i ssi

2.54. 58, 137 I'sr ael 147.237.72. 166 |aka. i df . i g =g Invalid segnent retransmssion. |y o 6
Ret ransni ssi on Packet dropped.

46. 19. 85. 248 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d AGK nunber aert 6
Sreaning Engine: TCP Invalid i i ssi

31.210.179. 115 |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. |, 6
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

46.19.86.134  |israel 147. 237. 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.

46. 19. 85. 224 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence Invalid ACK nunber alert 6
Sreaning BEngine: TCP Invalid i i ssi

79.179.167.72 |l srael 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dropped.

46. 19. 85. 248 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |6

109. 67.114.28 |l srael 147.237.72. 166 |aka.i df .i 1 Bad TCP sequence Invalid ACK nunber monitor |6

41.33. 232. 66 Egypt 147. 237. 77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor 6

41. 47.17. 249 Egypt 147.237.77. 233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5

46. 19. 85. 224 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Invalid ACK nunber alert 5

5.102.242.164 |Israel 147.237.72. 166 |aka. i df .i Bad TCP sequence Invalid ACK nunber noni t or 5

212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5

185. 89. 217. 234 147.237.76.86 |navy.idf.il Bl ock HTTP Non Conpli ant Fai | ed to handl e connection data [monitor (4

217.132.36. 234 |lsrael 147.237.0.34 |tikshuv.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 4

46. 19. 85. 248 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence Inval i d ACK nunber alert 4

195.34.150.18 |Austria 147.237.77. 216 |dover.idf.i | Bl ock HTTP Non Conpli ant Failed to hand e connection data |nonitor |4

46.19. 85. 248 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber monitor |4

5.134. 190. 239 IFL.ZEBI :i'?’f"'c 147.237. 77. 216 |dover . i df . i Bad TCP sequence Inval i d ACK nunber monitor |4

185. 3. 147. 80 | srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d ACK nunber noni t or 4

77.125.6.63  |Israel 147.237.76.42 |refuahicf.il  [Bad TCP sequence SINAK retransmit with different o ;0o g

w ndow scal e




02-27-2016-19:04:05 to 02-27-2016-20:04:05

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Acti on ‘Count
109. 253. 146. 237|I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode B ock 101
66.249.78.146 |Lnited Sates |147.237.72.166|aka.idf.il Mil tiple Unhauthorized URL Access from 66. 249. 78. 146 B ock 32
66.249.64.190 |lnited Sates |147.237.72.166|aka.idf .l Ml tipl e Unaut hori zed URL Access from 66. 249. 64. 190 B ock
109. 253. 216. 161 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode B ock
149. 78. 223. 244 |l srael 147.237.72. 166 |aka. i df . i | Mil tiple Malformed URL from 149. 78. 223. 244 B ock
. . Miltiple Ill1egal Byte Gode Character in Header Nane from
149. 78. 223. 244 |l srael 147.237.72. 166 |aka. i df . i | 149. 78. 223. 244 Bl ock 4
. . Mitiple Ill1egal Byte Gode Character in Mthod from
149. 78. 223. 244 |l srael 147.237.72. 166 [aka. i df . i | 149. 78. 223. 244 Bl ock 4
176. 13. 17. 50 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 4
149. 78. 223. 244 |Israel 147.237.72. 166 |aka. i df . i | Mil tiple Unknown HTTP Request Met hod from 149. 78. 223. 244 B ock 4
149. 78. 223. 244 |l srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Abnormal |y Long Header Line from 149, 78. 223. 244 B ock 4
149. 78. 223. 244 I srael 147.237.72. 166 [aka. i df . i | Mil tiple Abnornal |y Long Request from 149. 78. 223. 244 B ock 3
. . Mitiple Ill1egal Byte de Qharacter in Header Val ue from
149. 78. 223. 244 |l srael 147.237.72. 166 [aka. i df . i | 149. 78, 223. 244 Bl ock 3
109. 65. 153. 213 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock
149. 78. 223. 244 |l srael 147.237.72. 166 [aka. i df . i | Mil tiple Ml formed HTTP Header Line from 149. 78. 223. 244 B ock
: ; ; Unaut hori zed URL Access to
72.9.148. 10 Lhited States (147.237.76.86 |navy.idf.il v navy. i df . i |/ 994- 8613- he/ navy. aspx. aspx Bl ock 2
2.52.147. 149 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
82. 166. 22. 37 | srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut horized Method for Known URL from 82.166.22.37 |B ock 2
66.249. 79. 75 Lhited Sates [147.237.77.216|dover.idf.il Mil tipl e Unaut hori zed URL Access from 66. 249. 79. 75 B ock 2
172. 98. 85. 253 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
149. 78. 223. 244 |Israel 147.237.72. 166 |aka. i df . i | Miltiple NLLL Character in Header Nane from 149. 78. 223. 244 B ock 2
37.26.146.156 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 2
109. 65. 124. 249 |Israel 147.237.77.216|dover . i df . i | Distributed Lhauthori zed URL Access on waw i df.il/error. htm B ock 2
. . . Uhaut hori zed URL Access to
5.102.242.195 |Israel 147.237.0.19 |madimatal .idf.il naci matal i df i |/ shar ed/ aj ax/ updat enakat gaunt i ty. aspx Bl ock 2
109. 253. 211. 80 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock
149. 78. 223. 244 |Israel 147.237.72. 166 [aka. i df . i | Mi tiple NULL Character in Method from 149. 78. 223. 244 B ock
37.26.146.234 |lIsrael 147.237.72.166|aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None
. . D stributed Lhauthori zed URL Access on
79.181.241.234 [Israel 147.237.72. 166 [aka. i df . i | v aka. i i 1/ nai v i yus/ cont rol s/ at uda/ Bl ock 2
46. 116. 253. 102 [l srael 147.237. 76. 147 |chi nuch. aka. i df . i | Unhaut hori zed URL Access to wa chi nuch. aka. i df.il/404. htm Bl ock 2
31.154.248.181 |lIsrael 147.237.72. 166 |aka. i df . i | Lht raceabl e SIS Sessi ons: (pen Mde None
. . Illegal Byte (ode Character in URL o ch[[#7]]<[[#24]] 8ne
149. 78. 223. 244 |l srael 147.237.72. 166 |aka. i df . i | A : Bl ock 1
=¥ [#30] ] m [ [#30] ] cno&an[ [#1] ] [[ W26 ] i.
68.180.228.112 |lhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df.il/english/news/jenin.stn) B ock 1
.o . Unaut hori zed URL Access to
178. 255. 215. 87 |France 147.237.0.15  |kosher-kravi.idf. il | o N o of i1/ tenpl at es/ shar ed/ user cont rol s/ header pper / Bl ock 1
114.112.90.54 |Chi na 147.237.77.74 |lawidf.il Il1egal Host Nane Bl ock 1
66.249.78.146 |Lnited Sates |147.237.72.166|aka.idf.il Uhknown Paraneter docld in waw aka.idf.il/shalishut/site/fag. aspx |None 1
: . . Unaut hori zed Met hod GET for
66.249. 64.190 |Wnited Sates |147.237.72.166|aka.idf.il Wi aka, i df . |/ navy/ navy/ cr af tt aby t echni cal par anet er s, aspx Bl ock 1
. . NULL Character in Header Nanme at
149. 78. 223. 244 |l srael 147.237.72. 166 [aka. i df . i | s RN R B ock 1
[[#01]y[[#19]] [ [#20]] @Ehi £v, qvh [ #18] ] S-&¥i PO [#4]] ~8&.¢
105. 155. 141. 240|Mor occo 147.237.77. 216 |dover.i df .i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
80.178.134.53 |[lIsrael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Bite Qode Character in LR Bl ock 1
37.142.68.121 |[Israel 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ styl el shared/ reset. css |B ock 1
. wawv. chamat z. aka. i d [unaut hori zed URL Access to
66.249.79.20 United Sates |147.237.77. 226 flil vy chanat z. aka. i df . i 1/t enpl at es/ gener al / gener al . aspx Bl ock 1
. . Unaut hori zed URL Access to
5.22.129. 234 I srael 147.237.76.86 [navy.idf.il WAW. navy. i df .il/1132-8953- he/ navy. aspx#. vt bcrmea2x8. f acebook Bl ock !
149. 78. 223. 244 I srael 147.237.72. 166 [aka. i df . i | Abnormal |y Long Request net hod B ock 1
109. 160. 206. 1791 srael 147.237.72. 166 |aka. i df . i | Wnaut hor i zed Method HEAD f or B ock 1
wwwn aka. i df . i | / mai n/ sachar / hone. aspx
172.98. 85. 79 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 1
93.173. 1. 220 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 1
. . Unaut hori zed URL Access to
46.117.61.166 | sr ael 147.237.72. 156 [anan. i df . i | waw aman. i df . i |/ consol e/ cor e/ doc_ngr / undef i ned B ock !
31.210.179. 115 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka. i df il /v tikshuv.idf.il B ock 1
149. 78. 223. 244 |Israel 147.237.72. 166 [aka. i df . i | II1egal HITP \ersion Bl ock 1
} . . Unknown Paraneter docl d9l in
66.249.78.146 |lUited Sates |147.237.72.166|aka. i df .l ww aka. i of i |/ pat zar / Kl al |/ def aul t . asp None 1
199.30.24.198 |thited Sates |147.237.77.216|dover.idf.il Distributed Lhauthori zed URL Access on wawidf.il/error. htm B ock 1
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