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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
83. 136. 253. 223 Unit ed Ki ngdom 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 85
83. 136. 253. 223 Uni ted Ki ngdom 147.237.77.216 dover.idf.il JIMPurple Con Limt _Htp dr op 3
168. 235. 197. 107 Lhited Sates 147.237.77. 216 dover.idf.il JLMPurple Gon Limt Htp drop 3
168. 235. 197. 107 Lhited Sates 147.237.77.216 dover.idf.il JLM Under Attack Con Htp drop 2
123. 130. 244. 58 Chi na 147.237.76. 86 navy.idf.il Invalid TGP H ags drop 2
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 2
200. 160. 6. 137 Brazil 147.237.77. 216 dover.idf.il B ock Np Al _Net drop 2
83. 136. 253. 223 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il JLM Under _Attack_Con Htp dr op 2
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il Bl ock Wp Al Nets drop 1
205. 209. 185. 11 Lhited Sates 147.237.77.216 dover.idf.il Bock Np Al _Net drop 1
188. 138. 102. 50 Cer many 147.237.8. 45 e.eitanidf.il Bl ock_Udp Al _Nets drop 1
151. 225. 249. 172 Uhi t ed Ki ngdom 147.237.77. 19 lawforumidf.il ock Wp Al _Nets drop 1
188. 138. 102. 50 Cer many 147.237. 8. 46 e.chinuch.idf.il ock Wp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address tacker Qountry |Target Address |Site |Sgnature Devi ce Action |Oount |
46.121. 63. 115 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LR B ock 10
185. 3. 147. 63 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 6
46. 19. 86. 196 | srael 147.237.0. 34 tikshuv.idf.il C1000138: HTTP. prefix 1.01 in the URL Bl ock 4
46.19.86. 6 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LR B ock 2
213.57.155.171  [Israel 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 2
109. 65. 192. 38 | srael 147.237.0. 34 tikshuv.idf.il C1000138: HTTP. prefix 1.01 in the URL Bl ock 2
46.165.197. 141  |Ger many 147.237.77.216 |dover.idf.il CL000074: HTTP. maj estic bot B ock 2
106. 38.241.106  |Chi na 147.237.77.233 |atal .idf.il Cl000071: HTTP. User Agent Sogou+web+spi der B ock 1
134. 249. 53. 96 Wkrai ne 147.237.76.147 |chi nuch. aka. i df.i| |Cl000016: HTTP. adninistrator in UR B ock 1
157. 55. 39. 92 Lhited Sates 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LR B ock 1
40.77.167. 26 Lhited Sates 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 1
106. 38.241.106  |Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP: User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 3

82.117.208. 243 |147.237.72. 167 ishurimaka.idf.i[ET SCAN NVAP -sS w ndow 1024 1

198. 180. 198. 185|147.237. 72. 14 |lhited Sates |dover.idf.il (o d)[ET SCAN NVAP -sS w ndow 1024 1

186. 114. 17. 231 [147.237.76.31 |Col onbi a nakchal .idf.il ET SCAN Behavi oral Lhusual ly fast inbound Tel net Connections, 1
Potential Scan or Brute Force

113 53.106. 72 |147. 237, 76. 86 |Thai 1 and ey, i f i1 ET SOAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force

112. 196. 49. 101 |147.237.77. 243 |Indi a nobi | e.i df il ET SCAN NMAP -sS wi ndow 1024 1

89. 255. 21. 58 147.237.76. 42 |Nether| ands refuah.idf.il ET SCAN Potential SSH Scan 1

60.153. 108,23 |147.237.0.33 |Japan il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force

198. 180. 198. 185(147. 237. 72. 14 |Whited Sates |dover.idf.il (ol d)|ET SCAN NVAP -sS wi ndow 3072 1

183.56. 166. 188 [147.237.72.14 |China dover.idf.il (o d)|ET SCAN NVAP -sS w ndow 1024 1

112. 196. 49. 101 |147.237.77.243|India mobi | e. i df.il ET SCAN NMAP -sS wi ndow 2048 1

112.196. 49. 101 |147.237.77.243|India nobi | e.idf.il ET SCAN NVAP -f -sS 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Addr ess ‘Ste ‘S|gnature
83. 136. 253. 223 U_1| ted 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 2915
Ki ngdom
Sreaning Engine: TGP Invalid i i ssi
66.249. 78. 146 |Lhited Sates |147.237.72. 166 |akaidf.il g =g Invalid segnent retransnission. drop 08
Ret ransmi ssi on Packet dropped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il [drop SAMrul e drop 36
79.183.59.37  [Israel 147.237.77.233|atal .idf.il |Bad TOP sequence i;;e”ansm't with different wndow o vor |34
109. 64. 16. 105 I srael 147.237.72. 166 [aka.idf.il [SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 31
38.111.147.88 |lhited Sates |147.237.77.216|dover.idf.il |drop First packet isn't SN drop 27
Sreaning Engine: TGP Invalid i i ssi
66.249.64.190 |Wnited Sates |147.237.72. 166 |aka.idf.il g =g Invalid segnent retransission. drop 24
Ret ransmi ssi on Packet dropped.
168. 235. 197. 107 |thited Sates [147.237.77.216|dover.idf.il |dr op Frst packet isn't SN drop 24
46.116.251.77 | srael 147.237.77.233|atal .idf.il [Bad TOP sequence S retransmt with different wndow | ooivor |23
79.181.30.187 | srael 147.237.77. 234 |nal ag.i of .1 |Bad TCP sequence i;;e”ansm't with different wndow | ovor |21
2.54.177. 46 | sr ael 147.237.72. 166 [aka.idf.il [SYN Attack SYN -> SYN-ACK -> RST rej ect 18
83. 136. 253. 223 LK!i“r:gegom 147.237.77. 216 |dover.idf.il |SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 15
Sreaning Engine: TCP Invalid i i ssi
109. 253. 128. 250 sr ael 147. 237.77. 243 |mobi l e. i f . i 9 =g Invalid segnent retransmssion. drop 12
Ret r ansm ssi on Packet dropped.
79.180.198.66 |l srael 147.237.77. 234 |nal ag.idf.i1 [Bad TOP sequence i;';e“ansmt with different wndow | oo 1o
Sreaning Engine: TCP Invalid i i ssi
5.102.254.88  |Israel 147. 237. 77. 243 |mubi l e.i of . i | 9 =g Invalid segnent retransmssion. drop 9
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
79.176. 134. 175 |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segment retransmission. drop 9
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
79.177.22.93  |israel 147. 237.72. 166 |aka i f . i 9 =g Invalid segnent retransmssion. drop 9
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
109. 66. 16. 252 |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segment retransmission. drop 9
Ret ransmi ssi on Packet dropped.
46. 121.73. 117 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 8
46.19. 85. 16 I srael 147.237.76.42 |refuah.icf.il|Bad TCP sequence Invalid ACK nunber noni t or 8
46. 19. 85. 76 | srael 147.237.76.42 |refuah.idf.il|Bad TCP sequence Inval i d ACK nunber noni t or 7
41.33.232. 66 Egypt 147.237.77. 216 |dover.idf.i| |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 6
Sreaning Engine: TGP Invalid i i ssi
109. 253. 144. 246 | srael 147.237. 77. 243 |robi | e. i df . i | g =g Invalid segnent retransnission. drop 6
Ret ransmi ssi on Packet dropped.
reamn ine: TCP Invali i i ssi
79.181.10.149 |Israel 147. 237 72. 166 |aka i ori1 | €AM NG Engi ne: TCP alid Invalid segnent retransmssion. drop 6
Ret r ansm ssi on Packet dropped.
185. 89. 217. 229 147.237.76.86 |navy.idf.il [Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 6
reamng BEngine: TCP Invali i i ssi
109.67. 114.28 | srael 147.237. 72, 166 |aka icr.i1 |2 €@M NG Engi ne: TCP Invalid Invalid segnent retransmssion. drop 6
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
109. 253. 202. 20 |Israel 147. 237.72. 166 |aka i f . i g =g Invalid segnent retransnission drop 6
Ret r ansm ssi on Packet dropped.
reamng BEngine: TCP Invali i i ssi
37.142.68.127 |israel 147.237. 72, 166 |aka icr.i1 |2 €@M NG Engi ne: TCP Invalid Invalid segnent retransmssion. drop 6
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
79.182.142.87 | srael 147. 237.72. 166 |aka i f . g =g Invalid segnent retransnission drop 6
Ret r ansm ssi on Packet dropped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il [drop First packet isn't SN drop 6
81.227.21.246 |Sweden 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 6
194. 30. 134. 180 |Cyprus 147.237.77. 216 |dover.idf.il [drop SAMrul e drop 6
2.54.132. 89 I sr ael 147. 237. 77. 216 |dover.idf.i| [SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
Sreaning Engine: TCP Invalid i i ssi
109. 67. 101. 204 |Israel 147. 237.77. 243 |mobi l e. i f . i 9 =g Invalid segnent retransmssion. drop 6
Ret r ansm ssi on Packet dropped.
46. 19. 85. 102 I srael 147.237.76.42 |refuah.idf.il|Bad TCP sequence Invalid ACK nunber noni t or 6
185. 89. 217. 230 147.237.76.86 |navy.idf.il |Bl ock HTTP Non Conpl i ant Fai l ed to hand e connection data noni t or 5
5.102. 254. 19 I srael 147.237.0.34 |tikshw.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 5
84.94.126.249 |lsrael 147.237. 72. 166 |aka. i df . il drop Frst packet isn't SYN drop 5
188. 120. 154. 204|I sr ael 147.237.77. 216 |dover.idf.il [Bad TCP sequence Invalid ACK nunber noni t or 5
185. 89. 217. 228 147.237.76.86 |navy.idf.il |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 5
149. 88. 205. 189 |Israel 147.237.72. 166 |aka.idf.il [SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 4
188. 120. 148. 137|I srael 147.237.72. 166 |aka.i df.il Bad TCP sequence Inval i d ACK nunber noni t or 4
80.178. 6. 123 | srael 147.237.76. 42 [refuah.idf.il|SYN Attack SYN -> SYN-ACK -> RST rej ect 4
79.181.30.187 |israel 147.237.77.233|atal .idf.il |Bad TCP sequence i;';e“ansmt with different wndow | oovor 4
2.54.185.190 I sr ael 147.237.77. 216 [dover.idf.i| [SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
168. 235. 197. 107|United Sates [147.237.77.216|dover.idf.il |[SYN At t ack SYN -> SYN-ACK -> Ti nmeout rej ect 4
149. 88. 205. 189 |l srael 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 4
Sreaning Engine: TCP Invalid i i ssi
5.22.131.123  |israel 147. 237.72. 166 |aka i f .| 9 =g Invalid segnent retransmssion. drop 3
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
79.183. 245. 232 |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransnission. drop 3
Ret ransmi ssi on Packet dropped.
195.34.150.18  |Austria 147.237.77. 216 [dover.idf.il [Bl ock HTTP Non Gonpl i ant Fail ed to handl e connection data noni t or 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
46. 19. 86. 226 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 96
46. 19. 86. 55 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 66
109. 160. 131. 42 |Israel 147.237.0.19 |[madimatal .idf.il Dstributed Suspici ous Response Code B ock 50
109. 66. 193. 186 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 47
66.249.78.146 |Lnited Sates |[147.237.72.166|aka.idf.il Mil ti pl e Unaut hori zed URL Access from 66. 249. 78. 146 B ock 40
46.19. 86. 31 I srael 147.237.0.19 |[madimatal .idf.il Dstributed Suspici ous Response Code B ock 22
66.249.64.190 |Wited Sates [147.237.72.166|aka.idf.il Mil tipl e Unaut horized URL Access from 66. 249. 64. 190 B ock 14
109. 253. 146. 237|| srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 7
217.132.48.15 [Israel 147.237.0.19 |[madimatal .idf.il Dstributed Suspici ous Response Code B ock 3
46. 19. 85. 192 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
109. 253. 144. 246|1 srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
109. 253. 194. 121 ]I srael 147.237.0.19 |[madimatal .idf.il Dstributed Suspici ous Response Code B ock 3
. . . Unaut hori zed URL Access to
84.108. 49. 199 I srael 147.237.77. 243 [nobi | €. i df . T nobi | e.idf.il/categorytenpl ates/|istchil ddocunent s/ 1071 Bl ock 3
. . Unaut hori zed URL Access to
62.90.251.110 |[Israel 147.237.72. 166 |aka. i df . i | v aka. i df i |/ nai vV i yus/ cont rol s/ at uda/ Bl ock 2
149. 88. 205. 189 |l srael 147.237.72. 156 |anan. i df . i | Unt raceabl e SSL Sessions: Qpen Mde None
109. 253. 128. 250|1 sr ael 147.237.77.243|nobi | e.i df . i | D stributed Suspicious Response Code B ock
46.19. 86. 219 I srael 147.237.0.19 |[madimatal .idf.il Dstributed Suspicious Response Code B ock
. . Unaut hori zed URL Access to
89.138.36.110 |Israel 147.237.72. 166 |aka. i df . i | vy aka i cf i 1/ nai 1V scri pt s/ css3pi e htc Bl ock 2
- . Unaut hori zed URL Access to
132.76.50.5 |lsradl 147.237.77. 234 |hal ag. i off . i | vw | ogi sti cs. atal .idf.il/sip storage/files/7/size338x0/1877.jpg _ |° O 2
185. 3. 144. 56 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
109. 66. 193. 186 |l srael 147.237.0.19 |nadimatal .idf.il Untraceabl e SSL Sessi ons: (pen Mde None 2
5.102. 254. 88 I srael 147.237.77.243|nobi [ e. i df . i | Dstributed Suspicious Response Code B ock 2
37.26.148.170 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: Qpen Mde None 1
66.249.78.146 |Lnited Sates |[147.237.72.166|aka.idf.il Unknown Paraneter newsltemin v aka.idf.il/megurini news/ None 1
109. 253. 217. 170]I srael 147.237.77.243|nobi [ e. i df . i | Dstributed Suspici ous Response Code B ock 1
_ m ny- kosher - kravi . i d _ o
66.249. 69. 143 |lhited Sates |[147.237.0.17 £l Uhtraceabl e SSL Sessi ons: Lhknown Server Certificate None 1
95. 43. 241. 10 Bul garia 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 1
40.77.167. 28 Lhited Sates |147.237.77.216|dover.idf.il D stributed Uhaut hori zed URL Access on waidf.il/error.htm B ock 1
77.127.161.91  |Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed Method CPTIONS for ww aka. i df . i |/ mai n/ gi yus/ B ock 1
66.249.78.146 |lLnited Sates [147.237.72.166|aka.idf.il Unknown Paraneter doc in wawn aka.idf.il/kamar/klali/default.asp |None 1
24.154.163.183 [lnited Sates [147.237.77.216|dover.idf.il Unt raceabl e SSL Sessi ons: (pen Mbde None 1
66.249. 64.176  |Wited Qates |147.237.77. 233 atal i df.il Unaut hori zed URL Access to waw atal .idf.il/1321- he/ AbDOUN X B ock 1
aspx. Np'uoADNI
. . Unknown Paraneter __ VI EASTATEENCRYPTED i n
84.108.175. 1 I srael 147.237.72. 166 |aka. i df . i | vw aka. i df . |/ nai v sachar/ nai | box. aspx None 1
37.26.148.175 |lIsrael 147.237.77.216|dover. i df .i | Lhtraceabl e SSL Sessi ons: Cpen Mde None 1
66. 249. 79. 75 Lhited Sates |147.237.77.216|dover.idf.il Lhaut hori zed URL Access to v idf.il/aman B ock 1
’ . . Unaut hori zed Met hod HEAD f or
128. 30. 52. 90 Lhited Sates [147.237.72.166|aka.idf.il vaw aka. i df i |/ portal il ui it enpl at es/ hore. asp B ock 1
’ . . Unaut hori zed URL Access to
66. 249. 64. 98 Lhited Sates |147.237.72.166|aka.idf.il aka. i o i |/ il Ui r hebr ew asp/ def aul t . asp B ock 1
109. 65. 117. 234 |l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
. . D stributed Lhaut hori zed URL Access on
79.180.198.66  |Israel 147.237.77.234|hal ag. i df . il 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f Bl ock 1
] . . Unknown Paraneter docld in
66.249.78.146 |Lhited Sates [147.237.72.166(aka.idf.il voww aka, i f i 1/ shal i Shut/ si t e/ cont act us. aspx None 1
31.154. 248.181 |l srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Cpen Mde None 1
149. 88. 205. 189 |l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None
37.142. 64. 97 I srael 147.237.77.216|dover .i df . i | SSL Wntraceabl e Connection - Qpen Mde None
] . . Paraneter Type Mol ati on PageNumin
68.180.228.95 |lhited Sates [147.237.76.31 |nakchal .idf.il nakhal i df .|/ 1100- he/ nakhal . asp Bl ock 1
66.249.78.146 |lnited Sates [147.237.72.166|aka.idf.il Unknown Paraneter Do... in ww aka.idf.il/giyus/kadatz/ None
66.249.64.166 |lLhited Sates |147.237.76.31 |nakchal .idf.il Lhaut hori zed URL Access to 147.237.76. 31/ robots. t xt Bl ock
79.183.59. 37 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/1134-he/ atal . aspx |B ock 1
] . . Uhknown Paraneter gt; in
66.249.78.146 |Lhited Sates [147.237.72.166(aka.idf.il vaw aka. i df . |/ mai n/ r abanut / gener al . asp None 1
31.168.218.69 |[Israel 147.237.77. 216 |dover.i df . i | Unaut hori zed URL Access to wawidf.il/nmivtza B ock 1
66.249.64.190 |Wnited Sates |147.237.72.166|aka.idf.il thknown Parareter doci d in None 1

v aka. i df .i | /kanhar/kl al i/defaul t.asp
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