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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
83. 136. 253. 223 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 5982
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 2695
83. 136. 253. 223 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il DCOS- Tool - Swi t chbl adG dest - r eset 172
82. 145, 216. 148 Eur ope 147.237.77. 74 lawidf.il Bl ock Ip Véb In drop 106
93.172. 253. 171 | srael 147.237.77.216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 105
83. 136. 253. 223 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il JLMPurple Gon Linmt Htp drop 6

83. 136. 253. 223 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il HTTP-M SC- Sl owl ori s-DO5-Var1l  |dest -reset 6

83. 136. 253. 223 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il JLM Under _Attack_Con Htp drop 4
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 3
134.147. 203. 115 Cer many 147.237.0. 17 m ny- kosher -kravi .idf . il Bock Np Al Net drop 2
134.147. 203. 115 Cer many 147.237.77. 234 hal ag.idf.il B ock Np Al Net drop 2
217.26.171.188 Ml dova, Republic of 147.237.77.176 nat pash. i df . i | L4 Source or Dest Port Zero drop 1
198. 20. 69. 98 Lhited Sates 147.237.77. 205 prisha.idf.il ock Wdp Al _Nets drop 1
217.26.171. 188 Mol dova, Republic of 147.237.76. 176 test.ncore.idf.il L4 Source or Dest Port Zero drop 1




02-27-2016-17:04:00 to 02-27-2016-18:04:00

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Sgna1 ure Devi ce Action |Count
46.19.86. 6 I srael 147.237.0. 34 ti kshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 5
109. 66. 121. 199 I srael 147.237.0. 34 tikshuv.idf.il |CL000138: HITP. prefix 1.01 in the URL Bl ock 4
131. 253. 25. 151 Lhited Sates 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the URL B ock 2
79. 182. 65. 139 I srael 147.237.0. 34 ti kshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 2
46.165. 197. 142 Ger many 147.237.77.216  |dover.idf.il C1000074: HITP. maj estic bot Bl ock 2
51. 255. 65. 59 United Ki ngdom 147.237.77.233 atal .idf.il C1000146: HTTP. AnrefBot craw er B ock 1
106. 38. 241. 106 Chi na 147.237.77.233 |atal .idf.il C1000071: HTTP. User Agent Sogou-+web+spi der B ock 1
51. 255. 65. 11 Uhi ted Ki ngdom 147.237.77.233 |atal .idf.il C1000146: HTTP.  AhrefBot craw er Bl ock 1
51. 255. 65. 75 United Ki ngdom 147.237.77.233 atal .idf.il C1000146: HITP. AnrefBot craw er B ock 1
51. 255. 65. 16 Lhited Ki ngdom 147.237.77.233 |atal .idf.il C1000146: HTTP.  AhrefBot craw er B ock 1
51. 255. 65. 97 Uhi ted Ki ngdom 147.237.77.233 |atal .idf.il C1000146: HTTP.  AhrefBot craw er Bl ock 1
51. 255. 65. 19 United Ki ngdom 147.237.77.233 atal .idf.il C1000146: HITP. AnrefBot craw er B ock 1
51. 255. 65. 31 Lhited Ki ngdom 147.237.77.233 |atal .idf.il C1000146: HTTP.  AhrefBot craw er B ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
51. 255. 65. 10 United Ki ngdom 147.237.77.233 atal .idf.il C1000146: HITP. AnrefBot craw er B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
132, 74 95. 19 147 237 77.170 |1 5 8l vaarachot i df i | ET DOS Large anount of TCP Zer oVWndow - Possible Nkiller2 DDos 1
attack
66.249.78.146  [147.237.72.166 |Lhited Sates aka.idf.il VEB- O3 redirect access 1
36.72.228.72 147.237.76.86 |l ndonesi a navy. i df . il ET SCAN NVAP -sS wi ndow 2048 1
36.72.228.72 147. 237. 76. 86 |l ndonesi a navy.idf.il ET SCAN NVAP -f -sS 1
195. 216. 176. 244|147.237.0.33 |Latvia idf.il ET SCAN NMAP -sS wi ndow 1024 1
185.130.5.196  [147.237.76. 30 himsh.idf.il |ET SCAN NMAP -sS wi ndow 1024 1
114.112.90.54  |147.237.77. 170 |Chi na naar achot . i of . i I| SERVER APACHE Apache SS error page cross-site scripting 1
37.46.118.50 147.237. 77. 216 [Net her | ands dover.idf.il Tehila - Perl LW with fake user agent 1
36.72.228.72 147.237.76.86 |l ndonesi a navy. i df . il ET SCAN NMAP -sS wi ndow 1024 1
218. 246. 0. 97 147.237.76. 34 |[China yohalan.idf.il |[ET SCAN NMAP -sS w ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address ‘Ste ‘Slgnature
83. 136. 253. 223 U_1| ted 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 7723
Ki ngdom
Sreaming Engine: TGP Invalid i i sSi
66.249. 78. 146  |Lhited Sates |147.237.72. 166 |aka idf.il 9 =9 Invalid segnent retransmssion. Packet | 80
Ret r ansni ssi on dr opped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 36
208.115.113.89 |Lhited States |[147.237.77.216|dover.idf.il [drop Frst packet isn't SYN drop 34
Sreaming Engine: TGP Invalid i i ssi
66.249. 64.190 |lhited Sates [147.237.72. 166 |aka.idf.il 9 =g Invalid segment retransmssion. Packet f 20
Ret ransni ssi on dr opped.
. . SYNretransmt wth different w ndow .
46.116.161. 26  [Israel 147.237.77. 234 |hal ag.idf.il |Bad TCP sequence scale noni t or 19
Lhited S Uhexpect ed post SYN packet - RST or
83. 136. 253. 223 Ki ngdom 147.237.77. 216 |dover.idf.il |dr op SYN expect ed drop 16
83. 136. 253. 223 E?';gegom 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 16
109. 64. 16. 105 |l srael 147.237.72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 15
79.181.30.187 [ srael 147.237.77.234|nal ag.icf.il  |Bad TOP sequence :Z;;e”ansm't with different wndow | onivor |14
Sreaming Engine: TGP Invalid i i sSi
85.65.98.151  |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. Packet | 12
Ret r ansni ssi on dr opped.
reanmn ine: TCP Invali i i ssi
82.81.129.248 |Israel 147, 237, 76. 200 |ei tan. aka. i o | | S N9 Engi ne: TP alid  invalid segnent retransnission. Packet drop 12
Ret ransm ssi on dr opped.
Sreaming Engine: TGP Invalid i i sSi
79.176. 113. 214 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. Packet | 6
Ret r ansni ssi on dr opped.
41. 33.232. 66 Egypt 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 6
Sreanming Engine: TCP Invalid i i ssi
2.54.43.8 I'srael 147.237. 77. 243 |nwbi L e. i f . 9 =9 Invalid segnent retransmssion. Packet | 6
Ret r ansm ssi on dr opped.
reanming BEngine: TCP Invali i i ssi
176.13.10. 149 [ srael 147.237.77. 243 |rabit e i o1 | €AM NG Engine: TCP Invalid —inval id segnent retransnission. Packet drop 6
Ret ransni ssi on dr opped.
79.177.181. 249 |l srael 147.237.76.86 |navy.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 6
109. 200. 30. 168 LK”i"rfgegom 147.237.77. 216 |dover. i df.il  |drop First packet isn't SIN drop 6
Sreanmng Engine: TGP Invalid i i ssi
2.54.189.255  |Israel 147. 237.76. 200 |ei tan. aka. i df . | 9 =g Invalid segnent retransmssion. Packet | 6
Ret r ansmi ssi on dr opped.
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 5
37.26.148.137 |Israel 147.237.77. 176 |nat pash. i of .i 1 |[SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
208.109.97.62 |Lhited States |[147.237.77.216|dover.idf.il |[drop Frst packet isn't SYN drop 4
5.102. 254. 19 I srael 147.237.0.34 [tikshw.idf.il |Bad TCP sequence Inval id ACK nunber noni t or 4
195.34.150. 18 |Austria 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Fail ed to hand e connection data noni t or 4
46.19. 85. 133 I srael 147.237.77. 176 |nat pash. i df .i1 [SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
31.210. 187. 200 |[lsrael 147. 237.72. 166 |aka. i df . i | Bad TCP sequence Inval id ACK nunber noni t or 4
46. 19. 85. 89 I srael 147.237.76.86 |nawy.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 4
85. 64. 202. 24 I srael 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 4
94.77.196. 82 Saudi Arabia |147.237.77.216|dover.idf.il [drop First packet isn't SYN drop 3
reanmn ine: TCP Invali i i ssi
31.168.91.234 |Israel 147, 237.72. 166 |aka i or 11 | €M NG Engi ne: TP alid  invalid segnent retransnission. Packet drop 3
Ret ransmi ssi on dr opped.
46. 19. 86. 38 I srael 147.237.77.216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber alert 3
Sreanming Engine: TCP Invalid i i Ssi
79.179.179.62 | srael 147.237. 72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. Packet | 3
Ret ransni ssi on dr opped.
109. 65. 55.198 |l srael 147.237. 72. 156 |anan. i df . i | drop Frst packet isn't SYN drop 3
Sreaming Engine: TGP Invalid i i ssi
185.3.147.183 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segment retransmssion. Packet f 3
Ret ransni ssi on dr opped.
Sreanming Engine: TCP Invalid i i ssi
109. 253. 198. 2071 sr ael 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. Packet | 3
Ret r ansm ssi on dr opped.
46. 19. 85. 117 I srael 147.237.76.86 |navy.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 3
Sreanming Engine: TCP Invalid i i SSi
109. 65. 119. 175 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. Pecket | 3
Ret ransmi ssi on dr opped.
84.109.1.18 I srael 147.237.76.86 |navy.idf.il |Bad TCP sequence Invalid ACK nunber alert
46. 19. 86. 38 | srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or
Sreanming Engine: TGP Invalid i i ssi
109. 66. 192. 249 |1 srael 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. Packet | 3
Ret r ansmi ssi on dr opped.
Sreaming Engine: TGP Invalid i i ssi
46.19. 85, 7 I srael 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segment retransmssion. Packet f 3
Ret ransni ssi on dr opped.
149. 88.129.41 |Israel 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> RST rej ect 3
37.26.149.132 |[Israel 147.237.72. 156 |aman.idf.il  |SYN At tack SYN -> SYN-ACK -> RST rej ect 3
195. 154. 173. 103|Rance 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 3
84.109. 1. 18 I srael 147.237.76.86 [navy.idf.il |[Bad TCP sequence Inval i d ACK nunber noni t or 3
46.19. 86. 172 I srael 147.237.77. 243 |nobi le.idf.il |SYN At tack SYN -> SYN-ACK -> RST rej ect 3
Sreanming Engine: TCP Invalid i i Ssi
79.182. 161. 240 |israel 147.237. 72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. Packet | 3
Ret ransni ssi on dr opped.
Sreanmng Engine: TCP Invalid i i ssi
217.132.57. 226 |Israel 147.237. 77. 243 |nwbi l €. f . 9 =9 Invalid segnent retransmssion. Packet | 3
Ret r ansm ssi on dr opped.
109. 65. 5. 166 I srael 147.237.76.42 |refuah.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 3
Sreanmng Engine: TGP Invalid i i ssi
31.210. 187. 200 |israel 147, 237.72. 166 |aka.i df .1 9 =g Invalid segment retransmssion. Packet f 3

Ret r ansm ssi on

dr opped.
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
37.142.64.78 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 170
66.249.78.146 |Lhited Sates |147.237.72.166|aka.idf .il Ml tiple Unhauthorized URL Access from 66. 249. 78. 146 B ock 18
66.249.64.190 |lhited Sates |147.237.72.166aka.idf.il Mil tipl e Unaut hori zed URL Access from 66. 249. 64. 190 B ock 8

Cooki e Tanpering on cooki e . ASPNETAUTH Expect ed
0102ED17C065873FD308FEED8F01318A3FD30800093200300038003
109. 253. 128. 15 |l srael 147.237.76.39 |nobil e. nei tav. i df.il]2003300320034003500340000012F00FF, Cbserved None 6
01023AEA3892A33BD308FE3A627A5DA63BD3080009320030003800
32003300320034003500340000012F00FF

66. 249. 81. 215 F“Sf;;”i o |147-237.77. 216 |dover . i df .i ] Distributed Uhaut hori zed URL Access on vwwidf.il/error. htm Bock |4
2.54.157. 121 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock
5. 29. 223. 106 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None
66.249.81.212 |Wited Sates |[147.237.77.216|dover.idf.il Distributed Lhaut hori zed URL Access on waw idf.il/error. htm B ock
. . Lhtraceabl e S3. Sessi ons: Protocol viol ation
149. 78. 8. 48 I srael 147.237.72. 166 [aka. i df . i | (SSL_CONN_APPLI CATI ON_DATA_EXCHANGE) None 2
217.132.57.226 |[Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
40.77.167. 3 Lhited Sates |147.237.77.216|dover.idf.il Distributed Lhauthori zed URL Access on wawn idf.il/error. htm B ock 2
176.13.3.151 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
40.77.167. 28 Lhited Sates |147.237.77.216|dover.idf.il Distributed Lhaut hori zed URL Access on wawn i df.il/error. htm B ock 1
68.180.228.112 [lnited Sates |147.237.77.216|dover.idf.il Par anet er Type M ol ati on PageNumin waw i df . il/1379-he/ dover.aspx  |B ock 1
, m ny- kosher - kr avi _ o
66. 249. 69. 137 Lhited Sates |147.237.0.17 Pdf il S Whtraceabl e Gnnection - Lhknown Server CGertificate None 1
-kosher-kravi .id i
66.249. 65.239 |United Sates [147.237.0.16 |7 Wnauit hori zed LRL Access to . . Bock |1
f.il wan ny- kosher - kravi . i df .i | /tenpl ates/ | ogi n/ | ogi n. aspx
46.19. 85. 27 | srael 147. 237.77. 216 |dover i df . i | uu;lmom HTTP Request Method __ at uvs=56d1c5837¢94500f 000 in B ock 1
37.46. 118. 50 Netherlands  |147.237.77.216|dover.idf.il PHP At tenpt B ock 1
} . . Lhknown Paraneter itemd in
66.249.78.146 |[Wnited Sates |147.237.72.166|aka.idf.il wiw aka, i df i |/ kanhar/ gal | ery/ showpi ct Ur . asp None 1
66.249.66.31  |Wnited Sates |147.237.77.216|dover.idf.il Unaut hori zed LR Access to waidf.il/english/ och Bock |1

ht t p: / waw i df bl og. cond

176. 228. 145. 116 i srael 147.237.72. 166 |aka. i df . i | Distributed Lhaut hori zed UL Access on Bock |1
waw aka. i df . i |/ nai n/ sachar/ undef i ned

Unknown Par aneter 0559¢450 in

40.77. 167. 63 Lhited Sates |147.237.72.166|aka. i df.il v aka i df . i 1/ mai n/ home/ def aul t . aspx None 1
79.176.62.191 |lsrael 147.237.72. 166 |aka. i df . i | Unhaut hori zed LRL Access to www aka. i df.il/mai n/ sachar/undefi ned B ock 1
, m ny- kosher - kr avi . .
66. 249. 69. 143 Lhited Sates |147.237.0.17 df il Uhtraceabl e S3. Sessi ons: Lhknown Server Certificate None 1
66. 249. 66. 25 Uhited Sates |147.237.77.216|dover.idf.il Mil tipl e Unaut horized URL Access from 66.249. 66. 25 B ock 1
114.112.90.54  |Chi na 147.237.77. 170 [maar achot . i df . i | Il1egal Host Nae B ock 1
. . D stributed Lhauthori zed URL Access on
46. 19. 86. 38 I srael 147.237.77.234|hal ag. i df . i | 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. g f B ock 1
37.46.118. 50 Netherlands  |147.237.77.216|dover.idf . il Unaut hori zed URL Access to waw i df.i|/wp-adm n/ adni n-aj ax. php Bl ock 1
. . D stributed Lhauthorized URL Access on
2.54.9.59 I srael 147.237.77.234|hal ag. i df . i | 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. g f Bl ock 1
66. 249. 66. 59 Lhited Sates |147.237.77.176|mat pash.idf.il Unaut hori zed URL Access to 147.237.77. 176/ 901- ar / cogat . aspx B ock 1
66.249.64.190 |Wited Sates [147.237.72.166|aka.idf.il Unhaut hori zed LRL Access to ww aka.idf.il/& B ock 1
_ ny- kosher - kravi . id , o
207.46.13.162 |Whited Sates [147.237.0.16 Unaut hori zed URL Access to waw ny- kosher -kravi .idf.il/ B ock 1

f.il
. . DO stributed Whaut hori zed URL Access on
79.181.30.187 |Israel 147.237.77.234|hal ag. i df . i | 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. g f Bl ock 1

Paraneter Type Molation | in

41.169.8.2 South Africa [147.237.77.216|dover.idf.il v i df i | /tenpl at es/ sendt of ri end/ sendt of ri end. aspx B ock 1
66.249.78.146 |Wited Sates [147.237.72.166|aka.idf.il Illegal Byte Qode Character in URL /nai n/ gi yus/[[#11]] general . aspx B ock 1
31.168.91.234 |[Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237. 77. 233/ 1136- he/ at al . aspx B ock 1
66. 249. 66. 28 Lhited Sates |147.237.77.216|dover.idf.il D stributed Unaut hori zed LRL Access on waw idf.il/error. htm B ock 1
. . D stributed Uhauthorized URL Access on
46.116.161. 26  |Israel 147.237.77.234|hal ag. i df . i | 147. 237. 77, 234/ i nages/ shar ed/ bul | et 1. g f Bl ock 1
. . DO stributed Whaut horized URL Access on
2.54.11.98 I sr ael 147.237.77.234|hal ag. i df . i | 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. g f Bl ock 1
66. 249. 66. 62 Lhited Sates |147.237.77. 176 |nat paSh. idf.il Unaut hori zed URL Access to 147.237.77.176/ robot s. t xt B ock 1
’ Lo . |Uhaut hori zed URL Access to
66.249.64.238 [lnited States |147.237.0.15 [kosher-kravi.idf.il [ o 0" of i1/t enpl at es/ shar ed/ user cont rol s/ header pper / Bock |1
. . Untraceabl e SS. Sessi ons: Protocol violation
82. 81. 18. 93 I srael 147.237.72. 166 |aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
46. 19. 85. 27 I srael 147.237.77.216|dover . i df . il Abnornal |y Long Request et hod B ock 1
37. 46. 38. 163 I srael 147.237.77.216|dover.idf .il Uhaut hori zed URL Access to waw idf.il/https:/wanidf.il/ B ock
] . . Unaut hori zed URL Access to

66. 249. 66. 28 Lhited Sates [147.237.77.216|dover.idf.il v i dff i 1/ nevsi t e/ movi es/ 20 10,03 stri ke_eng, asf Bl ock 1
157.55.39. 130 |Uited Sates |147.237.72.166aka. i df.il Unhknown Paranet er KEY in v aka. i df.il/ishurinicityofficers/ None 1
46.121.73.117 |Israel 147.237.77.233|atal .idf .il Unaut hori zed URL Access to 147.237.77. 233/ 1501- he/ at al . aspx B ock 1
66.249.81.218 |lhited Sates |147.237.77.216|dover.idf.il Ostributed Lhauthorized UR. Access on waw idf.il/error. htm Bl ock 1
66. 249. 69. 33 Uited Sates |147.237.77.170|maarachot.idf.il Unaut hori zed URL Access to 147.237.77.170/ pdf /il es/ 8/ 109398. pdf  |B ock 1
2.54.44.15 I srael 147.237.77.234|hal ag. i df . i | O stri but ed Uaut hori zed LR. Access on Bock |1

147.237. 77. 234/ i nages/ shared/ bul | et 1. gi f
02-27-2016-17:04:00 to 02-27-2016-18:04:00




