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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country

|Target Address |Site Signature Device Action |[Count |

66. 151. 244. 102 Lhited Sates 147.237.0. 16 ny-kosher-kravi .idf.il ock Wp Al _Nets drop 3
46.188. 42. 117 Russi an Federati on 147.237.76. 86 navy.idf.il JLIMPurple Con Limt_Htp dr op 3
212.179. 54. 237 | srael 147.237.72. 166 aka.idf.il B ock Wp Al Nets drop 3
134.147.203. 115 Ger nany 147.237.76. 86 navy.idf.il B ock Np Al Net drop 2
46.188. 42. 117 Russi an Federation 147.237. 76. 86 navy.idf.il JLM Under _Attack Con Htp drop 2
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 2
113. 108. 189. 63 Chi na 147.237.77. 216 dover.idf.il bl ock-sp-trafl drop 1
41. 206. 63. 131 Kenya 147.237.76. 86 navy.idf.il Invalid TGP H ags dr op 1
23.239. 64. 15 Lhited Sates 147.237.77. 19 lawforumidf.il Bock Np Al Net drop 1
41. 206. 63. 133 Kenya 147.237.76. 86 navy.idf.il Invalid TGP H ags drop 1
74.82.47.5 Lhited Sates 147.237.0. 17 m ny- kosher -kravi .idf.il Bl ock_Up Al Nets drop 1
41. 206. 63. 130 Kenya 147.237. 76. 86 navy.idf.il Bl ock_Udp Al _Nets drop 1
196. 200. 16. 200 Kenya 147.237. 76. 86 navy.idf.il Invalid TGP H ags drop 1
89. 248. 160. 138 Net her | ands 147.237.76. 34 yohal an. i df .il B ock Np Al Net dr op 1
41. 206. 63. 130 Kenya 147.237. 76. 86 navy.idf.il Invalid TGP H ags drop 1




02-27-2016-15:04:04 to 02-27-2016-16:04:04

|Top Attackers In IPS|

Attacker Address |Attacker Qountry arget Address |Site Devi ce Action |Oount
213.239.205.207 |Ger many 147.237.72.166 |aka.idf.il C1000074: HTTP. naj estic bot B ock 4
213.239. 205. 207  |Ger many 147.237.76. 86 navy.idf.il C1000074: HITP. maj estic bot B ock 2
213.239. 205. 207  |Ger many 147.237.77. 74 lawidf.il C1000074: HTTP. naj estic bot Bl ock 2
213.239.205.207 |Ger many 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot B ock 2
69.197.177. 26 Lhited Sates 147.237.77.216 |dover.idf.il C1000074: HITP. maj estic bot B ock 2
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der Bl ock 1
106. 38. 241. 106 Chi na 147.237.77.176 |matpash.idf.il [ClL000071: HTTP: User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.233 |atal .idf.il CL000071: HTTP: User Agent Sogou+web+spi der B ock 1




02-27-2016-15:04:04 to 02-27-2016-16:04:04

|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry

Potential Scan or Brute Force

80.246.136.24 |[147.237.0.19 |[lIsrael madi matal .idf.i |[ET SCAN Possible SSL Brute Force attack or Ste Gaw 12
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
59. 45. 79. 117 147.237.77. 178 |Chi na e.natpash.idf.il [ET SCAN Potential SSH Scan 1
59. 45, 79. 117 147.237.76. 38 [China eenetav.idf.i|ET SCAN Potential SSH Scan 1
218. 246. 0. 97 147. 237.77. 178 |Chi na ematpash.idf.il|ET SCAN NVAP -sS w ndow 1024 1
, o ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
180. 139. 164. 158(147. 237.0.35 |China akavs. i df il ) 1
Potential Scan or Brute Force
192 52 55 208|147 237 76.30 |Fhili poi nes hivmsh i df i ET SCAN Behavi oral ULhusual |y fast inbound Tel net Gonnecti ons, 1
T T PP o Potential Scan or Brute Force
, o SERVER APACHE Apache nod_ssl non- SSL connection to SSL port
66.249. 78.158 |147.237.72.166 |Lhited Sates [aka.idf.il ) . 1
deni al of service attenpt
59. 45. 79. 117 147. 237. 76. 201 [Chi na eata.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237. 72. 156 |Chi na anan.idf.il ET SCAN Potential SSH Scan 1
223.71.251.11 |147.237.72. 217 |Chi na eidf.il ET SCAN Potential SSH Scan 1
. L ET SCAN Behavi oral Uhusual 'y fast inbound Tel net Gonnecti ons,
138.122.9. 36 147.237.76. 30 hi nush. i df . i | 1
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|Top Attackers In FW |

A tacker

count ry ‘Target Address |Ste Signature
46.188. 42. 117 [WSSIan 147.237.76.86 |navy.idf.il dro Frst packet isn't SN dro 73
) T Federation ) T vy-1at P pac P
109. 64. 16. 105 |l srael 147.237.72. 166 |aka.i df .i | SYN Attack SYN -> SYN ACK -> Ti meout rej ect 35
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 34
Sreamng Engine: TCP Invalid ' i ssi
46.19.85.135 |l srael 147. 237. 72. 166 |aka. i of . i 9 =g Inval i d segrent retransmssi on. drop 24
Ret r ansni ssi on Packet dr opped.
46.242.28.16 |sSian 147.237.76.86 |navy.idf.il drop First packet isnt SWN drop 18
Federati on
79. 180. 39. 10 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 11
46.19.85.135 [Israel 147.237.72.166 |aka i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 10
84.228. 26. 63 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SN drop 9
46.19.85.135 |[Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber alert 9
212. 143.142. 56 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
197.41.175.99 |Egypt 147.237.77. 216 |dover.idf . i SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 7
Sreamng Engine: TCP Invalid ' i ssi
79.182.212. 40 |Israel 147. 237.72. 166 |aka. i f .11 9 =g nval i d segrent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.
109. 66. 190. 129 |l srael 147.237. 72. 166 |aka. i df .i | SYN Att ack SYN - > SYN-ACK -> Ti neout rej ect 6
46.19.85.194 |Israel 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid AGK nunber alert 6
46.19.85.194 |Israel 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d AGK nunber noni t or 6
41.33.232.66 |Egypt 147. 237.77. 216 |dover. i df . i Bl ock HTTP Non Conpl i ant Fai |l ed to handl e connection data noni t or 6
213. 57. 140. 216 |I srael 147.237.72. 166 |aka.i df i Bad TCP sequence SINHAK retransmt with different | oniior s
w ndow scal e
5.102. 195. 236 [l srael 147.237.77. 216 |dover.i df . i | Bad TCP sequence I'nval i d ACK nunber noni t or 5
46.19.85.194 [Israel 147. 237. 77. 216 [dover.i df .i | Bad TCP sequence Inval i d ACK nunber alert 4
5.102. 254.100 |Israel 147.237.72. 166 |aka i df .i | Bad TCP sequence Invalid AGK nunber noni t or 4
46.19.85.194  [Israel 147.237.77. 216 |dover.i df . i | Bad TCP sequence I'nval i d ACK nunber noni t or 4
reamng BEngine: TCP Invali i i ssi
89. 139. 181. 125 I srael 147. 237,77, 243 |t 1 e i 11 | €M NG Engi ne: TP alid  invalid segnent retransnissi on drop 4
Ret ransm ssi on Packet dr opped.
195. 34.150. 18 |Austria 147.237. 77. 216 |dover. i df . i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 4
185. 99. 32. 3 147.237.77. 170 |mearachot . i of .i| |Bad TCP sequence Inval i d ACK nunber alert 4
185.99.32.3 147.237.77. 170 |maarachot . i df .i1 [Bad TCP sequence Inval i d ACK nunber noni t or 4
82.102. 170. 194 [l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
Sreaning Engine: TGP Invalid i i sSi
66.249.78.146 |Wnited Sates  |147.237.72. 166 |aka.idf. il 9 =g Invalid segnent retransmssion. drop 4
Ret ransmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid ' i ssi
149.78.247.31 |Isral 147. 237. 72. 166 |aka. i o . i 9 =g Inval i d segrent retransmssi on. drop 3
Ret ransni ssi on Packet dropped.
109. 253.132.0 |[Israel 147.237.76.30 |himush.idf.il [Bad TCP sequence I'nval i d ACK nunber noni t or 3
reamn ine: TCP Invali i i ssi
109. 65. 213. 130 |I srael 147. 237.72. 166 |aka i df . i | Streamng Engi ne: TCP alid  invalid segnent retransnissi on drop 3
Ret ransni ssi on Packet dropped.
213. 57. 140. 216 |l srael 147.237.72. 166 |aka.i df i SYN Attack SYN -> SYN ACK -> Ti meout rej ect 3
reamng BEngine: TCP Invali i i ssi
5.22.135.213 |Israel 147.237.72. 166 |aka i df . Streaning Engine: TCP Invalid invalid segnent retransnissi on. drop 3
Ret r ansm ssi on Packet dr opped.
2.54.183. 4 I srael 147.237.72. 166 |aka. i df .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 3
Sreaning Engine: TGP Invalid i i sSi
79.177.25. 146 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. drop 3
Ret ransmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid ' i ssi
5.22.131.101 |Israel 147. 237.72. 166 |aka. i f .11 9 =g nval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i sSi
79. 180. 105. 241 I srael 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. drop 3
Ret ransmi ssi on Packet dropped.
2.54.184.214 |israel 147.237. 72. 156 |anan.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 3
Sreanming Engine: TCP Invalid i i ssi
37.142.68.63 |Israel 147.237.72. 166 |aka i df . g =g nval i d segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dropped.
Sreaning BEngine: TQP Invalid i i SSi
79.178.199. 38 |Israel 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
109.67. 221.82 |israel 147.237.72. 166 |aka i df . g =g nval i d segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dropped.
5.22.1385.243 |Israel 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d AGK nunber noni t or
94.77.196.82 |Saudi Arabia 147.237. 77. 216 |dover.i df . i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or
Sreaning Engine: TGP Invalid i i sSi
81.218. 177. 135 I srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. drop 3
Ret ransmi ssi on Packet dropped.
Russi an Co Streaming Engine: TCP Invalid Invalid segnent retransmssion.
141.8.132.112 Federat i on 147.237.72.166 |aka.idf .il Ret 1 ansni Ssi on Packet dr opped. drop 3
109. 226. 28. 211 |l srael 147.237.0.19 |nadimatal.idf.i|SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 3
Sreaning BEngine: TQP Invalid i i SSi
109. 65. 10. 225 |Israel 147.237.77. 243 |nobi l e. i df .1 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dropped.
5.22.135.116  |[Israel 147.237.76.42 |refuah.idf.il [Bad TCP sequence I'nval i d ACK nunber noni t or 3
Sreaning Engine: TCP Invalid i i SSi
46.19.86.191 | srael 147.237.72. 166 |aka. i df . i g =g nvalid segnent retransmssion. drop 3
Ret r ansm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
79.182.13. 119 |Israel 147. 237.77. 243 |nubil e.i df .i g =g nval i d segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i SSi
77.126.30.162 |Israel 147.237.72. 166 |aka. i df . i g =g nvalid segnent retransmssion. drop 3
Ret r ansm ssi on Packet dr opped.
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
80.246.136.24 [Israel 147.237.0.19 |[nadimatal .idf.il |Dstributed Suspicious Response Code Bl ock 239
2.54.166. 57 I srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 133
46.19. 86. 127 I srael 147.237.0.19 |[nmadimatal .idf.il |Dstributed Suspicious Response Code Bl ock 96
109. 226. 28. 211 |l srael 147.237.0.19 |[nadimatal .idf.il |Dstributed Suspicious Response Code Bl ock 86
46. 19. 86. 219 I srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock
37.142.160. 171 [israel 147.237.0.19 |[nmadimatal .idf.il |Dstributed Suspicious Response Code Bl ock
. . . Uhaut hori zed URL Access to
89. 139. 181. 125 |l srael 147.237.77.243|nobi l e.i df . i | nobi | e, i . 1 1/ cat egoryt enpl at es/ | i st chi | ddocurent s/ 1432 B ock 5
171. 249. 247. 112|M et nam 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None
46. 19. 86. 41 I srael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Gode B ock
109. 226. 28. 211 |l srael 147.237.0.19 |[nadimatal .idf.il |Wtraceable SSL Sessions: (pen Mde None
169. 229. 3. 91 ;h;:ee: 147.237.76.30 |hinush.idf.il Illegal Byte Qode Character in Header Nane B ock 1
66. 249. 66. 23 g;g: 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 1
. . Ml tiple Lhtraceabl e SS. Sessi ons from109. 67. 217. 208 (Protocol viol ation
109. 67. 217. 208 |l srael 147.237.72. 166 |aka. i df . i | (SSL._CONN APPLI CATI ON DATA EXCHANGE)) None 1
. . Uhaut hori zed URL Access to
5.22.135.116  |Israel 147.237.76.42 |refuah.idf.il 147. 237, 76. 42/ appl et ouch- i con- pr econposed. png B ock 1
93.173.169. 170 |[lIsrael 147.237.72.166|aka. i df . i | Uhaut hori zed LRL Access to www aka. idf.il/mai n/sachar/undefined B ock 1
66. 249. 69. 41 g‘;tt:: 147.237.77. 170 |maar achot . i df . i | Uhaut hori zed URL Access to 147.237.77. 170/ robot s. t xt B ock 1
. . D stributed Uhauthori zed URL Access on
109. 253. 210. 181l srael 147.237.77. 234 |hal ag. i df . i | 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. g f Bl ock 1
109. 67. 217. 208 |l srael 147.237.72. 166 [aka. i df . i | Illegal Byte Gode Character in Header \al ue Bl ock
185. 89. 217. 234 147.237.76.86 |navy.idf.il LR is Above Root Directory wwy navy.idf.il/../inmages/ shared/ hore.png |B ock
169. 229. 3. 91 ;h;:ee: 147.237.76.30 |hinush.idf.il Mal f or med HTTP Header Line 1 B ock 1
66. 249. 66. 33 g;g: 147.237.77.74 [lawidf.il Ml tipl e Unaut horized URL Access from 66.249. 66. 33 B ock 1
5.29. 4. 254 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to vww aka. i df .il/mai n/ gi yus/ control s/ at uda/ B ock 1
. . SS. Uhtraceabl e Gnnection - Protocol violation
109. 67. 217. 208 |l srael 147.237.72. 166 |aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
99. 32. 153. 153 g‘;ttees 147.237.77.216|dover.i df . il Uhaut hori zed URL Access to waw i df.il/error. htm B ock 1
66. 249. 69. 49 g‘;tt:: 147.237.77. 170 |maar achot . i df . i | Unaut hori zed URL Access to 147.237.77.170/ pdf /fil es/ 7/ 108227. pdf B ock 1
. . D stributed Uhauthori zed URL Access on
176.13.17.102  |lIsrael 147.237.77. 234 |hal ag. i df . i | 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. g f Bl ock 1
113.76.90. 154 |China 147.237.76.31 [nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ Bl ock 1
Ill1egal Byte Gde Character in Mthod
109. 67. 217. 208 |Israel 147.237.72. 166 |aka. i df . i | = Poe[ [ #18]] 66ne® <[ [#18]]~ Sb,>y Al agi[ [#30]]13[[#28]]1p“2[[#3]]1Q ., 8sS|H ock 1
GETI YA, T> SeBPA [[#6] ][ [#29]]8sj t[[#16]][[#18]]1+2i£b
188. 120. 148. 104/l sr ael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 1518- he/ r ef uah. aspx B ock
84.111.36.5 I srael 147.237.77.216|dover.idf .l Unaut hori zed URL Access to waw i df . i |/ hi nush/ sit e/ he/ hi nush. asp Bl ock
169. 229. 3. 91 g;g: 147.237.76.30 |hinush.idf.il Mitiple Illegal Byte Qode Character in Mthod from169. 229. 3. 91 B ock 1
66. 249. 66. 127 Lsh'mt:: 147.237.77.74 |lawidf.il Unaut hori zed URL Access to ww mag. i df.il/sip_storage/files/8/638.pds |B ock 1
Unknown HTTP Request Met hod
109. 67. 217. 208 |l srael 147.237.72. 166 [aka. i df . i | = PBA[[#18]] 66ne° <[ [#18] ]~ Sb, >y Al agi[ [#30]]3<[[#28]1p“2[[#3]]1Q ., §sS|B ock 1
BE7TI OV N, T> S« BPA [[#6]][[#29]] 8sj t[[#16]][[#18]]+2ifb
109. 67. 217. 208 |Israel 147.237.72. 166 |aka. i df . i | Abnormal |y Long Request net hod B ock 1
66. 249. 78. 158 Lsh'mt:: 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: Protocol violation (SSL GONN QLI ENT_ HALLQ None 1
176. 228. 179. 220|I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to waw aka. i df .il/mai nsachar B ock 1
nobi | e.neitav.idf.i ) )
138.36.0.3 147.237.76. 39 | Unaut hori zed URL Access to 147.237.76. 39/ i ndex. php B ock 1
46. 120. 156. 245 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx Bl ock 1
I11egal HITP \ersion
. . [[#5]] Cda({?j ~ éYKOZbz#S( BkgdUBI « Re=: " #0JNA, [[#31] ] O »
109. 67. 217. 208 |Israel 147.237.72. 166 |aka. i df . i “SR( [#6]]] @ »~2SR[ [ #2]] PFL[ #26] ] o[ [#23]]*: . UVE5YU [ [ #27]] 6930 |B 0K 1
o~ 1O« ZU82 t ~ AuPOM
212.76.11.242 |Kazakstan [147.237.76.86 |navy.idf.il Unaut hori zed URL Access to navy.idf.il/giyus/foruniasp/ showforumasp |B ock 1
87.69.181. 81 I srael 147.237.77.216|dover . i df . il Untraceabl e SSL Sessi ons: Qpen Mvde None 1
169. 229. 3. 91 g"alt:g 147.237.76.30 |hinush.idf.il Mil tiple Malformed URL from 169. 229. 3. 91 Bl ock 1
Lhi ted ] . ; Unaut hori zed URL Access to
66. 249. 66. 133 Sates 147.237.76.200 ei tan. aka. i df . i virwu ei tan. aka. i df . i | / shar ed/ user cont r ol s/ header upper / Bl ock !
38.111. 147. 88 g"alt:g 147.237.77. 216 |dover . i df .i | Uhaut hori zed URL Access to waw i df.il/894-he B ock 1
109. 67. 217. 208 |Israel 147.237.72. 166 |aka. i df . i | Dstributed I11egal Bite Qxde Character in URL B ock 1
79.180.211.120 [israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 1
184. 105. 247. 195 g‘;tt:: 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
169. 229. 3. 91 ;“;tteeg 147.237.76.30 |hinush.idf.il Abnormal |y Long Request et hod B ock 1
66. 249. 64. 190 g‘;tt:: 147.237.72. 166 |aka. i df . i | Unknown Paraneter catid in vww aka.idf.il/main/rabanut/general . aspx None 1
109. 67. 217. 208 |l srael 147.237.72. 166 |aka. i df . i | Mal formed URL N*1S B ock 1
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