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|Top Attackers | n DDoS- Def ence |

Attacker Address

Device Action Count

|Attacker Country

Target Address Site Signature

82. 145. 217. 247 Eur ope 147.237.77.176 nat pash. i df . i | B ock_Ip V¢b_In drop 16
82. 145. 223. 56 Eur ope 147.237.76. 42 refuah.idf.il B ock_|p VWb In dr op 6
89. 248. 160. 138 Net her | ands 147.237.76. 201 e atal.idf.il Bock Np Al Net drop 1
71.6.33.147 Lhited Sates 147.237.77. 216 dover.idf.il B ock_Up Al Nets drop 1
89. 248. 160. 138 Net her | ands 147.237.0. 15 kosher -kravi .i df .i| B ock Np Al _Net drop 1
89. 248. 160. 138 Net her | ands 147.237.77. 227 e. hanaz.idf.il B ock Np Al _Net drop 1
74.82.47.9 Lhited Sates 147.237.77.170 naar achot . i df .| B ock_ Wp Al _Nets drop 1
89. 248. 160. 138 Net her | ands 147.237.0. 35 akaws. i df . il B ock Np All _Net dr op 1
89. 248. 160. 138 Net her | ands 147.237.77. 234 hal ag.idf.il Bock Np Al Net drop 1
89. 248. 160. 138 Net her | ands 147.237.76. 39 nobi | e.nei tav.idf.il B ock Np All _Net drop 1
54.72.182. 187 Irel and 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 1
185.94. 111. 1 147.237.77.179 e.nazi.idf.il B ock Wp Al _Nets drop 1
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|Top Attackers In IPS|

| Attacker Qountry

Attacker Address

Target Address

|Site

|Sgnature

Devi ce Action |Count |

176.13.8. 4 I srael 147.237.0. 34 tikshuv.idf.il [ClL000138: HITP. prefix 1.01 in the LR B ock 2
106. 38. 241. 106 Chi na 147.237.77.176  |matpash.idf.il |ClL000071: HTTP: User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.233 |atal .idf.il C1000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP. User Agent Sogou-+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

Potential Scan or Brute Force

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
66.102. 9. 28 147.237.72. 167 [Lhited Sates [ishurimaka.idf.il|ET SCAN NVAP -sA (2) 2
41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 2
93.113.125.11 |147.237.0.19 |Ronani a nadimatal.idf.il [ET SCAN NVAP -sS w ndow 1024 1
223.71.251.11 |147.237.72.14 |thina dover.idf.il(od) |ET SCAN Potential SSH Scan 1
198. 180. 198. 185|147.237.8.28 |lhited Sates |e.nobile-ks.idf.il|[ET SCAN NVAP -sS wi ndow 3072 1
. _ . |ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
112. 43. 226. 232 |147.237.8.28 [China e nobi | e-ks.idf.il ) 1
Potential Scan or Brute Force
, L ET DO Large amount of TCP Zer oVindow - Possible Nkiller2 DDos
80.246.133.35 |[147.237.76.30 |[lIsrael hi nush. i df . i | 1
attack
223.71.251.11 |147.237.72.167|China ishurimaka.idf.il|ET SCAN Potential SSH Scan 1
. . S ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons,
220.198.99. 107 |147.237.76.30 |China hi nush.idf.il . 1
Potential Scan or Brute Force
198. 180. 198. 185(147.237.8.28 |lhited Sates |e.nobile-ks.idf.il|ET SCAN NVAP -sS wi ndow 1024 1
. L ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons,
123. 146. 96. 213 |147.237.76.31 |China nakchal .idf.il 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |dte Signature
69. 31.51. 177 Anonynous Proxy 147.237.0.34 |tikshw.idf.il |drop First packet isn't SN drop 962
Sreaning Engine: TCP Invalid i i ssi
79.182.237.21 |israel 147. 237. 76. 200 |ei tan. aka.i of . i 9 =9 Invalid segnent retransmssion. g 120
Ret r ansni ssi on Packet dropped.
69. 31.51. 177 Anonynous Proxy 147.237. 77. 170 |maar achot . i of . i | [dr op First packet isn't SN drop 100
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
o SYNretransmt wth different :
213.57.156.97 |Israel 147.237.77. 233 |atal .idf il Bad TCP sequence wi ndow scal e monitor |22
213.57.140. 216 |l srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 17
R SYNretransmt wth different !
79.176.142.191 |Israel 147.237.77. 233 |atal .idf il Bad TCP sequence i ndow scal e nonitor |16
reaming BEngine: TCP Invali i i ssi
46.19.85.124  |Israel 147.237.77. 243 |rwbi e i 11 | €AM NG Engine: TGP Inval id finvalid segnent retransmission drop 15
Ret ransmi ssi on Packet dropped.
213.57.140. 216 |Israel 147.237. 72. 166 [aka.i df .i Bad TCP sequence nonitor |15
79.179. 236. 105 |l srael 147.237.76.42 |refuah.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 13
213.57.140. 216 |Israel 147. 237.72. 166 |aka. i f . i Bad TCP sequence SINWACK retransmt with moni tor |13
different w ndow scal e
Sreamng Engine: TCP Invalid i i ssi
46.19.85.100  |Israel 147. 237, 77. 243 |robi 1 e. i of . i | 9 =9 Invalid segnent retransmssion. g 12
Ret r ansni ssi on Packet dropped.
84.94.221. 69 I srael 147.237. 72. 166 |aka.i df .i | drop First packet isn't SN drop 12
Sreaning Engine: TCP Invalid i i ssi
46.19.85.10  |israel 147.237.77. 243 |mbile.i o . i1 9 =9 Invalid segnent retransmssion. g 9
Ret r ansni ssi on Packet dropped.
46. 43.122. 187 g";'cisgi'géa” Territony.l1 47 237.77. 176 |natpash.idf.il  [SYN Att ack SYN -> SYN-ACK -> Timeout  |reject 9
o SYNretransmt wth different !
213.57.156.97 |Israel 147.237.77. 234 |hal ag. i df il Bad TCP sequence i ndow scal e nonitor |8
149. 78.56. 168 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber monitor |8
5.22.129. 130 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber nonitor |8
167. 62.189. 196 |Uruguay 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
213.57.140. 216 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber aert 7
213.57.140. 216 |Israel 147. 237. 72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber nonitor |7
213.57.140. 216 |lsrael 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 7
reaming BEngine: TCP Invali i i ssi
31.168. 149. 236 |Israel 147.237.72. 166 |aka.i df . Streamng Engi ne: TCP Inval id Jinvalid segnent retransnission drop 6
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i ssi
46.19.86.111  |israel 147. 237. 77. 243 |nobi l e.i df .i | 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
109. 66. 154. 49 |l srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
Sreaning Engine: TGP Invalid i i ssi
79.177.49.95  |israel 147. 237.72. 166 |aka i of . i 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
79.178. 163. 123 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.
41.33.232. 66 Egypt 147.237.77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data [nonitor
5. 29. 35. 205 I srael 147. 237. 72. 166 |aka.i of .i | SYN At tack SYN -> SYN-ACK -> RST rej ect
149. 78.56. 168 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber aert
. . SYNretransmt wth different .
109. 253. 156. 181l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence wi ndow scal e noni t or 4
195.34.150.18 |Austria 147.237.77. 216 |dover.idf. il B ock HTTP Non Conpl i ant Failed to handl e connection data [monitor (4
217.132.55.14 |lsrael 147.237.76.86 |navy.idf.il drop First packet isn't SN drop 4
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
217.132.55. 14 | srael 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 4
149.78.56. 168 |l srael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 4
. . SYNWAKK retransmt with :
149.78.56. 168 |l srael 147.237. 72. 166 |aka.i df .i | Bad TCP sequence different vi ndow scal e nonitor |4
149. 78.56. 168 |l srael 147.237.72. 166 |aka. i df.i | drop First packet isn't SN drop 4
79.179. 236. 105 |Israel 147.237.76.42 |refuah.icf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4
84.109. 166. 190 |l srael 147. 237. 77. 216 |dover.i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 4
Sreanming Engine: TCP Invalid i i SSi
149. 78. 252. 253 |Israel 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. |, o, 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i ssi
79.182. 149. 201 |Israel 147.237.72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i SSi
79.177. 4.39 I'sr ael 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. |, o, 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
84.228.63.197 | srael 147. 237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i SSi
217.132.15.39 | srael 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. |, o, 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
185.3.144.103  |Israel 147. 237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i SSi
31.168. 155. 248 |israel 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. |, o, 3
Ret ransmi ssi on Packet dropped.
46.19. 86. 175 I srael 147.237.0.19 |nadimatal.idf.i|SYN Att ack SYN -> SYN-ACK -> RST rej ect 3
Sreaming Engine: TGP Invalid i i sSi
66.249.79.119 |ited Sates 147.237. 77. 243 |nobi l e.i df . i1 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
46.19. 85. 196 I srael 147. 237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
176.13.6.123 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 305
46.19. 86. 175 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 63
80. 246. 136. 247 |[Israel 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 6
46. 19. 85. 124 | srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 5
46. 19. 85. 100 I srael 147.237.77.243|nobi l e.i df . i | DO stributed Suspici ous Response Qode B ock 4
176.13.18.162 |Israel 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 3
46.19. 86. 79 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 3
. . . D stributed Uhaut hori zed URL Access on
5. 29. 40. 189 I srael 147.237.77.243|nobi l e.idf . il nobi l e, i o i 1/ cat egoryt enpl at es/ 1 st chi | ddocunent s/ 1362 B ock 3
109. 64. 11. 26 I srael 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Qode Character in URL from109. 64. 11. 26 B ock
46.19. 85. 10 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code B ock
176.13.16. 194  |Israel 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock
109. 186. 40. 158 |l srael 147. 237.72. 166 |aka. i df . i | Distributed thauthorized Mthod for Known LRL on B ock 2
wan aka. i df . i |/ nai n/ gi yus/
176.13.23.161 |[lIsrael 147.237.0.19 |nadimatal .idf.il DO stributed Suspicious Response Qode B ock 2
109. 253. 147. 46 |l srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 2
46. 19. 86. 111 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 2
5. 29. 40. 189 I srael 147.237.77.243|nobi l e.i df . i | Mil ti pl e Wnaut hori zed URL Access from5. 29. 40. 189 B ock 2
109. 253. 209. 119]I srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 2
116.81.56. 140 |Japan 147.237.77.216|dover. i df . il Untraceabl e SSL Sessi ons: (pen Mvde None 2
. m ny- kosher - kr avi . i _ .
93.113.125.11 Romani a 147.237.0. 17 df il S Whtraceabl e Gonnection - Lhknown Server Certificate None 1
66. 102. 8. 233 Lhited Sates |147.237.77.216|dover.idf .il D stributed Lhauthori zed URL Access on waww i df.il/error.htm B ock 1
194. 106. 195. 65 RJSIS;;ni o 147.237.77. 216 |dover . i df . i | Lhaut hori zed URL Access to v i df . i1/i ndex. php/ adm n/ B ock 1
. . S Untraceabl e Gonnection - Protocol violation
149.78. 8. 48 | srael 147.237.72. 166 |aka. i df . i | (SSLCONN APPLI CATI ON DATA EXCHANGE) None 1
. . DO stributed Uhaut hori zed URL Access on
5.29. 88. 246 I srael 147.237.77.234|hal ag. i df . i | 147. 237 77. 234/ i nages/ shar ed/ bul | et 1. gi f Bl ock 1
. . Uhaut hori zed URL Access to
109. 67. 146. 3 | srael 147.237.77. 216 |dover . i df .i | wavidf i1/ resourcel userfol | ow esour cel or eat ef Bl ock 1
. . Uhaut hori zed URL Access to
213.57. 152. 247 |l srael 147.237.72.166|aka. i df . i | wiw aka. i df . i |/ nai 1/ gi yus/ cont rol s/ at uda/ Bl ock 1
. . D stributed Unaut hori zed URL Access on
79.176.142.191 |lIsrael 147.237.77.233(atal .idf.il 147, 237. 77. 233/ 1134- hel at al . aspx B ock 1
2.54.11.129 I srael 147.237.72.166|aka. i df . i | Uhaut hori zed Met hod PCST for vy aka. i df .il/mai n/ gi yus/ B ock 1
117.245.63.128 |India 147.237.77.216|dover.idf .il Wnt raceabl e SSL Sessi ons: (pen Mbde None 1
99.32.153.153 |lhited Sates |147.237.77.216|dover.idf.il D stributed Lhauthori zed URL Access on waww idf.il/error.htm B ock 1
199. 30. 25. 164 Lhited Sates 147.237.77.216|dover.i df . il DO stributed Uhaut horized LR. Access on ww idf.il/error.htm Bl ock 1
] . . Uhaut hori zed URL Access to
66. 249. 66. 33 United Sates 147.237.77.74 [lawidf. il wan law i df.il/tenpl at es/tenpl at econt rol s/ news/ undef i ned Bl ock !
157. 55. 39. 37 Lhited Sates |147.237.72.166|aka.idf.il Unhaut hori zed URL Access to 147.237.72. 166/ Bl ock 1
37.26.149.250 |[Israel 147.237.77.216|dover . i df . il Lhtraceabl e SSL Sessi ons: Qpen Mvde None 1
213.57.156.97 |Israel 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/ 1136-he/ atal . aspx |B ock 1
131.253.25.180 |[Uhited Sates |147.237.77.216|dover.idf.il D stributed Lhauthori zed URL Access on www i df.il/error. htm B ock 1
109.64.11.26  |israel 147.237.72. 166 |aka. i df . i | llegal Byte (de Character in LR. /mainkapatz//res#012 B ock 1
our ces/ i mages/ i nner page/ goback. gi f
203.127.58. 233 |9 ngapore 147.237.77. 216 |dover. i df .l Ostributed Waut hori zed URL Access on waw i df.il/error. htm B ock 1
; . ] Uhaut hori zed URL Access to
66. 249. 66. 72 Wited Sates 147.237.77. 176 |nat pash. idf.il vy cogat . i df . i | /tenpl at es/ t enpl at econt rol s/ generi c/ Bl ock !
169. 229. 3. 91 Uited Sates |147.237.77.216|dover.idf.il Mitiple Illegal Byte Code Character in Mthod from169.229.3.91 |B ock 1
40.77.167. 28 Lhited Sates |147.237.77.216|dover.idf.il Dstributed Waut horized LRL Access on waw idf.il/error.htm Bl ock 1
216.218.206. 68 |Lhited Sates |147.237.77.243|nobil e.idf.il Unaut hori zed URL Access to 147.237.77. 243/ B ock 1
. . Unaut hori zed Met hod HEAD f or
82.166.228.10 |Israel 147.237.72. 166 |aka. i df . i | vwv aka. i o i |/ brot her s/ ski ral def aul t asp B ock 1
184.105.139. 70 |Uited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to 147.237.77.216/ B ock 1
141.8.132. 78 RJSf;:I”i on 147.237.77. 216 |dover . i df . i | Ml tipl e Unhaut horized URL Access from 141.8.132.78 B ock 1
212.116. 166. 10 |l srael 147.237.77.216|dover.i df . il Unaut hori zed URL Access to waw idf.il/https: /v idf.il/ Bl ock 1
’ . . Uhaut hori zed URL Access to
68.180.228.112 |lnited Sates |[147.237.77.216|dover.idf.il vw i i 1/t enpl at es/ shar ed/ user cont r ol s/ navnenu/ undef i ned Bl ock 1
. . Uhaut hori zed URL Access to
2.52.35.34 I sr ael 147.237.77.234|hal ag. i df . i | 147, 237. 77. 234/ i nages! shar ed/ bul | et 1. gi f Bl ock 1
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
84.111. 39. 77 I srael 147.237.72. 166 |aka. i df . i | vaw aka. i dff . i |/ mai v/ sachar/ pi r suneynof et . aspx None 1
220.255.103.5 |9 ngapore 147.237.77.216|dover.i df . il D stributed Lhauthori zed URL Access on waww idf.il/error.htm B ock 1
Russi an . . . .
194. 106. 195. 65 er ati on 147.237.77. 216 |dover.idf.il Adni n Bl ocki ng B ock 1
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