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|Top Attackers | n DDoS- Def ence |

Attacker Address

Site

|Attacker Country

|Target Address

Signature

Device Action

Count

0.0.0.0 147.237.77. 216 dover.idf.il HITP Page Fl ood Attack drop 2
134. 147. 203. 115 Ger many 147.237.0. 33 idf.il B ock Np Al Net drop 2
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il Bl ock Wp Al Nets drop 2
181.211. 161. 126 Ecuador 147.237. 76. 202 e halag.idf.il Bl ock_Udp All _Nets drop 1
89. 248. 160. 138 Net her | ands 147.237.76. 30 hi nush. i df.il B ock Np Al Net drop 1
193. 242. 218. 6 Sni t zerl and 147.237.77. 226 WA chanat z. aka. i df . i | Bl ock_Ulp Al _Nets drop 1
89. 248. 160. 138 Net her | ands 147.237.76. 31 nakchal .idf.il B ock Np Al _Net drop 1
211.242.110. 195 Korea, Republic of 147.237. 0. 200 mu.idf.il Bl ock_Udp All _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry get Address |Site |Sgnature Devi ce Action |Count |
213.57.63.8 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LRL B ock 8
213.57.155.171  |Israel 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the UR B ock 8
46.117. 154. 174 | srael 147.237.0. 34 tikshuv.idf.il C1000138: HTTP. prefix 1.01 in the URL Bl ock 7
149.78.5. 211 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LRL B ock 6
78. 46. 50. 246 Ger many 147.237.0. 34 tikshuv.idf.il C1000074: HTTP. naj estic bot B ock 2
84.94. 41.65 | srael 147.237.0. 34 tikshuv.idf.il C1000138: HTTP. prefix 1.01 in the URL Bl ock 2
78. 46. 50. 246 Ger many 147.237.72.166 |aka.idf.il CL000074: HTTP. maj estic bot B ock 2
78. 46. 50. 246 Ger many 147. 237. 76. 86 navy.idf.il C1000074: HTTP. naj estic bot B ock 2
78. 46. 50. 246 Ger many 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot B ock 2
83.97.83.125 Shitzerl and 147.237.77.170 |maarachot.idf.il [14331: HITP. Suspicious User-Agent (M Session) B ock 1
106. 38.241. 106  [Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP:. User Agent Sogou+web+spi der B ock 1
106. 38.241.106  |Chi na 147.237.77.176 |mat pash. i df.il C1000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
106. 38.241.106  [China 147.237.77.233 |atal .idf.il C1000071: HTTP: User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Qountry

Signature

41.33.231.90 147.237.77.216  |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 7
188. 120. 148. 142 (147.237.72.166 |Israel aka.idf.il ET SCAN NVAP -sA (2) 6
195. 34. 150. 18 147.237.77.216  |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
46. 60. 29. 159 147.237.77. 74 Pal estinian Territory, Qcupied lawidf.il ET SCAN NVAP -sA (2) 2
218.57.11.7 147.237.76. 42 Chi na refuah.idf.il ET SCAN Potential SSH Scan 1
85. 89. 71. 130 147.237.0. 33 Sweden idf.il ET SCAN NMAP -sS wi ndow 4096 1
218.57.11.7 147.237.77.216 |China dover.idf.il ET SCAN Potential SSH Scan 1
218.57.11.7 147.237.76.147 |China chi nuch. aka.i df .i ET SCAN Potential SSH Scan 1
149. 78. 154. 69 147.237.77.216  |[lIsrael dover.idf.il portscan: TCP D stributed Portscan 1
85. 89. 71. 130 147.237.0.33 Sweden idf.il ET SCAN NMAP -sS wi ndow 3072 1
222.186. 30. 249 147.237.0.15 Chi na kosher-kravi.idf.il |[ET SCAN Potential SSH Scan 1
218.57.11.7 147.237.76.176  |China test.ncore.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Addr ess ‘Ste ‘S|gnature
46.32.170.122 |Azerbaijan  [147.237.0.34 [tikshuv.idf.il [Bad TCP sequence :;;e”ansm't with different wndowl oivor |51
180. 253. 246. 121l ndonesi a 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber moni t or 49
Sreaning Engine: TQP Invalid i i SSi
46.116. 199. 148 |Israel 147.237.77. 243 |robi | e. i of .| 9 =g I nvalid segnent retransmssion. drop 33
Ret ransm ssi on Packet dr opped.
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 12
Sreaning Engine: TGP Invalid i i sSi
2.54.38. 127 I srael 147. 237. 76. 200 |ei tan. aka. i df . | 9 =g Invalid segent retransmssion. drop 12
Ret ransmi ssi on Packet dropped.
180. 253. 246. 121 I ndonesi a 147.237.77. 216 [dover.idf.il |drop First packet isn't SN drop 10
105. 107.78.7 Ageria 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop
41.33.231. 90 Egypt 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or
109. 160. 142. 193|i srael 147.237.77. 216 [dover.idf.il |Bad TCP sequence noni t or
Sreaming Engine: TCP Invalid i i ssi
46.19. 85. 45 I srael 147.237. 77. 243 |robi 1 e. i df . i | g =g nval i d segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dropped.
reamn ine: TCP Invali i i Ssi
79.177.124. 163 [Israel 147.237.72. 166 |aka.i df . Strean g Engine @ Invalid Invalid segent retransmssion. drop 6
Ret ransni ssi on Packet dropped.
176.228.84.22 |Israel 147.237.77.234|ndl ag.icf.il |Bad TOP sequence ?Cz;e”a”sm't wWth different window), o 6
reamn ine: TCP Invali i i Ssi
79.183.126.55 |Israel 147, 237.72. 166 |aka i or i1 | €M NG Engi ne: TP alid Inval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
79.176.60. 246  |Israel 147.237.72. 166 |aka i df . g =g nval i d segnent retransmssi on. drop 6
Ret ransmi ssi on Packet dropped.
reamn ine: TCP Invali i i Ssi
46.19.86.172  |Israel 147. 23777, 243 |t 1 e o 11 || €M NG Engi ne: TP alid Inval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
46.19. 86. 16 I srael 147.237. 77. 243 |robi | e. i df . i | g =g nval i d segnent retransmssi on. drop 6
Ret ransmi ssi on Packet dropped.
Sreaning BEngine: TQP Invalid i i SSi
79.181.27.219 |israel 147. 237.72. 166 |aka i df . i 9 =g Inval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dropped.
41.33.232.66 Egypt 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data nmoni t or 6
89. 138. 2. 216 | srael 147.237.0.35 |akaws.idf.il |drop drop 6
46. 19. 85. 195 I sr ael 147.237.72. 156 |anan.idf.il  |SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 5
122.148. 114. 191 |Austraia 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 5
Sreamng Engine: TCP Invalid ' i ssi
149.88.42.96  |Israel 147. 237.72. 166 |aka i f . i1 9 =g Inval i d segnent retransmssi on. drop 4
Ret ransmi ssi on Packet dr opped.
176.228.84.22 |Israel 147.237.77. 234 |nal ag.idf.il  |Bad TOP sequence ig;e”a”s”"t with different wndow) oo |4
149.78.5. 211 I sr ael 147.237.0.34 [tikshuv.idf.il |Bad TCP sequence I'nval i d ACK nunber noni t or 4
Sreaming Engine: TCP Invalid i i ssi
95.86.118.14  |Israel 147.237. 77. 243 |robi 1 e. i df . i | g =g nval i d segnent retransmssi on. drop 4
Ret ransmi ssi on Packet dr opped.
195.34.150. 18 |Austria 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 4
Sreamng Engine: TCP Invalid i i ssi
109. 65.51. 207  |Israel 147.237.72. 166 |aka i f . g =g nval i d segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dropped.
149.78.5.211 I srael 147.237.0.34 |tikshw.idf.il |Bad TCP sequence I'nval i d ACK nunber alert 3
Sreamng Engine: TCP Invalid ' i ssi
46.19.85.101  |israel 147. 237.72. 166 |aka i df . 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
79.177.127. 117 |israel 147. 237.72. 166 |aka i df . i | 9 =9 Invalid segent retransmssion. drop 3
Ret ransmi ssi on Packet dropped.
94.77.196.82  |Saudi Aabia |147.237.77.216|dover.idf.il |Bl ock HTTP Non Conpl i ant Feil ed to handl e connection data noni t or 3
109. 253. 156. 181 |i srael 147.237.77.233|atal .idf.il  |Bad TOP sequence ?Cz;e”a”sm't With different windowl oo 3
Sreaning BEngine: TQP Invalid i i SSi
109. 65. 141. 123 |Israel 147. 237. 72. 166 |aka i df . i | 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
79.183.162.8  |Israel 147.237.72. 166 |aka i df . g =g nval i d segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i SSi
2.54.139.206  |Israel 147.237.72. 166 |aka i df . i | 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
79.179.35.61  |Israel 147.237.72. 166 |aka i df . g =g nval i d segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i SSi
176.13. 9. 58 I'srael 147.237.77. 243 |nobi l e, i df . 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
79.180. 211. 120 |Israel 147.237.72. 166 |aka.i df .i SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
109. 65.176. 78 |l srael 147.237.76.42 |refuah.idf.il |SYN At tack SYN -> SYN-ACK -> Ti neout rej ect
213.57.140. 216 |Israel 147.237.72. 166 |aka. i of . i | SYN At ack SYN -> SYN-ACK -> Ti meout rej ect
Sreanming Engine: TCP Invalid i i ssi
176.13.10.186 | srael 147.237.72. 166 |aka i df . g =g nval i d segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dr opped.
5.22.135. 110 I sr ael 147. 237. 72. 166 |aka.i f . i | Bad TCP sequence I'nval i d ACK nunber noni t or 3
Sreamng Engine: TCP Invalid i i ssi
79.176.187.84 |israel 147.237.72. 166 |aka i f . g =g vl i d segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi
79.179.140.79 | srael 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
Sreamng Engine: TP Invalid i i ssi
176.13.12.29  |israel 147. 237. 77. 243 |nobi l e.i df . i g =g vl i d segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dr opped.
213.57.140. 216 |l srael 147.237.72. 166 |aka.i df .i 1 Bad TCP sequence noni t or
5.102.254. 255 |Israel 147.237. 72. 166 |aka.i of . i | Bad TCP sequence I'nval i d ACK nunber noni t or
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Attacker Address count ry ‘Target Addr ess ‘Ste ‘Slgnature
Sreaning BEngine: TQP Invalid i i SSi

79.183.70.126 |l srael 147. 237.72. 166 |aka i df . i 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi

185.3.147.39  [israel 147.237.72. 166 |aka i df . g =g nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dropped.
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A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
2.54.38.73 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspi ci ous Response Code B ock 109
37.26.146.205 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 9
5.102.202.230 [Israel 147.237.77.243|nobi [ e.i df . i | Ml tipl e Unaut hori zed URL Access from 5. 102. 202. 230 Bl ock 7
46.116. 199. 148 |[lIsrael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 6
176.13.16.194 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 3
5.102.202.230 I srael 147.237.77. 243 |nobi | e. i df . i | x;“f:?rc"lee? , t’;‘eggf;im O s/ i st chi | ddocurent s/ 1362 Bock |3
46.121.98.199 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
176.13.19. 151  |Israel 147.237.0.19 |[madimatal .idf.il O stributed Suspicious Response Code Bl ock 3
109. 64. 95. 158 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode Bl ock 3
176.13. 23. 30 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
46.19. 85. 117 I srael 147.237.0.19 |[madimatal .idf.il O stributed Suspicious Response Code Bl ock 3
134.249.65.86 |kraine 147.237.77. 216 |dover . i df . i | Lhaut hori zed URL Access to vww idf.il/mazi/ B ock 3
213.57.90. 158 |Israel 147.237.77. 216 |dover.i df . i | Unaut hori zed HTTP Met hod B ock 2
37.26.148.188 | srael 147. 237.77. 243 |nobi | e. i df . i | ﬁ;”lt :?réfz‘f? , g‘eggrcy‘isem s/ 1 st chi | ddocunent s/ 1362 Bl ock 2
176.13. 7. 109 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspi ci ous Response Code B ock 2
66. 249. 66. 25 Lhited Sates |147.237.77.216|dover.idf.il Ostributed Lhaut hori zed URL Access on waw i df.il/error. htm B ock 2
191. 11. 246. 204 |Brazil 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
87.69.230.235 |lsrael 147.237.0.34 |tikshuv.idf.il Aut onat ed Mul nerabi | ity Scanni ng VL B ock 1
Unknown Par arret er
46.120.77.225 |Israel 147.237.72. 166 [aka. i df . i | ct 1 00$ct | 00$cphMai n$TochenPl aceHol der $bt nAt udaBack in None 1
wwn aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
169.229.3.91  |Wited Sates [147.237.77. 176 [nat pash. i df . i | 'D'y'mﬁais]?';#ﬁfﬁ ?E;a%\féb]i]llﬁ’[aﬁtgs[?m A= Bl ock 1
128.71.208.228 | @ 1147, 237.77.176|nat pash. i df . | \;:,arwazggjt pe M /olgé?gni‘gg:@aisgx Hock |1
5.29. 39. 141 I srael 147.237.72. 166 [aka. i df . i | Ml tiple Unauthorized URL Access fromb5. 29, 39, 141 Bl ock 1
66.249.81.218 |hited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wawidf.il/error.htm B ock 1
207.46.13.162 |lhited Sates |147.237.0.17 g}: niyl_ kosher -kravi .| S Lhtraceabl e Gnnection - Whknown Server Certificate None 1
160.220.3.91  [United Sates |147. 237. 77. 176 |mat pash. i df . i | ﬂ”ﬁfz]ﬂnzﬁq:ﬁteow hod +[[#8]]Oy[[#16]]eEATA[C In 15 |y
46. 19. 86. 16 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock 1
138. 36.0. 3 147.237.72.167|i shuri maka. i df . il Unaut hori zed URL Access to 147.237.72. 167/ i ndex. php Bl ock 1
213.57.90.158 [Israel 147.237.77.216|dover.i df .i | Uhaut hori zed LRL Access to waw idf.il/sip_storage/files/3/ Bl ock 1
105. 107.78. 7 Ageria 147.237.77.216|dover.i df .i | Lhaut hori zed URL Access to waw idf.il/local host/upl oad/shel | .asp |Bl ock 1
37.210.175.117 |Qtar 147.237.77.216|dover. i df .i | SSL Wntraceabl e Connection - Cpen Mde None 1
160.220.3.91  |United Sates |147. 237. 77. 176 |mat pash. i df . i | e ?{Zﬁﬂiﬁﬁi@ﬁey Qery String Ae=[#3]] [1#46112 g oy 3
128.71.208.228 |t @ 1147.237.77.176|nat pash. i df . | maﬁge;t Type M d J?(I)ggr]e&r;?:o[;;t .i R Bock |1
5.29. 39. 141 I srael 147.237.72. 166 [aka. i df . i | PHP At t enpt Bl ock 1
Unaut hori zed URL Access to
208.115.113.82 |thited Sates [147.237.77.176 [nat pash. i df .i | waw cogat . i df . i | /tenpl at es/ shar ed/ user cont rol s/ nor ei nf of ti chnun.y Bl ock 1
osh@nmai | . com
84.108. 37. 54 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mde None
169. 229. 3. 91 Lhited Sates |147.237.77.233|atal .idf.il Illegal Byte Qode Character in Mthod Bl ock
46. 19. 86. 172 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock
37.19.120.221 [israel 147.237.72.166 |aka. i df . i | m“;kzorl idfidl /'\:;j ?gaﬁ\; cg,\paysl o asix Bl ock 1
157.55.39. 245 |lnited Sates |147.237.77.216|dover.idf.il Ostributed Lhaut hori zed URL Access on waw idf.il/error. htm Bl ock 1
46.121.232.50 |[Israel 147.237.72. 156 |anan. i df . i | Too Many Qookies in a Request - 101 cooki es B ock 1
169. 229. 3. 91 Lhited Sates |147.237.77.176 [mat pash. i df . il Ill1egal Byte Gode Character in URL [[#2]]#TyR[[#5]] €D Bl ock 1
40.77.167.78 Lhited Sates [147.237.0.34 [tikshuv.idf.il Uhaut hori zed URL Access to tikshuv.idf.il/site/links. aspx Bl ock 1
128.71.208.228 | @ 1147.237.77.176|nat pash. i df . | \;Pjrwa'le;;;t .Tiygfl\i'{l(;llaéisg?e'n‘j‘z%é;t aspx Hock |1
5.29. 39. 141 I srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to waw aka. i df . i1/ aj ax/ updat est at us. php  [Bl ock 1
208.115.113.89 [Lhited Sates |147.237. 77. 216 |dover.idf .i | m“it:ﬁriiﬁfznpﬁ ;’SC/‘;‘ZT;I ;toecon“ol o gereri o Bl ock 1
84.108.173.172 [israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
37.26.146.175 |[Israel 147.237.72. 166 [aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 1
169.229. 3. 91 Wited Sates |147.237.77.176 [nat pash.idf.il Illegal Byte Gode Character in Header Val ue B ock 1
109. 253. 156. 181 |l srael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/ 1134-he/ atal . aspx  [Bl ock 1
169.229.3.91  |tnited Sates [147.237.77.176 |nat pash.idf.il I11egal HITP \ersion B ock 1
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