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|Top Attackers | n DDoS- Def ence |

02-27-2016-12:04:02 to 02-27-2016-13:04:02

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page Fl ood Attack drop 2
217.26.171. 188 Mol dova, Republic of 147.237.77.176 nat pash. i df . i | L4 Source or Dest Port Zero drop 2
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack forward 2
134. 147. 203. 115 Ger many 147.237.72. 14 dover.idf.il (ol d) Block Np All Net drop 2
71.6.158. 166 Lhited Sates 147.237.76. 147 chi nuch. aka.idf.il Bl ock_ Udp Al _Nets drop 1
205. 209. 185. 11 Lhited Sates 147.237.8. 50 e. tikshuv.idf.il B ock Np Al _Net drop 1
220.134. 149. 19 Tai wan 147.237.77.170 naar achot . i df. il ock Wp Al _Nets drop 1
205. 209. 185. 11 Lhited Sates 147.237.72. 156 anan. idf.il B ock Np Al Net drop 1
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il ock Wp Al Nets drop 1
183. 2. 172. 45 Chi na 147.237.77. 61 e.cogat.idf.il L4 Source or Dest Port Zero drop 1
205. 209. 185. 11 Lhited Sates 147.237.77. 243 nobi | e.i df il Block Np Al Net dr op 1
65.196. 137. 3 Lhited Sates 147.237.77. 226 W chanat z. aka. i df . i | Bl ock_Ulp Al _Nets drop 1
205. 209. 185. 11 Lhited Sates 147.237.8. 24 elifestyle.idf.il B ock Np Al _Net drop 1




02-27-2016-12:04:02 to 02-27-2016-13:04:02

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry rget Address |Sgnat ure Devi ce Action |Count
79.178.122. 1 I srael 147.237.0. 34 tikshuv.idf.il |ClL000138: HITP. prefix 1.01 in the LR B ock 5
37.26.147. 161 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the LRL B ock 2
149. 78. 99. 234 | srael 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the URL Bl ock 2
84.94. 41. 65 I srael 147.237.0. 34 tikshuv.idf.il |ClL000138: HITP. prefix 1.01 in the LR B ock 2
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP. User Agent Sogou+web+spi der B ock 1
51. 255. 65. 22 United Ki ngdom 147.237.77.233 |atal .idf.il C1000146: HITP. AhrefBot craw er Bl ock 1
106. 38. 241. 106 Chi na 147.237.77.176  |mat pash.idf.il |CL000071: HTTP: User Agent Sogou+web+spi der B ock 1
51. 255. 65. 59 Lhi ted Ki ngdom 147.237.77.233 |atal .idf.il C1000146: HTTP. AhrefBot craw er B ock 1
106. 38. 241. 106 Chi na 147.237.77.233 |atal .idf.il C1000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
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|Top Attackers In |D|

Target Address

At acker
Count ry

Signature

195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent
66.249. 64. 190 |147.237.72.166|lhited Sates |aka.idf.il ET SCAN NVAP -sA (2)
, _ L ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons,
191.248.83.29 |147.237.76.30 |Brazil hi nush. i df .i | .
Potential Scan or Brute Force
183.99.148.50 |147.237.77.216 Okfrea' REPUDI T C | jover i of i ET SCAN Potential SSH Scan
94.102. 48. 193 |147.237.77. 226 |Net her| ands wan chanat z. aka. i df . i | [ET SCAN NVAP -sS wi ndow 1024
91. 201. 236. 113 [147. 237. 76. 201 |Lkr ai ne eaal.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound
. . L ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons,
191. 248.83.29 |147.237.0.34 |Brazil tikshuv.idf.il .
Potential Scan or Brute Force
L SERVER APACHE Apache nod_ssl non- SSL connection to SSL port
149. 78. 8. 48 147. 237.72. 166 || srael aka idf.il . . -
deni al of service attenpt
91. 201. 236. 113 [147. 237. 76. 201 |Lkr ai ne e.aal.idf.il ET SCAN NVAP -sS wi ndow 1024
_ L ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons,
213. 14. 168. 240 [147. 237. 76. 30 |Turkey hi nush. i df .i |

Potential Scan or Brute Force




02-27-2016-12:04:02 to 02-27-2016-13:04:02

|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
5.22.134. 234 I srael 147.237.77. 234 |hal ag.idf i1 Bad TCP sequence Invalid ACK nunber nonitor |36
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 36
e SWNretransmt wth different .
79.181. 117. 235 |l srael 147.237.77. 233 |atal .idf. il Bad TCP sequence . monitor |24
w ndow scal e
180. 253. 246. 121l ndonesi a 147.237.77. 216 |dover.idf i1 Bad TCP sequence Invalid ACK nunber nonitor |19
Sreamng Engine: TCP Invalid i i ssi
2.54.151.228  |Israel 147. 237. 77. 243 |robi | e. i df . | 9 =9 Invalid segnent retransmssion. g 18
Ret r ansni ssi on Packet dr opped.
reamn ine: TCP Invali i i ssi
79.178. 163. 226 |Israel 147.237. 72. 166 |aka. i df . Streamng Engi ne: TCP Inval id invalid segnent retransnission. drop 15
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
46.19.86.111  |Israel 147. 237. 77. 243 |robi | e. i df . | 9 =9 Invalid segnent retransmssion. g 12
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i ssi
79.183.129. 208 |l srael 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. g 9
Ret r ansni ssi on Packet dropped.

o SN retransmit wth different .
176.228.84.22 |Israel 147.237.77. 234 |hal ag.idf i1 Bad TCP sequence wi ndow scal @ nonitor |8
176.228.84.22 |Israel 147.237.77. 234 |nal ag. i . i Bad TCP sequence SNretransmt with different alert 7

w ndow scal e
Sreamng Engine: TCP Invalid i i ssi
84.228.213.52 |Israel 147. 237. 77. 243 |robi | e. i df . | 9 =9 Invalid segnent retransmssion. o 6
Ret r ansni ssi on Packet dr opped.
149.78.77.5 I srael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence nonitor |6
Sreanming Engine: TP Invalid i i ssi
5. 28.188. 9 I'srael 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. g 6
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
176.13.13.152 [ srael 147.237.77. 243 |nobi L e. i of .| 9 =g Invalid segnent retransmssion. g 6
Ret ransmi ssi on Packet dropped.
41. 33. 232. 66 Egypt 147.237. 77. 216 [dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 6
Sreaming Engine: TGP Invalid i i ssi
109. 226. 44, 156 | srael 147. 237. 76. 200 |ei tan. aka. i of . i | 9 =g Invalid segnent retransmssion. o 6
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
2.54.18. 109 I'srael 147. 237.77. 243 |mwbi le. i f . i1 9 =g Invalid segnent retransmssion. 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
122. 162. 167. 115|Indi a 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. o 6
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
37.26.147.216 | srael 147. 237.77. 243 |mwbi le. i f . i1 9 =g Invalid segnent retransmssion. . 6
Ret r ansni ssi on Packet dropped.
109. 253. 214. 85 |l srael 147.237.77.233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber nonitor |5
66. 102. 9. 65 Lhited Sates |147.237.77. 176 |mat pash. i df . il dr op First packet isn't SYN drop 5
46.19.86.0 I srael 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 5
109. 64.63.230 |l srael 147.237.76.42 |refuah.idf.il dr op First packet isn't SYN drop 5
37.26.149. 145 |lIsrael 147.237.72. 156 |anan.i df .i| SYN Attack SYN -> SYN-ACK -> Ti neout alert 4
37.26.149.145 |lsrael 147. 237.72. 156 |anan. i df .i| SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4
e SYN+ACXK retransmt wth .
37.26.149. 145 |l srael 147. 237. 72. 156 |anan. i df . i | Bad TCP sequence different vi ndow scal e monitor |4
195.34.150.18 |Austria 147. 237. 77. 216 |dover.idf .i | Bl ock HTTP Non Conpl i ant Failed to handl e comnection data |[monitor |4
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
109. 253. 214. 85 |l srael 147.237.77.233 |atal .idf. il Bad TCP sequence Invalid ACK nunber alert 4
Sreaning Engine: TCP Invalid i i ssi

46.19.86.234  |israel 147. 237.77. 243 |mwbi le. i f . i 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi

79.183.179.26 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. . 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi

109. 65. 246. 43 |l srael 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi

79.180. 167. 181 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. . 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi

85.130. 234. 148 | srael 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.

149.78.77.5 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 3
Sreamng Engine: TCP Invalid i i ssi

79.181.194.29 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi

46.19.86.243  |Israel 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi

79.176.196. 48 |l srael 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dr opped.

149.78.77.5 I'srael 147. 237.77. 226 ““i“”IWCha”atz'aka"df Bad TCP sequence Inval i d ACK number monitor |3
Sreamng Engine: TCP Invalid i i ssi

46.19. 86. 0 I srael 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. o 3
Ret ransni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi

77.125.128.218 |israel 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.

94.77.196. 82 Saudi Arabia |[147.237.77.216 |dover.idf.il Bl ock HTTP Non Gonpl i ant Failed to hand e connection data [monitor |3

149.78.77.5 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d AGK nunber aert 3
Sreaming Engine: TGP Invalid i i ssi

79.182.126.75 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. . 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi

79.177.144. 145 | srael 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. 3
Ret ransni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi

109. 65.94. 122 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. . 3
Ret ransni ssi on Packet dropped.
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Sreanming Engine: TCP Invalid

82.81. 44. 24 I srael 147. 237. 72. 166 |aka. i of . i | 0 = Invalid segnent retransmssion. o
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
77.127.66.18  |israel 147.237.72. 166 |aka.i df . 9 =9 Invalid segnent retransmssion. g
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
109.64.51.95  |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. g
Ret r ansni ssi on Packet dropped.
149.78.77.5 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Inval i d ACK nunber noni t or
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|Top Attackers In V\AF|

A tacker

Devi ce

ountry Target Address |[Site Sgnature Action ‘Count
109. 66. 219. 145 |l srael 147.237.0.19 |madi matal .idf.il|Dstributed Suspicious Response Code B ock 85
46.19.86.217 |[lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 39
208.115.113. 88 [Lhited Sates |147.237.76.86 [navy.idf.il Uhaut hori zed URL Access to navy.idf.il/giyus/foruniasp/ showforumasp |B ock
2.54.151.228 |[lIsrael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Gode B ock
219. 94, 128. 197 |Japan 147.237.72. 166 |aka. i df . i | Ml tipl e Unhauthorized URL Access from 219. 94. 128. 197 B ock
2.54.134.198 |Israel 147.237.77. 243 |nobi | e. i df . i | ﬁ;ﬂt: ?rc:fz‘f? , g;‘egpgf;sem s/ 1 st chi | ddocunent s/ 1465 Bl ock 4
46.19.86.111 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 2
149.78.8.48  |Israel 147.237.72. 166 |aka. i df . i | gég&%ﬁ:ﬁgﬁtﬁ' &f‘ﬁf&?ﬁ&?mﬁgi 8.48 (Frotocal violation . 2
2.54.18. 109 | srael 147.237.77.243|nobi | e. i df . i | Distributed Suspici ous Response Gode B ock 2
194. 30. 134. 180 |Qyprus 147.237.72. 166 |aka. i df . i | Uhknown Paraneter docid in wan aka. idf.il/kamhar/klali/default.asp None 1
113.76. 90. 154 |Chi na 147.237. 76. 147 |chi nuch. aka. i df . i[Uhaut hori zed URL Access to 147.237.76. 147/ B ock 1
63. 246. 134. 230 |Lhited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to /adnin Bl ock 1
213.57.192. 176 |l srael 147.237.72. 166 |aka. i df . i | Ml tiple Unhauthorized URL Access from 213.57.192. 176 B ock 1
176.13. 13. 152 |[lIsrael 147.237.77.243|nobi | e. i df . i | Distributed Suspici ous Response Code B ock 1
79.181. 117. 235 [l srael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77. 233/ 1135- he/ at al . aspx B ock 1
217.69.133.230 E;ZZ;;”I on 147.237.76.86 navy. idf.il V\uqu?zu;e:‘\?;.lizdic.iil['?;eﬁcprgf:s/t;har ed/ user cont r ol s/ header upper / Bl ock !
194. 30. 134. 180 |Qyprus 147.237.72. 166 [aka. i df . i | Unknown Paraneter docid in wan aka.idf.il/sites/klali/default.asp None
74.82.47.2 Lhited Sates |147.237.0.19 |nadimatal .idf.il|Unauthorized URL Access to 147.237.0. 19/ B ock 1
213.57.192. 176 I srael 147.237.72. 166 [aka. i df . i | PHP At tenpt B ock 1
176.228.84.22 |Israel 147.237.77. 234 |hal ag.i df . i | 1'34? ;';;“t;d2217:’;2‘;:;'2%”5@??? fgi . Bl ock 1
Unknown Par arret er
84.228.97.143 |Israel 147.237.72. 166 [aka. i df . i | ct 1 00$ct | 00$cphiai n$TochenPl aceHol der $bt nAt udaBack in None 1
wwn aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
194. 30. 134. 180 |Qypr us 147.237.77. 216 |dover . i df . i | m”it;?ri'lzli‘i‘aﬁlﬁ‘;gezzn::’ol of header upper B ock 1
149.78.60. 161 |l srael 147.237.77. 234 |hal ag. i df . i | i;t rz'?)?u;‘;dZgi?mgre'sfszilﬁfﬁi fgi . Bl ock 1
77.125.128. 218 |I srael 147.237.72. 166 [aka. i df . i | Mil ti pl e Unhaut hori zed LRL Access from 77.125. 128. 218 B ock 1
213.57.192. 176 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka. i df . i1/ aj ax/ updat est at us. php B ock 1
5.22.134.234  |Israel 147.237.77. 234 |hal ag.i df . i | ?4? rzisl;llj;‘;fjZg;‘;"f;:gei;‘:iaru;/ﬁfﬁse? fgi . Bl ock 1
194. 30. 134. 180 |Qyprus 147.237.72. 166 [aka. i df . i | Unknown Paraneter docid i n vwwy aka. i df.il/brothers/contact/ None 1
Unknown Par anet er
89.138. 96. 214 |l srael 147.237.72. 166 |aka. i df . i | ct| 00$ct | 00$cphMai n$TochenPt acekol der $bt nAt udaPrint in None 1
wan aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
46.19.86.234 |Israel 147.237.77.243|nobi | e.i df . i | D stributed Suspici ous Response Code B ock 1
194. 98. 203. 210 |France 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
157.55.39.39 |lhited Sates [147.237.72.166|aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
77.125.128. 218 [l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed LRL Access to v aka.idf.il/sip storage/files/7/ B ock 1
216. 218. 206. 66 Lhited Sates [147.237.72. 167 |i shuri maka. i df . i|unaut hori zed URL Access to 147.237.72. 167/ B ock 1
37.26.147.216 |[lIsrael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code B ock 1
194. 30. 134. 180 |Cypr us 147.237.72. 166 |aka. i df . i | Unknown Paranet er docid i n v aka. i df . i |/ brot hers/ skira/ def aul t . asp None 1
46. 120. 182. 205 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx B ock 1
157.55.39. 188 |lhited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to 147.237.77.216/ B ock 1
79.179. 211. 232 |l srael 147.237.72. 166 |aka. i df . i | Uhknown Paraneter y in v aka. i df.il/mai n/sachar/ payslips. aspx None 1
38.111.147.88 |[wnited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df.il/894-he B ock 1
217.69. 133. 228 Eg;;:ﬂ on 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to navy.idf.il/main/ hone/ def aul t . aspx B ock 1
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