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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
183.2.172. 4 Chi na 147.237.76. 44 e.refuah.idf.il L4 Source or Dest Port Zero drop 2
183.2.172. 4 Chi na 147.237.76. 86 navy.idf.il L4 Source or Dest Port Zero drop 2
183.2.172. 4 Chi na 147.237.0. 34 tikshuv.idf.il L4 Source or Dest Port Zero drop 1
188. 138. 57. 49 Ger nany 147.237. 76. 147 chi nuch. aka.idf.il Bl ock_Udp All _Nets drop 1
184.105. 139. 110 Lhited Sates 147.237.77.19 lawforumidf.il B ock Np Al Net drop 1
183.2.172. 4 Chi na 147.237.77. 233 atal.idf.il L4 Source or Dest Port Zero drop 1
14.176. 14. 51 M et nam 147.237.77. 233 atal.idf.il ock Wp Al _Nets drop 1
184. 105. 139. 126 Lhited Sates 147.237.77. 205 prisha.idf.il B ock Np Al Net drop 1
184. 105. 139. 90 Lhited Sates 147.237.77. 226 Wi chanat z. aka. i df . i | Bock Np All _Net drop 1
183.2.172. 4 Chi na 147.237.0. 35 akaws. i df.il L4 Source or Dest Port Zero drop 1
188. 138. 57. 49 Ger nany 147.237. 76. 148 gacenter. aka. i df .i | Block_Udp All _Nets drop 1
184.105. 139. 110 Lhited Sates 147.237.77. 234 hal ag.idf.il B ock Np Al _Net dr op 1
183.2.172. 4 Chi na 147.237.77. 243 nobi | e.idf.il L4 Source or Dest Port Zero drop 1
14.176. 14. 51 Vi et nam 147.237.77. 234 hal ag.i df .il Bl ock_Udp All _Nets drop 1
184. 105. 139. 126 Lhited Sates 147.237.77. 216 dover.idf.il Bock Np All _Net drop 1
184. 105. 139. 94 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il B ock Np Al Net drop 1
216. 218. 206. 81 Lhited Sates 147.237.77. 235 svivaidf.il Bl ock_ Udp Al _Nets drop 1
184.105. 139. 114 Lhited Sates 147.237.8. 28 e.nobil e-ks.idf.il B ock Np Al _Net drop 1
184. 105. 139. 70 Lhited Sates 147.237.8. 24 elifestyle.idf.il B ock Np Al _Net drop 1
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il Bl ock_Udp All _Nets drop 1
185. 24. 124. 100 Tur key 147.237.76. 199 e. nakchal .idf.il L4 Source or Dest Port Zero drop 1
184.105. 139. 110 Lhited Sates 147.237.72. 167 i shurimaka.idf.il B ock Np Al Net drop 1
14.176. 14.51 M et nam 147.237.77.170 naar achot . i df . il Bl ock_ Udp Al _Nets drop 1
184. 105. 139. 122 Lhited Sates 147.237.77. 227 e. hanaz. i df.il B ock Np Al _Net dr op 1
184. 105. 139. 86 Lhited Sates 147.237.8. 14 e.orchot.idf.il B ock Np Al _Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gount ry et Address |Sgnature Devi ce Action |Count |
46.19. 85. 176 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LR B ock 4
37.26.149. 217 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 4
107. 150. 56. 254 Lhited Sates 147.237.0. 34 tikshuv.idf.il C1000074: HTTP: maj estic bot B ock 3
107. 150. 56. 254 Lhited Sates 147.237.77.216 |dover.idf.il CL000074: HTTP. naj estic bot B ock 3
109. 186. 146. 122 [l srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 2
136. 243. 103. 164  |Ger many 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot Bl ock 2
51. 255. 65. 94 Lhited Kingdom |[147.237.77.233 |atal.idf.il Cl000146: HITP. AnrefBot craw er B ock 2
107. 150. 56. 254 Lhited Sates 147.237.72.166 |aka.idf.il C1000074: HITP. naj estic bot B ock 2
107. 150. 56. 254 Lhited Sates 147.237.76. 86 navy.idf.il C1000074: HTTP. naj estic bot Bl ock 2
106. 38. 241. 106 Chi na 147.237.77.233 |atal .idf.il C1000071: HTTP. User Agent Sogou-+web+spi der B ock 1
51. 255. 65. 60 United Kingdom |[147.237.77.170 |naarachot.idf.il |CL000146: HTTP. AhrefBot craw er B ock 1
51. 255. 65. 24 United Kingdom |147.237.77.233 |atal .idf.il C1000146: HITP. AnrefBot craw er Bl ock 1
51. 255. 65. 44 United Kingdom [147.237.77.170 |nmmarachot.idf.il |Cl000146: HITP. AhrefBot craw er B ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP: User Agent Sogou+web+spi der B ock 1
51. 255. 65. 49 United Kingdom [147.237.77.170 |naarachot.idf.il |Cl000146: HTTP. AnrefBot craw er Bl ock 1
106. 38. 241. 106 Chi na 147.237.77.176 |mat pash.idf.il Cl000071: HTTP: User Agent Sogou+web+spi der B ock 1
51. 255. 65. 59 United Kingdom |[147.237.77.233 |atal .idf.il C1000146: HTTP. AhrefBot craw er B ock 1
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry ‘Site ‘Slgnature
195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il |Tehila - Perl LWP with fake user agent 4
. ... |ET DCB Large amount of TCP ZeroWndow - Possi bl e Nkiller2 DDos
84.108.121. 150 |147.237.76.30 |lsrael hi nush. i df.il
attack
220. 231. 195. 122|147. 237. 77. 234 |Chi na halag.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
. L ET SCAN Behavi oral Uhusual |y fast inbound Tel net CGonnecti ons,
201. 166. 217. 148|147. 237. 77. 74 |Mexi co lawidf.il . 1
Potential Scan or Brute Force
91.238.82.108 [147.237.77. 216 |krai ne dover.idf.il [ET DRCOP Spanhaus DRCP Listed Traffic | nbound 1
31.211.102. 129 |147.237.77.176 gz::;nl o mat pash. i of . i 1|ET SCAN NVAP -sS wi ndow 4096 1
201, 166. 217. 148|147, 237 77. 234 |vexii co bl s i i ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
T T agtd Potential Scan or Brute Force
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |[Ste Signature
41.33.231. 90 Egypt 147.237.77. 216 |dover.idf i1 drop SAMrul e drop 36
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop
41.33.232.66 Egypt 147.237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor
reamn ine: TCP Invali i i ssi
176.13.11.168 | srael 147.237. 72. 166 |aka. i df . Streaning Engine: TCP Inval id invalid segrent retransmssion. |, op 6
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
31.168.148.94 |israel 147.237.72. 166 |aka.i df . 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dr opped.
185. 3. 146. 96 I srael 147.237.77. 216 |dover.idf i1 Bad TCP sequence Invalid ACK nunber noni t or
46. 210. 182. 209 |l srael 147.237.77. 176 |nat pash. i df .i | dr op Frst packet isn't SYN drop
213.57.160.27 | srael 147.237. 72. 156 |anan. i f .| Bad TCP sequence S retransmt with different monitor |5
w ndow scal e
87.71.36.90 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence noni t or
195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor
reaning BEngine: TCP Invali i i ssi
46.19.85.149  |Israel 147.237.72. 166 |aka. i df . i Streaning Engine: TCP Invalid invalid segrent retransmission. |, op 3
Ret ransmi ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
79.176.171.50 | srael 147.237.72. 166 |aka. i f .11 9 =9 Invalid segnent retransmssion. o 3
Ret ransni ssi on Packet dropped.
reaning BEngine: TCP Invali i i ssi
2.54.148. 37 I'sr ael 147.237.72. 166 |aka. i df . i Streaming Engi ne: TCP Inval id invalid segnent retransnission. drop 3
Ret ransmi ssi on Packet dropped.
87.71.36.90 I srael 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 3
Sreanming Engine: TGP Invalid i i ssi
79.180. 199. 192 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. o 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
77.126.30.162 | srael 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
46.19. 86. 13 I srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. o 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
2.54.167.118  |israel 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
79.182. 233. 228 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. o 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
176.13.3.127  |Israel 147. 237.77. 243 |mwbi le. i f . i1 9 =g Invalid segnent retransmssion. . 3
Ret r ansni ssi on Packet dropped.
5.29. 207. 53 I srael 147.237.77. 226 [ chanat z. aka. 107 |paq TOP sequence Invalid ACK nunber monitor |3
79.176.149. 159 |l srael 147.237.72. 166 |aka i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect
87.71.36.90 | srael 147.237.72.166 |aka. i df .il dr op First packet isn't SYN drop
reaning BEngine: TCP Invali i i ssi
5.22.134.199  |israel 147.237. 72. 166 |aka. i df . i Streaning Engine: TCP Inval id invalid segrent retransmission. |, op 3
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
46.19.85. 17 I srael 147.237.77. 243 |nubi | e.i df i 9 =9 Invalid segnent retransmssion. g 3
Ret ransn ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
109. 66. 54. 227 | srael 147.237. 72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g 3
Ret ransni ssi on Packet dropped.
87.71. 36. 90 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d AGK nunber aert 3
Sreanming Engine: TGP Invalid i i ssi
46.19.86.153  |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. . 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
79.180. 139. 103 |I srael 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
5.22.135.8 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Inval id ACK nunber noni t or
94.77.196.82  |Saudi Aabia [147.237.77.216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |monitor
188. 120. 154. 151l srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d AGK nunber noni t or
Sreanming Engine: TGP Invalid i i ssi
46. 19. 85. 87 I srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. . 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
82.166.53.158 |l srael 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
109. 67. 140. 163 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. . 3
Ret ransni ssi on Packet dropped.
87.71.36.90 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Invalid ACK nunber nonitor |3
Sreamng Engine: TCP Invalid i i ssi
79.180. 181. 159 | srael 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
. . SYNtAXK retransmt with .
46. 210. 182. 209 |l srael 147.237. 77. 176 |nat pash. i df . i | Bad TCP sequence di fferent v ndow scal noni t or 2
85. 65. 185. 130 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
185. 3. 147.8 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
5. 29. 207. 53 I'srael 147.237.77. 226 | "}|" chanatz.aka.1df |paq TOP sequence Inval i d ACK number alert 2
37.142.64.104 |lIsrael 147.237.72. 156 |anan.i df . i | Bad TCP sequence Inval i d ACK nunber alert 2
185.3.147.8 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 2
37.142.64.104 |Israel 147.237.72. 156 |anan. i df . i Bad TCP sequence Inval i d AGK nunber moni tor |2
85.65. 185. 130 |l srael 147.237.77. 216 |dover.idf. i1 Bad TCP sequence Inval i d ACK nunber nonitor |2
79.176.149. 159 |l srael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 2
46. 210. 182. 209 |[lIsrael 147.237.77. 176 |nat pash. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 2
94.230.86.229 |lsrael 147.237.77. 243 |nobil e.i df . i1 Bad TCP sequence Inval i d ACK nunber nonitor |2
85.65.185.130 I srael 147. 237. 77. 216 |dover. i df .i Bad TCP sequence SYNPACK retransmt W th monitor |1
di fferent w ndow scal e
193.90.12. 88 Nor way 147. 237.77. 216 |dover.idf .il Orectory Traversal directory traversal overflow noni t or 1
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|Top Attackers In V\AF|

Devi ce

‘Attacker Qount ry Target Address |Site Sgnature Action ‘Count
2.54.138.112 |Israel 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code Bl ock 147
46.19. 85. 17 | srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 103
46.19.85. 17 I srael 147.237.0.19 |madi matal . i df . i |Suspicious Response Code Bl ock 85
109. 253. 203. 71 [ srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code Bl ock 3
112. 215. 63. 12 |I ndonesi a 147.237.77.216|dover . i df . il Ostributed Whaut hori zed URL Access on ww i df.il/error. htm B ock 2
79.179.195. 49 |Israel 147.237.77.216|dover.idf .l Lht raceabl e SSL Sessi ons: (pen Mbde None 2
46.120.50.210 |Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to wwwy aka.idf.il/vww tikshuv.idf.il B ock 2
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
79.179. 134.92 |l srael 147.237.72. 166 |aka. i df . i | vuww aka. i df . i |/ rai v sachar/ decl ar at i onexpl anat i on. aspx None 1
. . O stributed Unaut hori zed URL Access on
149. 88. 229. 201 [l srael 147.237.77.234|hal ag. i df . i | 147. 237. 77. 234/ i nages! shar ed/ bul | et 1. gi f Bl ock 1
Unknown Par arret er
85.250. 45. 48 |l srael 147.237.72. 166 [aka. i df . i | ct100$ct | 00$cphMai n$TochenPl aceHbl der $bt nAt udaPrint in None 1
wwn aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
66.249.79.235 |[Lhited Sates 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/ t ext . css Bl ock 1
5 28 152 123 | srael 147. 237, 72. 166 |aka. i df . i | Unknown _Par :_;\rret er ctl 00sct | 00$§:ph|\/h| n$cphSachar $ct 133 in None 1
wan aka. i df . i | / mai n/ sachar/ paysl i ps. aspx
46.19. 85. 17 | srael 147.237.77.243|nobi l e.i df . i | Lhaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex B ock 1
157.55.39. 105 |Lhited Sates 147.237.77.216|dover.idf .l Dstributed Whaut hori zed URL Access on waw idf.il/error.htm Bl ock 1
87.71.69.105 |[Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
66.249.79. 242 |lhited Sates 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237. 76. 42/ robot s. t xt B ock 1
37.218. 214, 215 Ed'cis;i':lf” Territory 47 237.77. 216 [dover. i df . i | Untraceabl e SSL Sessions: Cpen Mbde None 1
112. 215. 63. 13 |l ndonesi a 147.237.77.216|dover.i df .il D stributed Whaut horized URL Access on v idf.il/error.htm B ock 1
! . . Uhaut hori zed URL Access to ww cogat.idf.il/1927-en/ cogat. aspx
81.203. 112. 188 [ain 147.237.77. 176 [nat pash. i df . i | gaza semanal es Bl ock 1
46. 19. 85. 97 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mvde None 1
157.55.39. 190 |Lhited Sates 147.237.0.34 |tikshuv.idf.il |Wauthorized UR. Access to wwtikshuv.idf.il/sitel/unsel ecatbl e. aspx |B ock 1
93.106.221.99 |Finland 147.237.77.216|dover.idf .l Lht raceabl e SSL Sessi ons: (pen Mbde None 1
] . . URL is Above Root DOrectory
72.52.75.27  |thited Sates 147.237.77.216|dover . i df . i | Wi of i1/ ./ shered cl i entscri pts/j querylj query-1.4.2.nin. | s B ock 1
40.77.167.92 |thited Sates 147.237.77. 176 [mat pash. i df . i|  |Unauthorized UR. Access to 147.237.77.176/ Bl ock 1
112. 215. 63. 19 |l ndonesi a 147.237.77.216|dover. i df . il Dstributed Lhaut hori zed URL Access on waw idf.il/error.htm Bl ock
84.108. 121. 150 |l srael 147.237.77. 216 |dover . i df .i | Unaut hori zed URL Access to wwy i df.il/hinush B ock
. . D stributed Lhaut hori zed URL Access on
46. 116. 236. 73|I srael 147.237.77.234|hal ag. i df . i | 147. 237. 77. 234/ i nages! shar ed/ bul | et 1. gi f Bl ock 1
. . . Unhaut hori zed URL Access to
180.76.15.33  |Chi na 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ st yl ef shar ed/ | ayout dev. css B ock 1
101.183.73.56 |Australia 147.237.77.216|dover.idf .l Unt raceabl e SSL Sessi ons: (pen Mbde None 1
79. 16. 45. 96 Italy 147.237.77.216|dover . i df . il Lhtraceabl e SSL Sessi ons: Qpen Mbde None 1
113.76.90. 196 |Chi na 147.237.77.216|dover . i df . i Uhaut hori zed URL Access to 147.237.77.216/ B ock 1
84.108. 121. 150 |I srael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx Bl ock 1
. . O stributed Unhaut hori zed URL Access on
2.54.163.203 |israel 147.237.77.234|hal ag. i df . i | 147. 237. 77. 234/ i nages! shar ed/ bul | et 1. gi f Bl ock 1
213.57.160. 27 |[lIsrael 147.237.72. 156 |aman. i df . i | Too Many Qookies in a Request - 112 cooki es Bl ock 1
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