02-27-2016-09:04:02 to 02-27-2016-10:04:02

@
1"NPT SwNn ()

oV

www.gov.il

IDF Under Attack

Daily Report

[Top Targets |
100+
80"
] M dover.idf.il
604 W aka. idf.il
M eitan. aka. i df.
. M halag.idf.il
Number 40 M tikshuv.idf.il
a M nobile.idf.il
At t acks 204 . .
I navy.idf.il
M nakchal .idf.il
nat pash. i df . il
X\ & & & & &
5 N 'zr\é 2 q\b Q- ° Q,\b \& N \6\ > Watal.idf.il
< r§‘ '§~ (o \Qo RN A‘\ ’» X X
s o o & & & &
o \‘&\ A F N NS R
& ~ < &

Top Tar get

[Top Attackers |

3 6 i .‘..‘

Nunber
(6]
At acks

; $o) '»Q;]/ '{9 Q)(o q/b:\r \/r\ < QQ' ,{’b
S G S T e (8
‘ N ; , \
) /\,\ . ™ ™ ,»(o '\9% /\’\ rﬂ/ Y q/Q

Top Attackers

W 41.33.231.90
77.125. 152. 234
I 40.77.167.63
46. 19. 86. 229
M 157. 55. 39. 249
M 106. 38. 241. 106
[ 77.126.174. 99
W 223.71.251. 11
189. 100. 69. 4
M 207. 46. 13. 133




|Top Attackers | n DDoS- Def ence |
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Attacker Address |Attacker Country Target Address Site Signature Device Action Count
184. 105. 139. 82 Lhited Sates 147. 237.72. 166 aka.idf.il Block Np Al Net drop 1
184. 105. 139. 102 Lhited Sates 147.237. 8. 27 e.nadi matal .idf.il B ock Np Al _Net dr op 1
134.147. 203. 115 Ger nany 147.237. 8. 50 e. tikshuv.idf.il Block Np All Net drop 1
204. 42. 253. 132 Lhited Sates 147.237.76. 199 e. nakchal .idf.il Bl ock Udp All Nets drop 1
184. 105. 139. 90 Lhited Sates 147.237.0. 34 tikshuv.idf.il B ock Np Al _Net dr op 1
184. 105. 139. 110 Lhited Sates 147. 237.77. 235 sviva idf.il Block Np Al Net drop 1
184. 105. 139. 70 Lhited Sates 147.237. 8. 50 e. tikshuv.idf.il Block Np Al _Net drop 1
216.218. 206. 113 Lhited Sates 147.237. 77. 205 prisha.idf.il Bl ock_Udp All _Nets dr op 1
184. 105. 139. 90 Lhited Sates 147.237.77. 243 nobi |l e.idf.il Block Np All Net drop 1
184. 105. 139. 118 Lhited Sates 147. 237. 0. 200 ndu. i df i | Block Np Al Net drop 1
184. 105. 139. 78 Lhited Sates 147.237. 0. 33 idf.il B ock Np Al _Net dr op 1
184. 105. 139. 94 Lhited Sates 147. 237. 8. 46 e.chinuch.idf.il Block Np All _Net drop 1
109. 236. 93. 206 Net her | ands 147.237.72. 14 dover.idf.il (ol d) Bl ock_Ulp Al _Nets drop 1
184.105. 139. 118 Lhited Sates 147.237.77. 74 lawidf.il B ock Np Al _Net dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgna1 ure Devi ce Action |Oount
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der B ock 6
87.71.24.30 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the UR B ock 4
199. 30. 16. 174 Lhited Sates 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the URL B ock 2
136. 243.103. 157  |Ger many 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot B ock 2
106. 38. 241. 106 Chi na 147.237.77.176 |natpash.idf.il [Cl000071: HTTP: User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.233 |atal .idf.il C1000071: HTTP. User Agent Sogou+web+spi der Bl ock 1
192.168. 1.9 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the URL B ock 1
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|Top Attackers In |D|

Target Address Atacker

Count ry

Signature

195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
223.71.251.11 |147.237.77.233|Chi na atal.idf.il ET SCAN Potential SSH Scan

106. 38. 241. 106 [147. 237. 72. 166 |(hi na aka.idf.il SE?\/E?-APAO-E'Apache mod_ss| non- S connection to SSL port 1

deni al of service attenpt
223.71.251.11 |147.237.77. 216 |Chi na dover.idf.il ET SCAN Potential SSH Scan 1
59.45.79.117  |147.237.0.200 [China mau.iof il ET SCAN Potential SSH Scan 1
223.71.251.11 |147.237.77.179|Chi na e.nazi.idf.il ET SCAN Potential SSH Scan 1
223.71.251.11 |147.237.77.176|Chi na mat pash. i df .i | ET SCAN Potential SSH Scan 1
223.71.251.11 |147.237.77.74 |China lawidf.il ET SCAN Potential SSH Scan 1
223.4.174.30 |147.237.0.17 |China mny-kosher-kravi.idf.il [ET SCAN Potential VNC Scan 5900- 5920 1
218.246.0.97 [147.237.8.50 [China e.tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
177 3497 133|147 237 0.33 |mrasil il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
223.71.251.11 |147.237.77.234|Chi na hal ag.idf.il ET SCAN Potential SSH Scan 1
112.187.84.9  |147. 237,77, 176 |KOTeR ReRUDIiC| L ek i ET SON\I Behavi oral Uhusual |y fast inbound Tel net Connecti ons, 1
of Potential Scan or Brute Force

223.71.251.11 |147.237.77. 226 |Chi na wwwy chanat z. aka. i df . il [ET SCAN Potential SSH Scan 1
94.102.48.193 [147.237.8.45 |Netherlands eetanidf.il ET SCAN NMAP -sS wi ndow 1024 1
223.71.251.11 |147.237.77.212|Chi na e. dover.idf.il ET SCAN Potential SSH Scan 1
59.45.79.117 |[147.237.0.35 |[China akaws. i df i | ET SCAN Potential SSH Scan 1
223.71.251.11 |147.237.77.178|Chi na e. mat pash. i df .i | ET SCAN Potential SSH Scan 1
223.71.251.11 |147.237.77.121|Chi na e navy.idf.il ET SCAN Potential SSH Scan 1
223.4.174.30 |147.237.0.34 |China tikshuv.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
218.246.0.97 |[147.237.72.217|Chi na eidf.il ET SCAN NMAP -sS wi ndow 1024 1
223.71.251.11 |147.237.77. 243|Chi na nobi | e.i df.il ET SCAN Potential SSH Scan 1
115. 29. 197. 215 |147. 237. 76. 176 |Chi na test.ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Gountry |Target Address ‘S’te ‘Signature
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 36
o SWNretransmit wth different .
77.125.152. 234 |Israel 147.237.77.234|hal ag.idf.il |Bad TCP sequence vil ndow scal e noni t or 26
Sreaning Engine: TGP Invalid i i ssi
40.77.167.63  |uited Sates 147. 237. 76. 200 |ei tan. aka. i df . i 9 =g Invalid segnent retransmssion. drop 16
Ret ransm ssi on Packet dropped.
Sreaning BEngine: TCP Invalid i i ssi
46.19.86.229  |israel 147. 237. 76. 200 |ei tan. aka i o . 9 =9 Invalid segnent retransmssion. |y, 15
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
157.565.39.249 |Wiited Sates 147.237.76. 200 |ei tan. aka. i of . i g =g Invalid segnent retransmssion. drop 14
Ret ransm ssi on Packet dropped.
Sreaning BEngine: TCP Invalid i i ssi
77.126.174.99  |israel 147. 237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransmssion. |y, 12
Ret r ansmi ssi on Packet dropped.
r ing Bngine: TCP Invali i i ssi
189.100.69.4  |Brazl 147, 237 77. 216 |dover i i1 | €M NG Engi ne: TP alid invalid segnent retransnission. drop 10
Ret ransm ssi on Packet dropped.
Sreaning Bngine: TGP Invalid i i ssi
207.46.13.133 |Uited Sates  |147.237.76. 200 |ei tan aka idf. i 9 =g Invalid segnent retransmssion. |y, 8
Ret r ansmi ssi on Packet dropped.
41.33.232. 66 Egypt 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  [nonitor 6
Sreaning BEngine: TCP Invalid i i ssi
84.228. 252.190 |i srael 147.237.0.34  |tikshuv.idf.il 9 =9 Invalid segnent retransmssion. |, 6
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
157.55.39.57  |lited Sates 147. 237.76. 200 |ei tan. aka. i df . i 9 =g Invalid segment retransmission. drop 6
Ret ransm ssi on Packet dropped.
2.121.244. 66 United Kingdom |147.237.77.216|dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 6
46. 19. 85. 243 I srael 147.237.76.31 |nakchal .idf.il |Bad TCP sequence Inval i d ACK nunber moni t or 4
195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il [Bl ock HTTP Non Conpl i ant Failed to handl e connection data  |nonitor 4
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 4
Sreaning Engine: TGP Invalid i i ssi
87.68.35.221  |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. drop 3
Ret ransmi ssi on Packet dropped.
r in ine: TCP Invali i i Ssi
79.176.113.94 |Israel 147. 237,72, 166 |aka i or i1 | €M NG Engi ne: TP alid invalid segnent retransnission. drop 3
Ret ransmi ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
2.52.0. 252 I srael 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. drop 3
Ret ransmi ssi on Packet dropped.
r in ine: TCP Invali i i Ssi
176.13.14. 165 |Israel 147. 237,72, 166 |aka i or i1 | €M NG Engi ne: TP alid invalid segnent retransnission. drop 3
Ret ransmi ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
37.26.146.151 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. drop 3
Ret ransmi ssi on Packet dropped.
r in ine: TCP Invali i i Ssi
77.125.119. 250 |Israel 147. 237,72, 166 |aka i or i1 | €M NG Engi ne: TP alid invalid segnent retransnission. drop 3
Ret ransmi ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
185. 120. 125. 99 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransnission. drop 3
Ret ransmi ssi on Packet dropped.
r in ine: TCP Invali i i Ssi
46.19. 86. 34 I srael 147. 237,72, 166 |aka i or i1 | €M NG Engi ne: TP alid invalid segnent retransnission. drop 3
Ret ransni ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
79.180. 226. 231 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmission drop 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
176.13.22.160 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
149.78.226.39 |israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. drop 3
Ret ransmi ssi on Packet dropped.
94.77.196. 82 Saudi Arabia 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Failed to hand e connection data  |nonitor 3
Sreaning BEngine: TGP Invalid i i ssi
79.181.52.116 | srael 147. 237.72. 166 |aka. i of .11 9 =g Invalid segnent retransmssion. |y, 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
2.54.169.161  |Israel 147.237.72. 166 |aka. i df .1 9 =g Invalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreaning BEngine: TCP Invalid i i ssi
31.154.153.41 |Israel 147. 237.72. 166 |aka. i of .11 9 =g Invalid segnent retransmssion. |y, 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
85.250.64.84 | srael 147.237.72. 166 |aka. i df .11 g =g Invalid segnent retransmssion. g, 3
Ret ransm ssi on Packet dropped.
Sreaning BEngine: TCP Invalid i i ssi
79.176.12. 247  |israel 147. 237.72. 166 |aka. i of .11 9 =g Invalid segnent retransmssion. |y, 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
2.52.0. 105 I'sr ael 147.237.72. 166 |aka.i df . g =g nvalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreaning BEngine: TCP Invalid i i ssi
46.121.81.238 |Israel 147.237.76.86 |navy.idf. il 9 =g Invalid segnent retransmssion. g, 2
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
37.142.189. 117 |israel 147.237. 77. 243 |robi 1 e i df . i | 9 =g Invalid segnent retransmssion. drop 2
Ret r ansni ssi on Packet dr opped.
Iran, Islanmc . . .
212.80.12. 151 Republ i ¢ of 147.237.77. 216 |dover.idf.il |Bad TCP sequence I'nvali d ACK nunber alert 2
2.54.27.98 I srael 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 2
5.22.135.116 | srael 147.237.76.42 |refuah.idf.il |Bad TCP sequence Invalid ACK nunber noni t or
212.80. 12. 151 'Fézﬂbn'i'f}"fm 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber monitor |2
46.120.23.206 |Israel 147.237.72. 156 |aman.idf.il  |Bad TCP sequence Invalid ACK nunber alert
94.230. 86. 214 |Israel 147.237.72. 166 [aka.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
46. 19. 85. 243 I srael 147.237.76.31 |nakchal .idf.il |Bad TCP sequence Inval i d ACK nunber alert
Sreaning Engine: TGP Invalid i i ssi
199.30.16.186 |Wited Sates  |147.237. 76. 200 |ei tan. aka i of . i 9 =g Invalid segnent retransmssion. |, 2
Ret ransmi ssi on Packet dropped.
46.120.23.206 [Israel 147.237.72. 156 |aman.idf.il  |[Bad TCP sequence Invalid ACK nunber noni t or 2
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Attacker Address |Attacker Gountry |Target Address ‘S’te

‘Signature

109. 253. 144. 156! srael 147.237.0.34 |tikshw.idf.il [Bad TCP sequence Inval i d ACK nunber noni t or
37.142.189. 117 |(lIsrael 147.237.77.243|mbile.idf.il [Bad TCP sequence Invalid ACK nunber noni t or
5.144.131. 170 'F;;EH:E'?C 147.237.77. 216 |dover.idf.il |Bad TOP sequence Inval i d ACK nunber alert
106. 38. 241. 106 |Chi na 147.237.72. 166 |aka. i df .i SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
84.109. 115. 46  |[lIsrael 147.237.77. 176 |matpash.iof .il |Bad TCP sequence Invalid ACK nunber noni t or
216. 218. 206. 102|lhited S ates 147.237.72. 217 |e.idf .il Geo- | ocati on enf or cenent Geo-1 ocation inbound enforcenent |drop
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
40.77.167.3 Lhited Sates |147.237.77.216|dover.idf.il Distributed Whaut horized LRL Access on waw idf.il/error. htm Bl ock
89. 139. 169. 176 |l srael 147.237.77.243|nobi | e.i df . i | Mil ti pl e Unaut hori zed URL Access from 89. 139. 169. 176 B ock
46.19. 86. 193 I srael 147.237.0.19 |[madimatal .idf.il O stributed Suspicious Response Code Bl ock
} . . Uhaut hori zed URL Access to
72.9.148. 10 Lhited Sates |147.237.76.86 [navy.idf.il v navy. i df . i 1/994- 8613- he/ navy. aspx. aspx B ock 2
. . . Uhaut hori zed URL Access to
89.139. 169. 176 |l srael 147.237.77.243|nobi | e. i df . i | nobi | e.i o . i |/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1071 Bl ock 2
207.46.13.133 |Wited Sates |147.237.72.166|aka.idf.il Lhknown Paraneter catid in aka.idf.il/main/smalinifag. aspx None 1
] . . Mil tipl e Uhtraceabl e SS. Sessi ons from64. 41. 200. 105 (Prot ocol
64.41.200.105 |lLited Sates [147.237.72.166|aka.idf.il vi ol ation (SSL OCNN CLI ENT KEY EXCHANGE)) None 1
157.55.39.105 |thited Sates |[147.237.77.216|dover.idf.il Dstributed Lhauthori zed URL Access on waw idf.il/error.htm B ock 1
38.111.147.88 |lhited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to ww i df.il/894-he B ock 1
] . . Mil tipl e Lhtraceabl e S Sessi ons from 64. 41. 200. 105
64.41.200.105 |lLhited Sates [147.237.77.216|dover.idf.il (Uhsupported O pher) None 1
172.56.30.141 |Uhited Sates |[147.237.77.216|dover.idf.il SSL Untraceabl e Connection - Cpen Mde None 1
. . Unaut hori zed URL Access to
77.125.152. 234 |l srael 147.237.77.234|hal ag. i df . il 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f Bl ock 1
. . . S Whtraceabl e Gonnection - Protocol violation
106. 38. 241. 106 |Chi na 147.237.72. 166 |aka. i df . i | (SSL CONN LI ENT FELLO) None 1
66.102. 9. 81 Lhited Sates [147.237.77.216|dover.idf.il Lhaut hori zed URL Access to waw i df.il/1294-en/wa i df.il/english |B ock 1
180. 151. 118. 228]India 147.237.77. 216 |dover.idf .i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
79.180.108.34 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to www aka. i df . il/mai n/sachar/undefined |Bl ock 1
46. 19. 85. 97 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
. . Unaut hori zed Met hod PCST for
109. 186. 184. 229! srael 147.237.72. 166 |aka. i df . i | vown aka. | df i |/ mai n/ sachar / nevisar chi ve. aspx B ock 1
66. 220. 145. 243 |lhited Sates [147.237.72.166|aka.idf.il Post Request - Mssing Content Type B ock
5.22.135. 116 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ f avi con. i co B ock 1
_ m ny- kosher - kravi . i _ -
185. 35. 62. 11 Sntzerl and 147.237.0. 17 df il S Uhtraceabl e nnection - Lhknown Server Certificate None 1
Unknown Par anet er
87.69.121.181 [Israel 147.237.72. 166 [aka. i df . i | ct 1 00$ct | 00$cphMai n$TochenPl aceHol der $bt nAt udaBack in None 1
wwn aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
141.8.132. 78 F“Sf;;”i on 147.237.77. 216 |dover. i df . i | Unaut hori zed URL Access to wwidf.il/english/history/born2. htm |B ock 1
} . . Uhaut hori zed URL Access to
66.249.66.37  |lhited Sates |147.237.77.216 [dover.idf.il 147. 237. 77. 216/ 1133- 16372- he/ dover . aspx B ock 1
5.29.76.27 I srael 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
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