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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address  |Site |Signature |Device Action  |Count |
184. 167. 154. 90 Lhited Sates 147. 237. 72. 217 eidf.il Bl ock Wdp All Nets drop 4
134. 147. 203. 115 Ger many 147.237.77.19 lawforumidf.il B ock Np All _Net drop 2
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 2
179. 43, 141. 219 Shi t zer| and 147.237.77. 61 e.cogat.idf.il Block Np Al Net drop 1
95. 15. 91. 126 Tur key 147.237.0. 19 nadi matal .idf.il B ock_Ulp Al _Nets drop 1
204. 42. 253. 132 Lhited Sates 147.237.76. 177 ncore.idf.il B ock Wp Al _Nets drop 1
161. 202. 77. 231 Net her | ands 147.237.8. 14 e.orchot.idf.il B ock Wp Al _Nets drop 1
205. 209. 185. 11 Lhited Sates 147.237.77. 233 atal.idf.il B ock Np All _Net drop 1
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|Top Attackers In IPS|

Attacker Address

| Attacker Qountry

rget Address

|Site

Devi ce Action |Count

51. 255. 65. 11 United Ki ngdom 147.237.77.233 |atal .idf.il Cl000146: HTTP. AnrefBot craw er B ock 1
106. 38. 241. 106 Chi na 147.237.77.233 |atal .idf.il Cl000071: HTTP. User Agent Sogou+web+spi der B ock 1
51. 255. 65. 21 United Ki ngdom 147.237.77.233 |atal .idf.il C1000146: HITP. AhrefBot craw er Bl ock 1
123.26.251.210 [V etnam 147.237.72.166 |aka.idf.il C1000008: HTTP: Xenu User Agent B ock 1
51. 255. 65. 67 Lhi ted Ki ngdom 147.237.77.233 |atal .idf.il C1000146: HTTP. AhrefBot craw er B ock 1
157. 55. 39. 92 Lhited Sates 147.237.0. 34 tikshuv.idf.il [ClL000138: HITP. prefix 1.01 in the LR B ock 1
51. 255. 65. 75 United Ki ngdom 147.237.77.233 |atal .idf.il Cl000146: HTTP. AnrefBot craw er B ock 1
40.77.167.19 Lhited Sates 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the LRL B ock 1
106. 38. 241. 106 Chi na 147.237.77.176 |mat pash.idf.il |CL000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
95.45.254.123  [147.237.77. 216 [irel and dover. il | VER APACHE Apache nod_ssl non- SSL connection to SS port 3
deni al of service attenpt
59.46.193. 114  |147.237.77.74 |China lawidf.il G°PL SCAN nmap TCP 2
218.24.171.223 |147.237.77.74 |China lawidf.il GPL SCAN nmap TCP 2
41. 140. 253. 9 147.237.77. 74 |Morocco lawidf.il ET SCAN NMAP -sS wi ndow 2048 1
223.71.251.11 |147.237.77.19 |China lawforumidf.il[ET SCAN Potential SSH Scan 1
195. 216. 176. 244|147. 237. 77. 74 |Latvia lawidf.il ET SCAN NMAP -sS wi ndow 1024 1
193.36.35.241  |147.237.77.61 gzzi;'}m e.cogat.idf.il |ET SCAN Potential SSH Scan 1
111.68.107.43 |147.237.8.24 |Pakistan elifestyle.idf.|ET SCAN NVAP -sS w ndow 1024 1
94. 255, 224. 2 147. 237. 77. 234 |Sweden hal ag. i df.il ET SCAN Potential SSH Scan 1
41. 140. 253. 9 147.237.77. 74 |Morocco lawidf.il ET SCAN NMAP -sS wi ndow 4096 1
41.140. 253. 9 147.237.77. 74 |Morocco lawidf.il ET SCAN NVAP -f -sS 1
111. 68.107. 43  |147.237.8.24  |Paki stan elifestyle.idf.|[ET SCAN NVAP -sS wi ndow 3072 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry [Target Address |Ste Signature z\tlli Zi
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
85.64.248.27  |israel 147.237.77. 234 |nal ag. i df .| Bad TCP sequence Sretransmt wth different 0o fog
s ) ) o ag ) a w ndow scal e
Sreanming Engine: TCP Invalid i
197.231.70.60 |Gabon 147.237.76.86 |navy.idf.il 9 =g I nval i d checksum Packet drop 11
Checksum dr opped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 7
Sreaming Engine: TGP Invalid i i sSi
109. 66. 106. 92 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. |, 6
Ret ransni ssi on Packet dr opped.
79.176.125. 111 |l srael 147.237.72. 166 |aka i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or
41.33.232.66 Egypt 147. 237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonit or
reanming BEngine: TCP Invali i
197.231.70.60 |Gabon 147. 237. 77. 216 |dover . i df . i | Streamng Engine: TCP Inval i dlinvalid checksum Packet drop 5
Checksum dr opped.
195. 34.150. 18  |Austria 147.237.77. 216 |dover. i df . i1 Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data [moni tor
172.58.232.83 |United Sates 147.237. 77. 216 |dover.idf i1 SYN Attack SYN -> SYN-ACK -> RST rej ect
reanmn ine: TCP Invali i i ssi
79.176.125. 111 |Israel 147.237. 72. 166 |aka. i df . Streamng Engi ne: TCP I nval i dfinval i d segnent retransnissi on drop 3
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
66.249.79. 121 |Wnited Sates 147.237. 77. 243 |robi | e. i of . | 9 =9 Inval i d segnent retransmssion. |, ., 3
Ret r ansni ssi on Packet dr opped.
79.176.125. 111 |l srael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> Timeout |reject 3
Sreaning Engine: TP Invalid i i ssi
149.78.237.11 |Israel 147.237.72. 166 |aka. i of .11 9 =9 Inval i d segnent retransmssion. |, ., 3
Ret ransni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i SSi
46.19.85.138  |Israel 147.237. 72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g ., 3
Ret ransmi ssi on Packet dr opped.
79.176.125. 111 |lsrael 147.237.72. 166 |aka.idf .il drop Frst packet isn't SYN drop 3
Sreaming Engine: TGP Invalid i i sSi
109. 65. 185.36  |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. |, 3
Ret ransni ssi on Packet dr opped.
37.46.39. 211 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or
79.176.125. 111 |l srael 147.237.72.166 |aka i df .i | Bad TCP sequence I'nval i d ACK nunber alert
Russi an . L Streaming Engine: TCP Inval i dinvalid segnent retransnission.
130. 193. 37. 16 erati on 147.237.0.34 |tikshuv.idf.il Ret r ansmi si on Packet dr opped. drop 3
Sreaning Engine: TP Invalid i i ssi
185.120. 126. 78 147.237.72. 166 |aka i df .i 9 =9 Inval i d segnent retransmssion. |y, 3
Ret ransni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i SSi
79.183.230.49 | srael 147.237. 72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g ., 3
Ret ransmi ssi on Packet dr opped.
94.77.196. 82 Saudi Arabi a 147.237.77. 216 |dover. i df .| Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |moni tor
2.54. 147. 247 I srael 147.237.72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect
Sreanming Engine: TCP Invalid i i SSi
199.30.25.47  |Wited Sates  |147.237. 76. 200 [ei tan. aka i df i 9 =g Inval i d segnent retransmssion. |, 2
Ret r ansni ssi on Packet dr opped.
101. 226. 167. 232|Chi na 147.237.77. 176 |nat pash. i of . | Bad TCP sequence I'nval i d ACK nunber nonitor |2
79.176.125. 111 |Israel 147. 237.72. 166 |aka. i of . i | Bad TCP sequence SINWACK retransmt with monitor |2
different wndow scal e
46. 19. 85. 230 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Invalid AGK nunber aert 2
173.254.216.69 |Uited Sates 147.237.72. 166 |aka.i df .i | SYN Attack SYN -> SYN-ACK -> Timeout [reject 2
46. 19. 85. 230 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber monitor |2
47.88.188.162 [Canada 147. 237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Tineout |reject 2
138.36.0. 3 147.237.8.50 |e.tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
109. 186. 189. 186l srael 147.237. 72. 166 |aka. i df .i | dr op Frst packet isn't SN drop 1
101. 226. 167. 232|Chi na 147.237.77. 176 |nat pash. i df .i Bad TCP sequence Invalid AGK nunber aert 1
185. 129. 62. 62 147.237.72. 166 |aka.i df .i | Bad TCP sequence I'nval i d ACK nunber nonitor |1
84.111.38.175 |[lsrael 147.237.72. 166 |aka.i df .i | Bad TCP sequence I'nval i d ACK nunber alert 1
184. 105. 139. 106 |Uhited Sates 147.237.8.24 |elifestyleidf.il  |Geo-1ocation enforcement Sﬁfolr Sgﬁg'mon I nbound drop 1
74.125.183. 165 |Lhited Sates 147.237.77. 216 |dover. i df . i1 B ock HTTP Non Conpl i ant Fai l ed to handl e connection data [monitor |1
114.112.90.54  |Chi na 147.237.76.39 |mobile.neitav.idf.il |dr op SAMrul e drop 1
46. 19. 86. 48 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence I'nval i d ACK nunber nonitor |1
107.189.32.16 |Uited Sates 147.237.77. 233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
37.26.147.144  |israel 147.237.77. 226 | "}|" chanatz.aka.1df 1pad TGP sequence Inval i d ACK nurber moni tor |1
185. 3. 146. 39 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or
71.75. 249, 88 Lhited Sates 147.237.77. 216 |dover.idf i1 Bad TCP sequence I'nval i d ACK nunber nonitor |1
109. 186. 189. 186! srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid AGK nunber noni tor |1
2.187. 253. 17 L;ZEH:??C 147. 237.72. 166 [aka. i o . | Bad TCP sequence Inval i d AGK nunber alert 1
84.111.38.175 |[lsrael 147.237.72. 166 |aka i df .i | Bad TCP sequence I'nval i d ACK nunber nonitor |1
184. 105. 139. 119|Wited Sates 147. 237. 77. 226 "f"l"“ha”atz' aka. 10l |y At ack SYN -> SYN-ACK -> RST rej ect 1
121. 54. 54. 59 Phi | i ppi nes 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
46.120.91.137  |Israel 147.237.76.86 [navy.idf.il Bad TCP sequence Invalid AGK nunber aert 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Action ‘Count
121.54.54. 52 Phi | i ppi nes [147.237. 77. 216 |dover. i df .i | D stributed Unaut horized URL Access on wanidf.il/error. htm Bl ock 4
85.64.119.153 |[Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
93.173.23.196 |[Israel 147.237.0.19 |[madi matal .idf.il|Dstributed Suspicious Response Code B ock 3
46. 19. 85. 127 | srael 147.237.0.19 |nadi matal . i df.i|[Suspi ci ous Response Code B ock 3
79.176.226.172 |Israel 147.237.72. 167 |i shuri maka. i df . i|untraceabl e SSL Sessi ons: Qpen Mvde None 2
64. 41. 200. 105 g];::: 147.237.77. 216 |dover. i df .i | SSL Whtraceabl e Gonnection - sigal gs DoS A tack None 1
43.231.49.192 |Japan 147.237.77.216|dover. i df . i | Mil tipl e Uhknown HTTP Request Method from 43.231. 49. 192 B ock 1
203. 133. 168. 40 gﬁ‘; icof 147.237.72.167|i shuri maka. i df . i|SSL Untraceabl e Connection - (pen Mde None 1
. . Illegal Byte de Character in URL fe¥sun, %,
43.231.49.192  |Japan 147.237.77. 216 [dover.idf . il [[#20] ] [[ #28] ] *sm¥i + x1[ [ #24]] “4] [ #20] ] "Shel“y/ocl- @omten [ 34111 [ [ £7]] ™xEl Block |1
Lhi ted . . S Uhtraceabl e Gonnection - Protocol violation
64.41.200.105 fo o o 147.237.72. 166 |aka. i df . i | (SSL_CONN CLI ENT KEY EXCHANGE) None 1
43.231.49.192 [Japan 147.237.77.216|dover. i df .i | Mil tiple Abnormal |y Long Request from 43.231. 49, 192 Bl ock 1
121. 54. 54. 56 Phi | i ppi nes |147. 237. 77. 216 |dover . i df . i | Dstributed Lhauthori zed URL Access on wwwvidf.il/error. htm B ock 1
43.231.49.192 |Japan 147.237.77. 216 |dover.idf . il Abnormal |y Long Request net hod B ock 1
68. 180. 230. 29 gﬁ;ttg: 147.237.77. 176 |mat pash. i df . i | Paraneter Type M ol ation PageNumin waw cogat . i df .il/901-he/ cogat . aspx B ock 1
. . S Uhtraceabl e Gonnection - Protocol violation
43.231.49.192 |Japan 147.237.77.216|dover. i df . i | (SSLCONN APPLI CATI ON DATA EXCHANGE) None 1
207. 46.13. 192 g;g: 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to 147.237.77.216/ B ock 1
Ill1egal HITP \krsion
43.231.49.192 [Japan 147.237.77.216|dover.idf .il Sf<[[#12]] W Z¥4 [ #7]] aVa#[ [#29] 1 [ [#4]]., oo ~El u[ [#31] ] 2 ¥4 2w#011"H [ [B ock 1
#8] ] ?LNe¥H s+e8cC  4j “ g, j SSeeni i AUl k@KeESs+, : rEciAns, ;27c!~.
64. 41. 200. 105 g];::: 147.237.72. 166 |aka. i df . i | SSL Whtraceabl e Gonnection - sigal gs DoS A tack None 1
43.231.49.192 |Japan 147.237.77. 216 |dover. i df .i | Mitiple Il1legal Byte Qode Character in Header Nanme from 43.231. 49. 192 B ock 1
157. 55. 39. 57 Lsh'mt:: 147.237.72. 166 |aka. i df . i | Unaut hori zed LRL Access to waw aka.idf.il/tenpl ates/inner.asp B ock 1
43.231.49.192 |Japan 147.237.77.216|dover. i df . i | Illegal Byte Qode Character in Header Nane B ock 1
68. 180. 230. 244 ;“;tteeg 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77.233/robot s. t xt Bl ock 1
Unknown HTTP Request Met hod
CFP[[#8] 1 [[#17]11E [[#1]]133+1]2 Ste—8<41I»Xi 7] EO{t &] [ #31] ] L¢, »°+ UE | y. K
. . O\ xft +1 m wHj a<[ [ #16] 1 [ [#27]1[ [ #22] 1 bl [#27]] ¢YF[ [ #14] ] - é&; §at XA - r 7¥R@
43.231.49.192  [Japan 147.237.77.216 |dover. i df .i| [#10]] x[[ #23] ] } » pEEmh~A 2[ [ #22] ], XK&[ [ #14] ] m{ [ #7] ] ~cXA} Kbt AE~<>\ |2 0K [1
0Ce " Y#g @ PO9Q[[#2]],Ct2ce"°-Ip in URL AmeYsun, W,
[[#20] ] [[#28] ] *s»Vi +x1[ [ #24] ] “H [ #20] ] "%01“gy>d- o@E¢n] [ 3#] i [ [ #7]] ™x£l
. . I11egal URL Path Encoding mie Ysun, %[ [#20] ] [ [#28] ] *s»Yi +ox1[ [ #24] ] ¢
43.231.49.192  |Japan 147.237.77. 216 [dover.idf . il | [[#7]] ™xE1 ] ] 43 [ NG00 G %d§g] ] #20] [ Block |1
95.45.254.123 |Irel and 147.237.77.216|dover . i df . i | SIS Untraceabl e QGonnection - Protocol violation (SSL_GONN QLI ENT_HALLQ None 1
Lhited . . SS. Uhtraceabl e Gonnection - Protocol violation
64.41.200.105 fo o 147.237.77. 216 |dover. i df .| (SSL CONN CLI ENT KEY EXCHANGE) None 1
43.231.49.192 |Japan 147.237.77. 216 |dover . i df . i | Mitiple Illegal Byte Gode Character in Method from43. 231. 49. 192 B ock 1
178. 255. 215. 87 |France 147.237.77. 216 |dover.idf .il Mil tipl e Unhaut hori zed URL Access from 178. 255. 215. 87 B ock 1
43.231.49.192 |Japan 147.237.77.216 |dover. i df . i | Ill1egal Byte Gode Character in Header \al ue B ock 1
43.231.49.192 |Japan 147.237.77. 216 |dover . i df . i | Ml for med HTTP Header Line 1 B ock 1
40.77.167.3 g];::: 147.237.77. 216 |dover.i df .i | D stributed Uhaut hori zed URL Access on wawidf.il/error. htm Bl ock 1
101. 226. 168. 246|Chi na 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mvde None 1
64. 41. 200. 105 Lsh'mt:: 147.237.77. 216 |dover . i df . i | SSL Untraceabl e Gonnection - Unsupported d pher None 1
43.231.49.192 [Japan 147.237.77.216|dover.idf .i | Mil tiple Malformed URL from 43.231. 49. 192 Bl ock 1
178. 255. 215. 87 |France 147.237.77. 216 |dover . i df . i | Uhaut hori zed LRL Access to wan i df.il/atal 1/izkor/vi ew pi ct ures. asp B ock 1
Ill1egal Byte Gode Character in Method
VPP #8] 1 [[ #1711V E [[#1]]33+1 ] 2 Ste =84t I»Xi 7] BO{t &[ [#31] ] L¢, 2« OB y. K
43.231.49.192 |Japan 147.237.77. 216 |dover.idf .il QN xtt T mw a<[ [#16] ] [[ #2711 [ [#22]1 b [ #27] 1 ¢YF [ #14] ] -} é&; §at Xv4 - r 7¥R@ [B ock 1
[#19]] x[ [ #23]]} « pEEnh~A 2[ [ #22] ], xK&[ [ #14] ] m[ [ #7] ] =cXA} Kbae+ AE-<> \
0Ce " Y#g' @ PO9Q.[[#2]],Ct2ce"°-ip
84.111.224. 170 |Israel 147.237.72. 166 |aka. i df . i | Unknown Paramet er __\ BYSTATEENCRYPTED | n None |1
wan aka. i df . i |/ mai n/ sachar/ pi r suneynof et . aspx
. . Unaut hori zed URL Access to
46.117.128.65 |Israel 147.237.72. 156 |anan. i df . i | v anan. i df . i |/ consol ef cor e/ doc._nyr / undef i ned B ock 1
. . Mal formed URL fme Yisun, W[ [ #20] ] [ [ #28]]*s»Vi +¢ x1[ [ #24] ] “4[ [ #20] | "%o1“gy
43.231.49.192  |Japan 147.237.77. 216 |dover . i df . il | [[#7]] ™l 1] #3[ [ n¢4nd- @b Block |1
43.231.49.192 |Japan 147.237.77. 216 |dover.idf .il Abnormal |y Long Header Line request header nane B ock 1
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