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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address  |Site |Signature |Device Action  |Count |
184. 105. 139. 116 Lhited Sates 147.237.77. 176 nat pash. i df . i | Block Np All Net drop 1
179. 43. 141. 219 Sntzerl and 147.237.0. 33 idf.il B ock Np Al Net dr op 1
204. 42. 253. 132 Lhited Sates 147.237.72. 156 anan.idf.il ock Wp Al Nets drop 1
184. 105. 139. 68 Lhited Sates 147.237.77.212 e.dover.idf.il B ock Np Al Net drop 1
216. 218. 206. 95 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il Bl ock_Udp All _Nets drop 1
184. 105. 139. 112 Lhited Sates 147.237.0. 34 ti kshuv. i df .i | Block Np All Net drop 1
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|Top Attackers In IPS|

| Attacker Qountry

Attacker Address

Target Address

|Site

|Sgnature

Devi ce Action |Count |

77.125. 80. 157 I srael 147.237.0. 34 tikshuv.idf.il [ClL000138: HITP. prefix 1.01 in the LR B ock 4
37.26. 149. 145 I srael 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.0l in the URL B ock 2
106. 38. 241. 106 Chi na 147.237.77.176 |mat pash.idf.il |CL000071: HTTP: User Agent Sogou+web+spi der Bl ock 2
106. 38. 241. 106 Chi na 147.237.77.233 |atal .idf.il Cl000071: HTTP. User Agent Sogou-+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address |Target Address Aé)tuiikre; ‘S’te Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
192.187. 123. 186(147.237.0.19 |Wnited Sates |nadimatal .idf.il ET SCAN Potential SSH Scan 1
180. 150. 177. 188|147. 237. 72. 217 |Chi na eidf.il ET SCAN NMAP -sS wi ndow 1024 1
61.180. 240. 202 |147.237.77. 233 |Chi na atal.idf.il GPL SCAN nmap TCP 1
40.78.62. 82 147.237.76. 196 |Lhited Sates |e.svivaidf.il ET SCAN Potential SSH Scan 1
40.78. 62. 82 147.237.0.34 |Whited Sates |tikshuv.idf.il ET SCAN Potential SSH Scan 1
192. 187. 123. 186|147.237.0. 17 |[Wited Sates |mny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
91.228.126.61 |147.237.72.166 |l srael aka.idf.il Tehila - Perl LWP wth fake user agent 1
40.78. 62. 82 147.237.76.202 |thited Sates |e.halag.idf.il ET SCAN Potential SSH Scan 1
40. 78. 62. 82 147.237.76.31 |Whited Sates |nakchal .idf.il ET SCAN Potential SSH Scan 1
97 2 113, 88 147 237 76.34 |\ et nam yobal an i f i1 ET SI:AN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1

Potential Scan or Brute Force
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature
41.33.231.90 Egypt 147. 237. 77. 216 |dover.idf .i | drop SAMrul e drop 36
58.182. 66.199 |9 ngapore 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout aert 11
58.182. 66.199 |S ngapore 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 11
58.182. 66. 199 | ngapore 147. 237. 77. 216 |dover. i df .1 Bad TCP sequence wﬁtraggxl;fth monitor |11
89. 139. 156. 188 |l srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 6
195.34.150.18 |Austria 147.237. 77. 216 |dover.i df .il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data [monitor |4
212.143.142.56 |Israel 147.237.77. 216 |dover.idf il drop First packet isn't SWN drop 4
5.22.135.116 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d AGK nunber nonitor |3
197.251. 131. 43 |Ghana 147.237.76.86 |navy.idf.il drop First packet isn't SN drop 3
77.125.83.21  |israel 147. 237. 72. 166 |aka. i f . i Streaning Engine: TCP Invalid|invalid segrent retramsmission. |, 3
Ret r ansmi ssi on Packet dr opped.
94.77.196. 82 Saudi Arabia  |147.237.77.216 |dover.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |3
80. 246. 130. 246 I srael 147.237.77. 233 |atal i df i1 Bad TCP sequence mdﬁrsﬁ”lt wehdfferent — oonitor |3
176.13.19.218 |israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid|invalid segnent retransmssi on drop 3
Ret r ansmi ssi on Packet dr opped.
176.13.20.237 |Israel 147. 237. 72. 166 |aka. i of . i | Streamng Engi ne: TCP | nvalid|invalid segnent retransissi on drop 3
Ret r ansni ssi on Packet dr opped.
41.33.232.66 Egypt 147. 237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 2
1.4.167.136 Thai | and 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> Tineout |reject 2
23.116.65.120 |wnited Sates |147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
45. 55. 53. 138 147.237.77. 176 |nat pash. i of . | Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |2
5.22.129. 74 | srael 147.237. 77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 2
46. 19. 85. 76 | sr ael 147.237. 72. 166 |aka.i df .i | Bad TCP sequence I'nval i d AGK nunber alert 2
5.22.129. 251 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence I'nval i d AGK nunber nonitor |2
40.77.167.63  |Wited Sates |147.237.72.166 |aka.idf.il Streaming Engi ne: TCP Inval id|invalid segnent retransnssi on drop 2
Ret ransni ssi on Packet dropped.
197.251. 131. 43 |Ghana 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
46. 19. 85. 76 I srael 147.237.72. 166 |aka.i df . i | Bad TCP sequence I'nval i d AGK nunber nonitor |2
70.208.202.29 |wited Sates |147.237.77.216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
197.251. 131. 43 |Ghana 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 1
46. 19. 85. 120 I srael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN - > SYN-ACK -> RST rej ect 1
184. 105. 247. 199|wnited Sates [147.237.77.19 [lawforumidf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
138.36.0. 3 147.237.77.61 |e.cogat.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
89. 138. 169. 234 |Israel 147.237.72. 166 |aka. i df .i | dr op First packet isn't SN drop 1
184.105.139.72 |wnited Sates [147.237.77. 170 |nmarachot . i of .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
109. 253. 209. 34 |l srael 147.237.0.34  [tikshuv.idf.il Bad TCP sequence Inval i d AGK nunber moni tor |1
198. 20. 69. 74 Wited Sates [147.237.0.33 |[idf.il drop drop 1
46.117.13.154 |Israel 147.237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> Tineout [reject 1
184.168.152.7 |Wited Sates |[147.237.76.86 [navy.idf.il Bl ock HTTP Non Conpli ant Failed to handl e connection data |nonitor |1
138.36.0. 3 147.237. 77. 176 |nat pash. i df . i | SYN At t ack SYN - > SYN-ACK -> RST rej ect 1
197. 251. 131. 43 [Ghana 147.237.76.86 |[navy.idf.il SYN At t ack SYN -> SYN-ACK -> Tineout [reject 1
184.105.139. 90 [Wnited Sates |147.237.72. 217 [e.idf il Geo- 1 ocation enf or cenent ﬁfolggi'mo” I nbound drop 1
114.112.90.54 |China 147.237.76.31 |[nakchal .idf.il drop SAMrul e drop
79.182.195. 167 |lsrael 147.237. 77. 216 |dover. i df .i | Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |1
211. 154. 163. 110|Chi na 147.237.76. 201 |e. atal .i df .i Geo- 1 ocati on enf or cenent Sﬁfolrggﬁ;ton  nbound drop 1
46.120. 74. 244 |Israel 147.237. 72. 166 |aka.i df .i | Bad TCP sequence I'nval i d ACK nunber alert 1
23.116.65.120 |lhited Sates |147.237.77.216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 1
138.36.0. 3 147.237.77. 179 |e. nazi .i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
197.251.131. 43 |Ghana 147.237.76.86 |navy.idf.il Bad TCP sequence wﬁtraggxl;fth moni tor |1
184. 105. 139. 104|Wnited Sates [147.237.8.27 |enadimatal.idf.il  |Geo-1ocation enf or cerent Sﬁfolrggﬁ;ton  nbound drop 1
138.36.0.3 147. 237. 76. 197 [e. hi nush. i of .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
46.120.74.244  |Israel 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d AGK nunber moni tor |1
195. 62. 53. 168 :3:::30” 147.237.0. 17 ][“I”IV kosher-kravi.id |oyN At ack SYN -> SYN-ACK -> RST rej ect 1
109. 65. 39. 250 | srael 147.237. 72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> Tinmeout [reject 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count

131.253.25.199 |[Uhited Sates [147.237.77.216|dover.idf.il D stributed Uhaut hori zed URL Access on wan idf.il/error. htm B ock 5

114.77.109.37 |Australia 147.237.77. 216 |dover.i df . i | Distributed Uhaut hori zed URL Access on waw idf.il/error. htm Bl ock 3

40.77.167.3 Lhited Sates |147.237.77.216|dover.idf.il Distributed Lhaut hori zed URL Access on waw idf.il/error. htm B ock 3

131.253.25.228 |Uhited Sates [147.237.77.216|dover.idf.il D stributed Unaut horized LRL Access on waw idf.il/error. htm B ock 2

157.55.39.105 |Uhited Sates |147.237.77.216|dover.idf.i | Distributed Uhaut hori zed URL Access on waw idf.il/error. htm Bl ock 1
: . . Uhaut hori zed URL Access to

66.249.66.37  [Wited Sates |147.237.77.216(dover. i df . il 147. 237. 77. 216/ 1613- 15472- he/ dover . aspx Bl ock 1
. ] Uhaut hori zed URL Access to

5.22.135.116 | sr ael 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ appl e- t ouch- i con- pr econposed. png Bl ock !

93. 160. 60. 22 Denrmar k 147.237.77.216|dover.i df .i | Uhaut hori zed URL Access to www i df . il/1503-en/ dover. aspx. Bl ock 1

40.77. 167. 85 Lhited Sates |147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ B ock 1

157.55.39.245 |Uhited Sates |147.237.77.216|dover.idf.i | Distributed Uhaut hori zed URL Access on waw idf.il/error. htm Bl ock 1

80. 246. 130. 246 [Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx Bl ock 1

Unknown Par anet er
5.29. 86. 112 I srael 147.237.72. 166 |aka. i df . i | ct| 00$ct | 00$cphMai n$TochenP acekol der $bt nAt udaPrint in None 1
wan aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx

. . Uhaut hori zed URL Access to

46.117.128.65 |Israel 147.237.72. 156 [anan. i df . i | vaw anan. i df . i |/ consol ef cor e/ doc_myr / undef i ned B ock 1

176. 114. 191. 121 R’F Sf:;”i o 147. 237.77. 216 |dover . i df . i | Unaut hor i zed URL Access to i idf.il/mazi’ a=0 B ock 1
. ; Uhaut hori zed URL Access to

85. 64. 248. 27 I srael 147.237.77.234|hal ag. i df . il 147.237. 77. 234/ i nages/ shar ed/ bul | et 1. g f Bl ock 1

37. 46. 43. 120 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method POST for ww aka. i df.il/nai n/sachar/fag. aspx Bl ock 1

52.90.163.116 |lhited Sates |[147.237.77.216|dover.idf.il Unaut hori zed LRL Access to wwidf.il/english/news/nifg.stm B ock 1
. . . Paraneter Type Mol ation f in

91.206. 110. 69  |lkrai ne 147.237.77.216|dover.i df .i | v i df i | /tenpl at es/ sendt of ri end/ sendt of ri end. aspx B ock 1

66.240.219. 146 [Wnited Sates |147.237.0.15 |kosher-kravi . i df.i|Unauthorized URL Access to 147.237.0. 15/ Bl ock 1
. . . Paraneter Type Mol ation | in

91.206. 110. 69 Ukrai ne 147.237.77. 216 dover . i df . i1 vy i df . i1 /tenpl at es/ sendt of ri end/ sendt of ri end. aspx Bl ock !
: . . Uhaut hori zed URL Access to

40.77.167.3 Lhited Sates [147.237.77.216|dover.idf .il Wi df i1/ shared user cont rol s/ navmenu/ mazi i df i1 B ock 1
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