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Attacker Address  |Attacker Country |Target Address |Site |Signature |Device Action |Count |
134. 147. 203. 115 Ger nany 147.237.77.179 e nazi.idf.il B ock Np Al _Net drop 2
184. 105. 139. 104 Lhited Sates 147.237. 8. 50 e. tikshuv.idf.il B ock Np Al Net drop 1
179. 43. 141. 219 S tzerl and 147.237.77. 74 lawidf.il Bock Np Al Net drop 1
204. 42, 253. 132 Lhited Sates 147.237.77. 121 e navy.idf.il Block Udp All Nets drop 1
184. 105. 139. 92 Lhited Sates 147.237. 77. 216 dover.idf.il Block Np All Nt drop 1
66. 240. 192. 138 Lhited Sates 147.237.77. 226 W chamat z. aka. i df . i | Bl ock_Up Al _Nets drop 1
184. 105. 139. 120 Lhited Sates 147. 237.0. 33 idf.il Bock Np Al Net drop 1
184. 105. 139. 72 Lhited Sates 147.237. 8. 46 e.chinuch.idf.il B ock Np Al Net drop 1
184. 105. 139. 92 Lhited Sates 147.237.77. 243 nobi |l e.idf.il Bock Np Al Net drop 1
184. 105. 139. 124 Lhited Sates 147.237.0. 16 ny- kosher-kravi .i df .il Bock Np Al Net drop 1
184. 105. 139. 72 Lhited Sates 147.237.77. 226 v chanat z. aka. i df .i | B ock Np Al Net drop 1
184. 105. 139. 96 Lhited Sates 147.237.77. 233 atal.idf.il Bock Np Al Net drop 1
174.90. 123. 196 Canada 147.237.77. 216 dover.idf.il ock Wp Al _Nets drop 1
184.105. 139. 124 Lhited Sates 147.237.72. 217 e.idf.il B ock Np Al Net drop 1
184. 105. 139. 88 Lhited Sates 147.237.72. 156 anan. i df.il Bock Np Al Net drop 1
54.72.182. 187 Irel and 147.237.77. 216 dover.idf.il Block Udp All Nets drop 1
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|Top Attackers In IPS|

|Attacker Gountry

Attacker Address

Target Address

|Site

|Sgna1 ure

Devi ce Action |Oount

45, 35, 110. 136 147.237.77.216 |dover.idf.il 0854: HTTP. upl cad* Access B ock 10
106. 38. 241. 106 Chi na 147.237.77.176 |matpash.idf.il |Cl000071: HTTP: User Agent Sogou+web+spi der B ock
106. 38. 241. 106 Chi na 147.237.77.233 |atal .idf.il C1000071: HTTP: User Agent Sogou+web+spi der B ock
122.152. 167.156  |Japan 147.237.77.216 |dover.idf.il 22280: HITP. Joomha (hj ect |njection Wil nerability B ock




02-27-2016-06:04:09 to 02-27-2016-07:04:09

|Top Attackers In |D|

At acker

Attacker Address |Target Address ountry ‘Ste ‘Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il |Tehila - Perl LWP with fake user agent 4
138.36.0.3 147.237.77. 212 e.dover.idf.il |ET SCAN NVAP -sS w ndow 1024 1
112.196. 49. 101 |147.237.77.216|India dover.idf.il |[ET SCAN NMAP -sS w ndow 2048 1
94.102. 48.193 |147.237. 76. 200 [Net her | ands eitan. aka.idf.|IET SCAN NVAP -sS w ndow 1024 1
195. 216. 176. 244|147. 237.77. 121 |Latvia enavy.idf.il [ET SCAN NMVAP -sS w ndow 1024 1
183. 61. 109. 189 |147. 237. 76. 196 |Chi na esvivaidf.il [ET SCAN NMAP -sS w ndow 4096 1
138.36.0. 3 147.237.77. 243 nobi le.idf.il |ET SCAN NMAP -sS w ndow 1024 1
112. 196. 49. 101 [147.237.77. 216 |Indi a dover.idf.il |ET SCAN NVAP -sS wi ndow 3072 1
112. 196. 49. 101 |147.237.77. 216 |Indi a dover.idf.il |ET SCAN NVAP -f -sS 1
94.102. 48.193 |147.237. 76. 196 [Net her | ands esvivaidf.il |ET SCAN NVAP -sS w ndow 1024 1
179 32, 200. 181 |147. 237 76.30 G0l onbi & hirsh i df i | ET SI:AN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1

Potential Scan or Brute Force
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
41.33.231.90 Egypt 147. 237. 77. 216 |dover.i df .i | drop SAMrule drop 36
45. 35.110. 136 147.237. 77. 216 |dover.i df .il Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |26
Sreaming Engine: TGP Invalid i i ssi
47.17.74.20 Lhited Sates [147.237.76.200 [eitan. aka. i df il 9 =g Invalid segnent retransmssion. 12
Ret ransni ssi on Packet dropped.
68.180.228.109 |Lhited Sates |147.237.0.34 |[tikshuv.idf.il drop SAMrule drop 6
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
195.34.150.18 |Austria 147.237.77. 216 |dover.i df .il B ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |4
91.200.12. 141 |Wkrai ne 147. 237. 77. 216 |dover i df .i | drop SAMrule drop 4
Russi an Lo Sreaming Engine: TQP Invalid |invalid segnent retransnissi on.
178.154.189. 201~ "o 147. 237. 72. 166 |aka.i of .i Ret r ansm ssi on Packet dr opped. drop 3
reanmn ine: TCP Invali i i ssi
62.219. 118. 187 |Israel 147. 237. 72. 166 |aka. i df .| Streamng Engi ne: TCP Inval id invalid segnent retransmssi on drop 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.181.99.188 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
84.109. 115. 15 |Israel 147. 237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 3
94.77.196. 82 Saudi Arabia  |147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |3
Sreaming Engine: TGP Invalid i i ssi
40.77.167.63  |Wited Sates [147.237.72. 166 |aka idf il 9 =g Invalid segnent retransmssion. 2
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
66.249. 64.163 |Uited Sates |147.237.76.86 |navy.idf.il 9 =9 Invalid segnent retransmssion. | 2
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
68.180.228. 112 |tited Sates |147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. 2
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
207.46.13.133 |Uited Sates  |147.237.72. 166 |aka. i of .1 9 =9 Invalid segnent retransmssion. | 2
Ret r ansni ssi on Packet dropped.
78.47.62. 212 Ger many 147.237. 77. 243 |nobil e.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
138.36.0. 3 147.237.77. 212 |e. dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
138.36.0.3 147.237.8.24 |e.lifestyle.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
106. 38. 241. 106 |Chi na 147.237. 77. 176 |nat pash. i df . | SYN At t ack SYN -> SYN-ACK -> Tineout |reject 1
184. 105. 247. 223|nited Sates  [147.237.72. 156 |anan.idf . il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
74.82.47.11 Lhited Sates |[147.237.8.24 |elifestyleidf.il  |Geo-1ocation enforcenent Geo-I ocat i on i nbound drop 1
enf or cenent
138.36.0. 3 147.237.77.235sviva.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
138.36.0. 3 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
123.125.71.77 |China 147.237. 72. 156 |anan. i df .i | dr op First packet isn't SYN drop 1
182.50. 130. 133 |9 ngapore 147.237.77. 216 |dover.idf.il drop SAMrul e drop 1
66. 147.244. 138 |Uhited Sates |147.237.77.74 |lawidf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor |1
138.36. 0. 3 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
138.36.0. 3 147.237.8.27 |e.nadimatal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
106. 38. 241. 106 |Chi na 147.237. 77. 233 |atal .idf il Bad TCP sequence I'nval i d AGK nunber nonitor |1
74.82.47.31 Lhited Sates |147.237.77.226 V‘:"IW chamat z. aka. 1 df ey At t ack SYN -> SYN-ACK -> RST rej ect 1
138.36.0. 3 147.237.77. 243 |mobi le.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
138. 36.0. 3 147.237. 76. 148 [gqcent er. aka. i df . i | drop drop 1
123.125.71.77 |China 147.237. 72. 156 |anan. i of .i SYN At t ack SYN -> SYN-ACK -> Tineout |reject 1
216.218.206.99 |Uited Sates |[147.237.0.35 |[akavs.idf.il drop drop 1
184. 105. 139. 108|lLhited Sates [147.237.77.235(sviva. idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
138.36.0.3 147. 237.77. 226 "‘i‘"l”“ha”atz' aka 1df 1oyN At t ack SYN -> SYN-ACK -> RST rej ect 1
138.36.0.3 147.237.8.46 |e.chinuch.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
106. 38. 241. 106 |Chi na 147.237.77. 233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
195. 66. 76. 4 Ger many 147.237.77. 216 |dover . i df .i | B ock HTTP Non Conpl i ant Failed to handl e connection data [nonitor |1
74.82.47.35 Lhited Sates [147.237.0.15 |kosher-kravi.idf.il |SYN At tack SYN -> SYN-ACK -> RST rej ect 1
146. 185. 239. 102 RJSf;:I”i on 147. 237. 76. 147 |chi nuch. aka. i df . | SYN At tack SYN -> SYN-ACK -> RST rej ect 1
138.36.0. 3 147. 237. 76. 199 |e. nakchal . i df .i| SYN Attack SYN -> SYN-ACK -> RST rej ect 1
128. 75. 103. 242 RJSf;;”ion 147.237.0.34 |tikshuv.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
216.218. 206. 111|Wited Sates |147.237.8.28 |e.mobile-ks.idf.il  |Geo-1 ocation enf or cenent Sﬁ?o'rzgﬁ:mo”  nbound drop 1
184.105. 139. 112|wnited Sates  [147.237. 77. 121 |e navy. i df .1 Geo- | ocati on enf or cement Sg;’;ggﬁ:nfn i nbound drop 1
138.36.0. 3 147.237. 77. 227 |e. hanaz. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
138.36.0.3 147.237.76.31 |nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
114.112.90.54 |Chi na 147.237.76.86 |navy.idf.il dr op SAMrul e drop 1
198.20.70.114 |Uited Sates |147.237.8.28 |e. nobile-ks.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1




02-27-2016-06:04:09 to 02-27-2016-07:04:09

|Top Attackers In V\AF|

Devi ce

‘Attacker Qountry|Target Address |Site Sgnature Action ‘Count
45, 35.110. 136 147.237.77.216|dover. i df .i | Mil tipl e Uhaut horized URL Access from 45. 35. 110. 136 Bl ock 25
134.191. 232. 71 |l srael 147.237.77. 216 |dover.i df . i | D stributed Lhaut hori zed UR. Access on waw i df.il/error.htm Bl ock 3
87.69. 143,193 |Israel 147.237.72. 166 |aka. i df .i | m”;::: ! d?_eidl /L?‘acrgff;z;sfiops/vi vl paspet . asp Bl ock 2
95.211.187.82 |Netherl ands 147.237.0.19 |madimatal .idf.il [Unhauthorized URL Access to madimatal.idf.il/wp/wp-admin/ B ock 1
1. 4.167.136 Thai | and 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
134.191. 232. 72 |I srael 147.237.77.216|dover . i df . i | Dstributed Lhauthori zed UR. Access on waww idf.il/error.htm B ock 1
45.35. 110. 136 147.237.77.216|dover. i df . i | Unaut hori zed LRL Access to wanidf.il/fck/ B ock 1
194. 226. 6. 252 :3:;;’} o 147.237.77.74 |lawidf.il \;Parwalma\t/velr dfT_yipf“\AeﬁLftaI' 22/ 52{ ﬁcfg,tg; ftﬁ”;_';‘spx B ock 1
98.139.204.40 |United Sates 147.237.0.19 |madimatal .idf.i| [Uhauthorized URL Access to nadi matal .idf.il/wp-admn/ Bl ock 1
2.54. 14, 159 I srael 147.237.0.19 |madi matal .idf.il |Suspicious Response Code B ock 1
157.7.105. 223 |Japan 147.237.0.19 |[madimatal .idf.il [Wauthorized URL Access to nadi matal.idf.il/ol d/wp-admn/ B ock 1
50.62.176.236 |Lited Sates 147.237.0.19 |madimatal .idf.il |Unhauthorized URL Access to madimatal.idf.il/test/wp-admn/ Bl ock 1
204.79.180.72 [thited Sates 147.237.77. 216 |dover.i df . i | D stributed Lhaut hori zed UR. Access on waw i df.il/error.htm Bl ock 1
99.32.153.153 [lhited Sates 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to v idf.il/error. htm B ock 1
45, 35.110. 136 147.237.77.216|dover.i df .i | Adm n Bl ocki ng B ock 1
157.55.39. 249 [Lnited Sates 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/tenpl ates/inner.asp B ock 1
68.180.230.29 |lnited Sates (147 237. 7. 176 |nat pash. i df . i | ﬁwag;; e M olaon /ngat'\“_”;;;‘x Bl ock 1
204.79.180. 121 |Wited Sates 147.237.77.216|dover. i df . i | Dstributed Whaut hori zed URL Access on waw idf.il/error.htm Bl ock 1
113. 76.90. 196 |Chi na 147.237.0.15 |kosher-kravi . i df . i|Unaut hori zed URL Access to 147.237.0. 15/ B ock 1
45, 35.110. 136 147.237.77. 216 |dover . i df .i | Mil tiple Admin B ocking from 45, 35.110. 136 Bl ock 1
184.172.172. 26 |Uited Sates 147.237.0.19 |[madimatal .idf.il |Wauthorized URL Access to nadimatal .idf.il/bl og/ wp-adm n/ B ock 1
1. 4.167.136 Thai | and 147.237.72. 166 [aka. i df . i | Mil tiple Untraceabl e SSL Sessions from1. 4. 167. 136 (Qpen Mde) None 1
204. 79. 180. 252 [thited Sates 147.237.77.216|dover. i df . i | O stributed Lhaut hori zed URL Access on waw idf.il/error.htm B ock 1
194. 226. 6. 252 :3:;;’} . 147.237.77.74 |lawidf . il \;a\rwar;tlvelr dfT.)lipIe/t\Aer?[lanati 22/ get' ﬁhfg/eg;tnﬂ | s B ock 1
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