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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page F ood Attack drop 2
125. 75. 206. 153 Chi na 147.237. 0. 33 idf.il Invalid TGP H ags drop 2
89. 163. 135. 117 Ger nany 147.237.0. 15 kaosher-kravi .idf.il Bl ock Udp All Nets drop 1
198. 20. 70. 114 Lhited Sates 147.237.77. 179 e.nazi.idf.il Block Np Al Net drop 1
89. 163. 135. 117 Ger nany 147.237.0. 16 ny- kosher-kravi.idf.il Bl ock Udp All _Nets drop 1
89. 163. 135. 117 Ger many 147.237.0. 17 m ny- kosher -kravi .idf.il Bl ock_Ulp Al _Nets drop 1
71.6.165. 200 Lhited Sates 147.237.76. 44 e.refuah.idf.il Bl ock_Ulp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
210. 115. 184. 234[147. 237. 76. 86 ok‘f’rea Republic vy, idf. i1 ET SCAN NVAP -sA (2) 2
_ _ L ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons,
167. 0. 233. 47 147. 237.76. 30 |Col onbi a hi nush. i df i | ) 1
Potential Scan or Brute Force
146.185.250. 2  |147. 237. 76. 30 ?ézz;;”im hi nush. i df . | ET SCAN NVAP -sS wi ndow 1024 1
112.124.10. 141 |147.237. 77. 178 |Chi na ematpash.idf.il |ET SCAN NVAP -sS w ndow 1024 1
94.102.48.193 |147.237.8.46 |Netherlands e.chinuch.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
50. 204. 188. 142 [147.237.77.121|thited Sates e navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
146.185.250.2 |147.237.76.30 |SSian hi nush. i df . | ET SCAN Potential SSH Scan 1
Feder at i on
118.70.80.152 [147.237.0.15 |M etnam kosher-kravi.idf.i[ET SCAN NVAP -sS wi ndow 1024 1
94.102.48.193 |147.237.8.50 |Netherl ands etikshuv.idf.il |ET SCAN NVAP -sS w ndow 1024 1
50. 204. 188. 142 |147.237.77.121|lhited Sates e navy.idf.il ET SCAN NVAP -sS w ndow 3072 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
68.180.228.109 |Lhited Sates  |147.237.0.34 |[tikshuv.idf.il dr op SAMrul e drop 12
91.200.12.141  |lkrai ne 147.237. 77. 216 |dover.idf.il drop SAMrul e drop 8
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 7
91.200.12.141 |kraine 147.237.77.74 |lawidf.il dr op SAMrul e drop 4
46.19. 85. 72 I srael 147.237.77. 216 |dover.idf.i | Bad TCP sequence Inval i d ACK nunber alert 4
46. 19. 85. 72 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
195. 34.150. 18  |Austria 147.237. 77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Failed to handl e connection data [monitor |4
91.200.12.141  |lkrai ne 147.237.0.34  |tikshuv.idf.il drop SAMrul e drop 4
94.77.196. 82 Saudi Arabia 147.237.77. 216 |dover.i df .i | Bl ock HTTP Non Gonpl i ant Failed to hand e connection data [monitor 3
Sreaning Engine: TCP Invalid i i ssi
79.179. 105. 130 I srael 147.237.72. 166 |aka i f . 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
46. 19. 85. 72 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 2
46.19. 85. 72 I sr ael 147.237.76.86 |[navy.idf.il Bad TCP sequence I'nvalid ACK nunber alert 2
74.82.47.11 Wited Sates [147.237.0.33 |idf.il drop drop 1
216.218.206. 112|thited Sates [147.237.76.38 |e.emmitav.idf.il [SYN At tack SYN - > SYN-ACK -> RST rej ect 1
184.105. 139. 124|thited Sates [147.237.8.46 |e.chinuch.idf.il |SYN Attack SYN - > SYN-ACK -> RST rej ect 1
114.112.90.54 |China 147.237.76.38 |e.e.meitav.idf.il |drop SAMrul e drop 1
88. 200. 214. 8 RJSIS::t”ion 147. 237. 72. 156 |anan. i df . SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
207.46.13.94 Lhited Sates |147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
184.105.139.74 [tnited Sates [147.237.77.74 [lawidf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
74.82.47.15 Lhited Sates  |147.237.0.200 [rau.idf.il Geo- | ocati on enf or cenment Geo-| ocati on i nbound drop 1
enf or cenent
216.218. 206. 124|tnited Sates  [147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
184.105. 139. 126|thited Sates  [147. 237. 77. 216 |dover. i df .i | SYN Att ack SYN - > SYN-ACK -> RST rej ect 1
123.125.71.82 |china 147. 237. 77. 176 |nat pash. i of . i | drop First packet isn't SWN drop 1
88. 200. 214. 8 RJSf;:I”ion 147.237.72. 167 |i shurimaka. i df.i1|SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
184.105.139. 86 |Lhited Sates |147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
74.82.47. 44 Lhited Sates  [147.237.8.27 e nedimatal.idf.i|Geo- | ocati on enf or cement gﬁ?;'rsgi'nfn I nbound drop 1
5.39. 93. 143 France 147.237. 77. 176 |nat pash. i df .i | B ock HTTP Non Conpli ant Failed to handl e connection data [monitor |1
184. 105. 247. 204|Uhited Sates  |147.237.0.200 |[rdu.idf. il Geo- | ocati on enf or cenent gﬁ?:r(cjgilmon I nbound drop 1
123.125.71.82 |china 147. 237. 77. 176 |nat pash. i df . i | SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect
89. 138. 59. 16 | srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect
216.218.206. 102|tnited Sates  [147.237.76.31 |nakchal .idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect
184.105.139.86 |Wited Sates |147.237.77.178|e.matpash.idf.il |Geo-1 ocation enfor cenent Sﬁ?olrgzi'n?” i nbound drop 1
109. 201. 152. 226 |Net her | ands 147.237.77. 216 |dover.idf.il Directory Traversal directory traversal overflow noni t or 1
75.126.221.55 |lited Sates |147.237.77.216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  |ronitor 1
138.36.0. 3 147.237.76.196 |e.sviva.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
216.218.206. 112|United Sates  [147.237.72. 156 |aman. i df il SYN Att ack SYN - > SYN-ACK -> RST rej ect 1
184. 105. 139. 111|Wited Sates  |147.237.76.197|e.himsh.idf.il  |Geo-1 ocation enf or cenent gﬁ;’;ggi'mon I nbound drop 1
114.112.90.54 |onina 147.237.72. 217 |e.idf .1 Geo- | ocati on enf or cenment Geo-| ocati on i nbound drop 1
enf or cenent
105.62.53. 168 |USSI N 147.237.8.24 |elifestyleidf.il|Geo-1 ocation enf or cenent Geo- | ocat i on i nbound dro 1
T Federation ) e ) yrerd. enf or cenent P
138.36.0. 3 147.237.76.200|eitan. aka.idf.il |SYN At tack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

Attacker Address

A tacker

Target Address

Site

Sgnature

Devi ce

‘Oount

Country Action
} . . Uhaut hori zed URL Access to
208.115.113.88 |lhited Sates  [147.237.76.86 |navy.idf.il navy. i df . i 1/ gi yus/ f or un asp/ show or um asp Bl ock 2
41.47.17. 249 Egypt 147.237.77. 216 |dover.idf . il Paraneter Type Mol ation SearchText in wwidf.il/1065- he/dover.aspx |B ock 2
68.180.228.112 |lLhited Sates  |147.237.77.216|dover.idf.il Paranet er Type Mol ati on PageNumin vww i df.il/1158- he/ dover. aspx  |B ock
116. 253. 140. 224|Chi na 147.237.77. 176 |mat pash. i df . i | Uhaut hori zed URL Access to www cogat . i df.il/adnin/login. asp B ock
: . . Unaut hori zed URL Access to
68.180.230.29 |thited Sates  [147.237.77.176 |mat pash. i df . i | vuww cogat . i df .i |/ ar abi o/ pages/ def aul t . aspx B ock 1
172.58.25.166 |Uhited Sates 147.237.72. 166 |aka. i df . i | SSL Wntraceabl e Connection - Cpen Mde None 1
84.109. 203. 110 |l srael 147.237.0.19 |nadi matal . i df. i |Suspici ous Response Code B ock 1
Korea, Republic . . . Lo . -
203.133.171. 71 of 147.237.72. 156 |anan. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/nodiin/defaul t.aspx B ock 1
46.118.155. 216 [Wkrai ne 147.237.77.216|dover. i df .i | Mil tipl e Lhaut hori zed URL Access from 46.118. 155. 216 B ock 1
. . URL is Above Root Drectory
109. 201. 152. 226 |Net her | ands 147.237.77. 216 |dover . i df . i | www idf.il/../shared/ clientscripts/jquery/jquery-1.4.2.nmn.js B ock 1
207.46.13.105 |Wiited Sates 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 1
46.118. 155. 216 |Ukraine 147.237.77. 216 |dover . i df . i | PHP At t enpt B ock 1
116. 253. 140. 224|Chi na 147.237.77. 176 [mat pash. i df . il  |Adnin B ocki ng Bl ock 1
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