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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address  |Site |Signature |Device Action  |Count |
156. 196. 185. 129 147.237.77. 216 dover.idf.il DCB- HTTP-fi ref | ood dest - r eset 225
156. 196. 185. 129 147.237.77. 216 dover.idf.il Bl ock_Udp All _Nets drop 184
0.0.0.0 147.237.77.216 dover.idf.il DOS- HTTP-fi ref | ood dest - r eset 182
197.167. 1. 140 Egypt 147.237.77. 216 dover.idf.il Block Udp Al Nets drop 133
197. 167. 1. 140 Egypt 147.237.77. 216 dover.idf.il DOS- HTTP-f i r ef | ood dest - r eset 45
156. 197. 161. 254 147.237.77. 216 dover.idf.il DC5- HTTP-fi ref | ood dest - r eset 20
156. 197. 161. 254 147. 237. 77. 216 dover.idf.il ock Wip Al Nets drop 9
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il Bl ock_Udp All _Nets drop 2
125. 75. 206. 156 Chi na 147.237.72. 156 anan.idf.il Invalid TGP H ags drop 2
134. 147. 203. 115 Ger nany 147. 237.76. 196 e.sviva. idf.il Block Np Al Net drop 2
4.15.125. 104 Lhited Sates 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
141. 150. 59. 46 Lhited Sates 147.237.72. 14 dover.idf.il(old) |Bock Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site ‘Sgnature Devi ce Action |Count
123.126.113.102 |China 147.237.77.216 |dover.idf.il Cl000071: HTTP:. User Agent Sogou+web+spi der B ock 4
207. 46. 13. 145 Lhited Sates 147.237.0. 34 tikshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 1

157. 55. 39. 92 Lhited States 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 1
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|Top Attackers In |D|

Target Address

At acker
Count ry

Signature

195. 34. 150. 18 |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
183. 61. 109. 189 [147.237.0.34 |China tikshuv.idf.il ET SCAN NVAP -sS wi ndow 3072 1
146.185. 250. 2 |147. 237. 77. 227 E;z:::t”ion e. hanaz. i df . ET SCAN NVAP -sS wi ndow 1024 1
104. 44. 133. 108 |147.237.76. 42 |lhited Sates  |refuah.idf.il ET SCAN NMAP -sS wi ndow 3072 1
91. 201. 236. 113 [147. 237. 76. 39 |lkrai ne nobi | e. nei tav. i df.il ET SCAN NVAP -sS w ndow 1024 1
82. 200. 142. 180 |147. 237. 77. 205 |Kazakst an prisha.idf.il ET SCAN NMAP -sS wi ndow 1024 1
62.210.69.71 |147.237.8.28 |Fance e.nobi | e-ks. i df .i ET SCAN Potential SSH Scan 1
38.105. 146. 70 [147.237. 77.227 |United Sates e. hanaz. i df .il ET SCAN NVAP -sS w ndow 4096 1
14.33.123.39  |147 237 0.33 [Korea Repudlic | o ET SCAN Behavi oral Unusual |y fast inbound Tel net Gonnecti ons, 1
of Potential Scan or Brute Force
146.185. 250. 2 |147.237.77. 233 RF;Z;:I’}O” atal .idf.il ET SCAN Potential SSH Scan 1
138.36.0. 3 147. 237.77. 234 hal ag.idf.il ET SCAN NVAP -sS w ndow 1024 1
94.102. 48.193 |[147.237. 77. 226 |Net her| ands win charat z. aka. i df . i1 [ET SCAN NVAP -sS wi ndow 1024 1
82. 200. 142. 180 |147. 237. 77. 205 |Kazakst an prisha.idf.il ET SCAN NVAP -sS w ndow 4096 1
62. 210. 142. 238 [147. 237. 76. 177 |France ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
45, 43.226. 154 |147. 237. 76. 147 chi nuch. aka. i df .i | ET SCAN Behavi or al UqusugJIy fast Termnal Server Traffic, 1
Potential Scan or Infection
38.105. 146. 70 [147.237. 77.227 |United Sates e. hanaz. i df .il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

Attacker Address étuiikre; Target Address |Ste Signature /?z\t/ii (;i
41.33.231.90  |Egypt 147. 237. 77. 216 |dover i df . i drop SAMirul e drop 30
197.167.1.140 |Egypt 147.237.77. 216 |dover. i df .i | SYN At t ack SYN - > SYN-ACK -> RST rej ect 20
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 8
156. 196. 185. 129 147. 237. 77. 216 |dover i df . i SYN Att ack SYN -> SYN-ACK -> RST rej ect 6
68.180.228.109 |Lhited Sates |147.237.0.34 |tikshuv.idf.il dr op SAMrul e drop 6
195.34.150.18 |Austria 147.237.77. 216 |dover.idf. il B ock HTTP Non Conpli ant Failed to handl e connection data |nonitor |4
93.173.238.216 |Israel 147. 237. 77. 216 |dover i df . i SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
202. 168. 104. 101 |Australia 147.237. 77. 216 |dover.i df .i | B ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |4
94.77.196. 82 Saudi Arabia  |147.237.77.216 |dover.idf.il B ock HTTP Non Conpli ant Failed to handl e connection data |nonitor |3
66.249.79.121 |United Sates |147.237.77. 243 |nobile.idf il Streaming Engi ne: TCP Invalid |invalid segnent retransmission. |, 3
Ret r ansni ssi on Packet dropped.
2.54.36. 164 I srael 147.237.72. 166 |aka. i df . Streanng Engine: TCP Invalid finvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
66.249.79.119 |Uited Sates |147.237.77. 243 |nobil e i df i Streaming Engi ne: TCP Invalid |invalid segnent retransmission. |, 3
Ret r ansni ssi on Packet dropped.
31.210. 187. 148 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber nonitor |2
98.116.130.36 [lLited Sates [147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 2
197.167.1.140 |Egypt 147. 237. 77. 216 |dover i df . i SYN At t ack SYN -> SYN-ACK -> Tineout  |reject 2
109. 186. 58. 104 |l srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 2
217. 69. 133. 230 gz::;”ion 147.237.76.86 |navy.idf.il ;{ ?3:'5':5’ Sir;g;:e: TeP Invalid :;‘éi'eitd ;eggsgj. retransmssion. |, o, 2
136. 243. 47. 150 |Ger many 147.237. 77. 216 |dover.i df .i | B ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |1
204.79.180.244 |Wited Sates |147.237.72. 167 |i shuri maka idf.il SYN At t ack SYN -> SYN-ACK -> Timeout  |reject 1
184.105. 139. 116|Whited Sates  |147. 237. 72. 166 |aka. i df .i | SYN At ack SYN -> SYN-ACK -> RST rej ect 1
138.36.0.3 147.237.72. 167 |i shurimaka.i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
114.112.90.54 |China 147.237.8.27 |e.madimatal.idf.il  |[Geo-1ocation enf or cenent Sﬁ?;:z‘;iinton i nbound drop 1
88.200.214.8  |ssian 147.237.76. 196 |e. sviva i df .l Geo- | ocati on enf or cenent Geo-| ocati on i nbound drop 1
Federati on enf or cenent
197.167.1. 140 |Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 1
136. 243. 47. 152 |Ger many 147.237.77. 216 |dover. i df .i Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |monitor 1
98.116.130.36 |Lhited States |147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d ACK nunber aert 1
204.79.180. 244 [Uhited Sates |147.237.72.167|ishurimakaidf.il  |Bad TCP sequence SYNAQC retransm !t with moni tor |1
184. 105. 247. 251|nited Sates  |147.237.77. 226 ‘“f"lw chanatz. aka. 1df ey At t ack SYN -> SYN-ACK -> RST rej ect 1
138.36.0. 3 147.237.76.30 |himush.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
123.125.71.78 |china 147.237.77. 226 [} chanat z. aka. 1df 1pad TOP sequence Inval i d ACK nunber alert 1
88. 200. 214. 8 gs::;”i o 147.237.76. 201 |e. atal .i df .l Geo- | ocati on enf or cement gﬁfolggﬁ;‘fn i nbound drop 1
184.105. 139. 75 |Wnited Sates |147.237.77. 227 |e. hanaz.i df i Geo- | ocati on enf or cenment Sﬁ?o'rzgﬁg'nf”  nbound drop 1
138.36.0. 3 147.237.0.35 |akavs.idf.il drop drop
81.218.79.211 |[Israel 147.237.77.74 |lawidf.il B ock HTTP Non Conpli ant Fai | ed to handl e connection data |nonitor
138.36.0. 3 147.237.76.34 |yohalan.idf.il drop drop 1
123.125.71.78 |hina 147.237.77. 226 " chanatz. aka. 1df 1paq TOP sequence Inval i d ACK nunber monitor |1
88. 200. 214. 8 :Zg::t”i o 147. 237.76. 202 |e.hal ag.i df . Geo- | ocati on enf or cenment Sﬁ?o'r Zgﬁg'nf”  nbound drop 1
64.134.243.109 [Wited Sates |147.237.77. 216 [dover.idf.il SYN At t ack SYN - > SYN-ACK -> RST rej ect 1
184.105. 139. 82 [Wnited Sates |147.237.76.31 |nakchal .idf.il SYN At ack SYN -> SYN-ACK -> RST rej ect 1
138.36.0.3 147.237.0.200 |[mdu.idf.il drop drop 1
109. 186. 58. 104 |l srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
213.57.164.201 |israel 147. 237. 72. 156 [anan. i df . | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
87.69. 62. 195 | srael 147.237.72. 156 |anan. i df .i| Bad TCP sequence Inval i d ACK nunber noni t or 1
195.62.53.168 |00 @ |147.237.0.33  idt.il drop drop 1
138.36.0. 3 147.237.76.38 |e.e.neitav.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
123. 126. 113. 102|Chi na 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
184.105.139.88 [Wnited Sates |147.237.8.45 [e.eitan.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
138.36.0. 3 147.237.8.28 |e.nobile-ks.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
87.69. 112. 80 I srael 147.237.72. 166 [aka.i df .i Bad TCP sequence Inval i d ACK nunber aert 1
195. 62. 53. 168 :3:::30” 147. 237.77. 227 |e. hanaz. i f . Geo- | ocati on enf or cenent (effolrg‘e:ﬁ;'mon i nbound drop 1
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry |Target Address |Site Acti on ‘Oount

65.55.210.84  |Wnited Sates 147.237.77. 216 |dover . i df . i | Distributed thauthorized URL Access on B ock 3
ww idf.il/error. htm

80. 246. 133. 170 |l srael 147.237.77.216|dover. i df . i | Unhaut hori zed URL Access to wwwidf.il/error.htm B ock 2

69.63.185. 116 [Lhited Sates 147.237.77. 216 |dover . i df . i | Distributed thauthorized URL Access on B ock 1
ww idf.il/error. htm

173.252. 115. 198|Uited Sates  |147.237.77. 216 [dover. i df il Distributed Lhaut hori zed URL Access on B ock 1
wwvidf.il/error.htm

71.227.165. 148 |hited Sates  |147.237.77. 216 |dover. i df i Wnauthori zed LRL Access to B ock 1
wa i df . i |/ 894-en/ i df gdover . aspx

201. 156. 161. 243|Mexi co 147.237.77. 216 |dover.i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None 1

m ny- kosher - kravi . i df . i _ o

78.47.62.212 Ger many 147.237.0. 17 | SSL Whtraceabl e Gnnection - Lhknown Server Gertificate None 1

202. 168. 104. 101|Australia 147.237.77. 216 |dover.i df . i | SSL Lhtraceabl e Gonnection - Cpen Mde None 1

217. 69. 133. 232 RJSf;:I”i on 147.237.76.86 |navy.idf.il Unaut hori zed LR Access to ww navy. i df .il/navy/ B ock 1

66. 249. 66. 37 Lhited Sates 147.237.77.216|dover. i df .i | Uhaut hori zed URL Access to 147.237.77.216/robots. t xt B ock 1

157.55.39.105 |Uited Sates  |147.237.77. 216 |dover.idf.il Distributed Lhaut hori zed URL Access on B ock 1
wan i df.il/error.htm
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